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ABSTRACT

The aims of the study were to examine the Roles of internal audit Unit on risk
management in Local government Authorities a case study in Shinyanga Municipal

Council in Shinyanga region.
Responding to this research | focused on three specific questions:

I.  What is the role of internal audit function on risk management processes in Local

Government Authorities
ii.  What are risks faced by the Councils in Shinyanga
iii.  What is the status of risk management in the Local Government Authorities?

Data were collected through interviews and the use of questionnaires. Questionnaires
were submitted to the respondents. The respondents included senior management, heads
of department, internal audit unit, Audit committee and other staff. The study used both
structured and unstructured questionnaires to collect data. The data collected was
analyzed by the use of descriptive statistics, where frequencies and percentages were
used. Analyzed data was validated, coded and presented in tables. Once the data had

been gathered and coded, it was programmed into statistical analysis package. (SPSS)

The sample size of 67 respondents comprised of Senior management, heads of
departments, sectional heads, Internal audit unit, Audit committee, Supervisory staff,
and operational staff. The research revealed that the Shinyanga Municipal Council had
made significant efforts to comply with various laws, rules, regulations and other

directives that are useful in risk management.

The results of this research gave way to the recommendation that risk management in

Local Government Authorities should be managed by the heads of departments.
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CHAPTER ONE
INTRODUCTION AND BACKGROUND INFORMATION
1.1 Introduction
According to the Local Government Finance Act No. 9 of 1982 requires the accounts of
every District and Urban Council to be audited internally by an internal auditor
employed by the authority concerned. Internal audit unit is part of internal control

system established by the Council management.

Also according to the public finance Act, 2001 regulation 28 says that, in order to
discharge his responsibilities under these Regulations an Accounting Officer shall
establish an Effective Internal Audit Service Unit throughout the Ministry, Department
or Agency or other reporting unit as the case may be, for which he is responsible and

may be advised by the Permanent Secretary to establish an audit Committee.

By definition, internal audit is an independent appraisal function within LGA, for the
review of activities as a service to all levels of management. It is a control that measures,
evaluates and reports upon the effectiveness of internal controls, financial and others, as

a contribution to the efficient use of resources within an LGA.

Regulation 33 of the public Finance Regulation 2001 further defines internal audit, as an
independent appraisal activity established within a Ministry, department or Agency or
any other reporting unit which operates as a service to the Head of the unit involved, of
which it controls activity functions by examining and evaluating the adequacy and
effectiveness of internal controls in unit reviewed and for conducting operational/value
for money audits throughout the unit in order to ensure that proper systems of internal

control and accounting systems exist throughout the unit.



Internal auditing is an independent appraisal function established within an organization
to examine and evaluate its activities as a service to the organization (11A 1978).

The Institute of Internal Audit (1999) defined internal auditing as an independent,
objective assurance and consulting activity designed to add value and improve an
organization’s operations. It helps an organization accomplish its objectives by bringing
a systematic, disciplined approach to evaluate and improve the effectiveness of risk

management, control, and governance processes.

The International Professional Practices Framework (IPPF) defined internal auditing as
an independent, objective assurance and consulting activity designed to add value and
improve an organization’s operations. It helps an organization accomplish its objectives
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness

of risk management, control and governance processes.

Internal auditing is a systematic objective appraisal by internal auditors of diverse
operations and controls within an organization to determine whether (1) financial and
operating information is accurate and reliable; (2) risks to the enterprise are identified
and minimized; (3) external regulations and acceptable internal policies and procedures
are followed; (4) satisfactory operating criteria are met; (5)resources are used efficiently
and economically and (6) the organization’s objectives are effectively assisting members

of the organization in the effective discharge of their governance responsibilities.

1.2 Historical Background of Internal Auditing

Internal auditing is a very respectable profession with many responsibilities. Internal
auditing can be documented and traced back as far as to about 5000 B.C .A few civilized
communities such as the Chaldaean Empire and the Babylonian Empire were the among
the first to advance economically and politically and organized themselves into
Sovereign States. The two empires imposed many taxes on both individuals and



business, and therefore they established an intricate system of checks and counter
checks. They designed internal control systems to help minimize errors and safeguard
state property from tax payers who were dishonest (Gupta 1991).

In the United States, Internal auditing has steadily grown and involved ever since the
end of the World War Il. Internal auditing today can be compared to financial auditing
because of the many similarities associated with each, and much of the underlying
internal auditing is derived from management consulting and public accounting

profession (Internal auditing).

Despite such an ancient root, it was not until the 1930s that internal auditing was
recognized as an important body by corporations and independent auditors. The
recognition was primarily due to establishment of the Securities and Exchange
Commission (SEC) in 1934, and changing external audit objectives and techniques. The
SEC required the firms registered with it must provide financial statements certified by
independent auditors. The requirement prompted corporations to establish internal
auditing department, but primarily to assist the independent auditor.

In 1941 the Institute of Internal Auditors (I1A) was established in the United States
(Kiger &Scheiner 1997) and this helped promote the image of the internal auditing
profession. The IIA’S Statements of responsibilities of the internal auditor was issued in
1947, was a milestone in internal auditing in that it provided a definition of the internal
auditing function. The statement was revised in 1957, 1971, 1976, and 1981 to reflect
changes in internal auditing profession. The revisions demonstrate the progress that

internal auditing has made.

The statement of responsibilities of internal auditor clarified that while internal auditing
primarily dealt with accounting and financial matters, matters of an operating nature also

lay within its scope of activities.



In 1972 the IIA provided specifics on what knowledge and skills internal auditing
practitioners should posses with the publication of the common body of knowledge and
implementation of the certified internal auditor (CIA) certification program the

subsequent year.

In 1978, the 1A issued the standards for the professional practice of internal auditing.
They consisted of five general and 25 specific guidelines as to how the internal audit
function should be managed and how engagements should be performed. These
standards were widely adopted and translated into a number of different languages.
Additionally, they were incorporated into the laws and regulations of various

government entities (Urton Anderson and Andrew Dahle).

The standards for the professional practice of internal auditing (standards) had the
following purposes:

i) Assist in communicating to others the role, scope, performance, and objectives of

internal auditing.

i) Unify internal auditing throughout the world.

iii) Encourage improved internal auditing.

iv) Establish basis for consistent measurement of internal auditing operations.

v) Provide a vehicle by which internal auditing can be fully recognized as a

profession.

The Standards contained the following definition and objective of internal auditing:

“Internal auditing is an independent appraisal activity established within an organization
as a service to the organization. It is a control which functions by examining and
evaluating the adequacy and effectiveness of other controls. The objective of internal
auditing is to assist members of the organization in the effective discharge of their

responsibilities. To this end, internal auditing furnishes them with analyses, appraisals,



recommendations, counsel, and information concerning the activities reviewed. The

audit objective includes promoting effective control at reasonable cost”.

By 1993, the statement of responsibilities of internal auditing noted that the “scope of

the internal auditing encompasses the examination and evaluation of the adequacy and

effectiveness of the organization’s system of internal control and the quality of

performance in carrying out assigned responsibilities” . At this time, the scope of internal

auditing included:

i) Reviewing the reliability and integrity of financial and operating information and the

means used to identify measure, classify, and report such information.

i) Reviewing the systems established to ensure compliance with those policies, plans,

procedures, laws, and regulations that could have a significant impact on operations and

reports, and determining whether the organization is in compliance.

iii) Reviewing the means of safeguarding asset and, as appropriate, verifying the

existence of such assets.

Iv) Appraising the economy and efficiency with which resources are employed

vi) Reviewing the operations or programs to ascertain whether results are consistent
with established objectives and goals and whether the operations or programs are

being carried out as planned.

By the early 1990s the internal auditors, depending on their particular organization’s
needs and preferences, worked in several areas: compliance audits, audits of transactions
cycles, investigating fraud and other irregularities, evaluating operational efficiency,
analysis, measurement and reporting of operational and organization-wide risks, and
other assurance and consulting activities. They performed a combination of financial
reviews and audits, operational reviews and audits (sometimes called program audits,
performance audits, comprehensive audits, and other similar descriptive labels),

management audits and compliance audits. In performing many of these activities,



internal auditors made their approach risk —based and controls-focused. They also made

extensive use of sophisticated technology applications in carrying out audits.

As the internal auditing profession became more firmly established, it responded quickly
to new demands from significant regulatory and legislative mandates, as well as high-
profile (inter)national reports: the passage of foreign corrupt practices Act (1977),
particularly its emphasis on internal controls; the issuance of the Report of the National
Commission on Fraudulent Financial Reporting (Treadway Commission Report, 1987);
the Report of Committee of Sponsoring Organizations (COSQO) of the Treadway
Commission (COSO, 1992); as well as the subsequent internal control frameworks
presented by the Cadbury committee Report (Cadbury Report, Uk); the criteria of
control committee (coco Report, Canada);and the King Committee (King Report, South
Africa); the amendments to the U.S. Federal sentencing Guidelines (1995); recent
changes in the New York Stock Exchange rules regarding the structure and composition
of the Board of Directors of listed companies as well as the requirement for all publicly
listed companies to have an internal audit function, the newly passed Sarbanes-Oxley
Act of 2002; and ongoing calls for better organizational governance.(RAMAMOORTI
SRIDHAR, 2003).

Auditors of the 21% century must be prepared to audit virtually everything —operations
(including control systems), performance, information and information systems, legal
compliance, financial statements, fraud, environmental reporting and performance, and
quality. Auditors must master:
i) Analytical and critical thinking skills
i) An efficient method to gain an adequate understanding of any auditee—
individual, organization, or system.

iii) New concepts, principles, and techniques of internal controls



iv) An awareness and understanding of risk and opportunity related to both the
auditee and auditor

v) Development of general and specific audit objectives for any audit project

vi) Selection, collection (using a broad array of audit procedures), evaluation, and
documentation of audit evidence, including the use of statistical and non-
statistical induction.

vii) Reporting audit results in a variety of formats to a variety of recipients.

1) Audit follow-up

ii) Professional ethics

iii) Audit technology applicable across a variety of types of audit reports.

Moeller & Witt (1999,p.14-15) listed the following necessary personal attributes to

be a successful internal auditor (in addition to technical and professional

qualifications, this is a formidable list): (1) basic fairness and integrity; (2)

dedication to the organization’s interest; (3) reasonable humility; (4) professional

poise; (5) empathy; (6) role of consistency; (7) curiosity; (8) critical attitude ; (9)

alertness; (10) persistence; (11) energy; (12) self- confidence; (13) courage; and (14)

ability to make sound judgments.

One of the premises today in any organization is that the presence of a strong
internal audit function can go a long way in supporting and promoting effective
organizational governance. Much of organizational governance has to do with
effective monitoring and oversight of risk management, and internal auditors, if
perceived as risk management experts, can expect to play an immensely significant

and high-profile role within organizations in the coming decades.

1.3  Statement of the Research Problem
Organizations exist to achieve specific goals and objectives. Unfortunately, goals are not
always achieved as expected, because they have to be achieved in an environment of



risk. A widely publicized risks demand that Organization place more emphasis on their
internal control systems and internal audit unit. Auditing in corporate government entails
an independent and objective review of the account of stewardship of an enterprise in
order to express a neutral opinion as to the prudence and judicious management or

otherwise of the statement so prepared.

The collapse of high profile companies like Maxwell, Polly Peck in the United Kingdom
raised fundamental questions about corporate mechanism for controlling and managing

such enterprise.

The problem even heightened in the wake of the collapse at Enron and World Com
where serious doubts were cast upon the relevance and adequacy of audit in providing
envisaged accountability of Directors to Shareholders or owners. These cases throw light
on the importance of the role of internal auditors which was only recognized and

emphasized after irregularities were discovered.

The Local Government Authorities are equally at risk if proper systems of control are
not put in place. In the light of this uncertainty, the study wishes to examine the roles of

internal audit unit on risk management in Local Government Authorities.

1.4  Research Objectives
1.4.1 General Objective
The general objective of this study is to gather information about the role of internal

audit unit on risk management in Local Government Authorities.

1.4.2 Specific Objectives
To achieve the above general objective, the following specific objectives guided the

study:



i) To assess to what extent the internal audit unit has been effective in reducing the
occurrence of various risks faced by the Councils in Shinyanga Region.

i) To evaluate the process and techniques used by the internal audit unit in
assessing the risk management by various staffs.

iii) To identify risks faced by Councils in Shinyanga Region.

iv) To assess the current status of risk management in Councils in Shinyanga

Region.

1.5  Specific research questions
In order to achieve the above study objectives, the following questions were answered:
1) What is the role of internal audit function on risk management processes in Local
Government Authorities?
i) What is the current status of risk management in the Local Government
Authorities in Shinyanga region?

1ii) What are risks faced by the Councils in Shinyanga Region?

To respond to these questions, the research has the following objective:
i. To assess if those three questions did have specific answers, to justify the

expected situation in the Local Government Authorities.

For the purpose of providing structure to the study, the premises of this study were as
follows:

i) Any organization is exposed to risk.

i) It is management’s responsibility to identify and manage these risks.

iii) Internal audit can provide a value —added service to management in evaluating

and managing risk.



1.6 Importance of the Study

No entity operates in a risk —free environment, and risk management will not create such

an environment. The findings of this study can help management to operate more

effectively in an environment filled with risk. Therefore the importance of the study is
relevant for the following reasons:

i.  To determine whether the Local Government Authorities have requisite control
measures in place to provide assurance to various stakeholders.

ii.  To draw the attention of the management of Local Government Authorities to
their short comings and ways of improving them

iii.  To stimulate further research into other areas of internal audit in Tanzania

iv.  The study findings will be an addition to the already existing knowledge
especially in the field of internal audit function.

v.  The study findings will help the Local government Authorities in formulating
appropriate risk management processes/Techniques that will help in enhancing
better financial performance.

vi.  The findings of the study can be applied by other Local Government Authorities
in improving the risk management through the use of internal audit unit.

vii.  The results of the study will help the future researchers especially these who will
be research researching in the area of risk management.

viii.  The study will help the Local Government Authorities to minimize operational
surprises and losses by identifying potential events, risks and responses in
advance.

1.7  Scope of the Research

This research did not intent to investigate all the Local Government Authorities in the

Republic of Tanzania, but focused only on the Local Government of Authorities in

Shinyanga region.

The study consisted of a literature review, combined with an empirical investigation on:

i) The current role of internal auditor in the Local Government Authorities; and
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i) The situation of risk management in the Local Government in the Local

Government Authorities.

Management, heads of departments, internal audit unit will participate in the
investigation. In this study a qualitative method will be used, and data will be analyzed

and interpreted according to their meaning.

1.8 Structure of the Study

This study is divided into five chapters as follows:

The first chapter covered the background of the study, which dealt with the history of
and evolution of an internal audit, research objectives, research questions, significance
of the study, scope of the study, statement of the problem, and justification of the study.

The second chapter was an overview of risk management and focused on risk, the
characteristics and sources of the risk, the risk management process, risk management
cycle, policy and the assessment of risk.

The third chapter covered the research methodology, which included data collection,

sampling, and analysis.

The fourth chapter focused on the presentation and discussion of findings that will be
obtained from the data to be collected. Therefore the research will deal with the findings
on current risk management processes and the internal audits function’s role in the Local

Government Authorities.

The fifth chapter dealt with the recommendations on risk management and the internal

audits function’s role on risk management in Local Government Authorities.
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CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

Risk management is an area of utmost important to an organization, because every
company is exposed to risks, effective risk management is necessary for the presentation
of a business entity(Rejda E .George 2011:3-14 &44).This chapter explains in detail
what risk is and provide information on the resources, characteristics and effect of risk,
and risk identification and assessment. The discussion also focuses on the risk
management cycle, process and policy, as well as questions such as who has the
responsibility for risk management and why risk assessment and management are

important to the organization

2.2 Definition of Risk
There are number of terms that relate to the word “risk” namely chance, possibility,
danger, hazard, jeopardy, peril, speculation and uncertainty. Usually the concept linked

to risk is a negative one, which is loss or misfortune.

According to Business dictionary: Risk is defined as a probability or threat of a damage,
injury, liability, loss or other negative occurrence that is caused by external or internal
vulnerabilities, and that may be neutralized through pre-emptive action.

According to Dorfman S. Mark (2006:6), the word risk is defined as the variation in
possible outcomes of an event based on chance. That is the greater the number of
different outcomes that may occur, the greater the risk. Another way of expressing this
concept is to state: The greater the variation around an average expected loss, the greater
the risk.

According to Rejda E. George (2011:3) the word risk is defined as uncertainty
concerning the occurrence of loss. That is in all types of undertaking there is the
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potential for events and consequences that constitute opportunities for benefits (upside)

or threats to success (downside).

According to K.H. Spencer Pickett (2005, p.69) the word risk derived from the early
Italian risicare, which means to dare”. In this sense, risk is a choice rather than a fate
.The action we dare to take, which depends on how free we are to make choices.

According to Oxford English Dictionary, risk is defined as a chance of danger, loss,

injury or other adverse consequences

According to Institute of Internal Auditors the risk is defined as uncertainty of an event

occurring that could have an impact on the achievement of the objectives.

According to Birket W.P et al (1999:58), risk refers to the probability that an event,
condition or action may adversely affect an organization or its activities. In the same
sense, Pickett (1997:10) states that the concept of risk is fundamental to the auditing role
as it may be in conflict with the concept of control. Controls are designed to ensure that
objectives are achieved; risk may prevent this. Overall, risk should be reduced by
adequate controls, and the greater the degree of risk, the greater the need for good
controls. Audit has a clear remit to expose and help to minimize the level of risk that
threatens the Organization.

According to Gleim (2004:104) defines risk as the uncertainty of an event occurring that
could have an impact on the achievement of objectives, and specifies that risk is
measured in terms of consequences and likelihood and is inherent to every business or
government entity. Opportunity risks assumed by management are often drivers of
organizational activities. Beyond these opportunities may be threats and other dangers
that are not clearly understood or fully evaluated and too easily accepted as part of doing

business.
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According to Valsamakis (1999:15), risk is a deviation from the expected value. It
implies that the presence of uncertainty, where there may be uncertainty as to the
occurrence of an event producing a loss, and uncertainty on the outcome of the event,
where the degree of risk is interpreted with reference to the degree of variability and not
with reference to the frequency with which the event occur or to the probability that it

will display a particular outcome.

According to CIPFA (1997:4), risk is the chance of things going wrong. As individuals,
in the experience of risk is an unavoidable fact of life. However carefully in trying and
planning things and whatever precautions they take, the likelihood is that now and again
things will still go wrong. The situation is very similar for organizations, except that
often the stakes are higher, and the cost of things going wring may therefore be far
greater. Corporate risk can thus be described as the probability that an event or action

may adversely affect the Organization.

Risk is the uncertainty of an event occurring that could have an impact on the
achievement of objectives (Richard F. Chamber, 2004)

Risk is uncertainty resulting in adverse outcome, adverse in relation to planned objective
or expectation.(Kumar Ajay,2010:110). Financial risks are uncertainties resulting in
adverse variation of profitability or outright losses. As profit or loss of business depends
up on the net result of all cash inflows and cash outflows, uncertainties in cash inflows

and/or outflows also create uncertainties I net cash flow or profits.

According to the 1SO 31000 (2009) the risk is the effect of uncertainty on objectives.
Uncertainties include both events (which may or not happen) and uncertainties caused
by ambiguity or lack of information. It also includes both negative and positive impacts

on objectives.
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OHSAS (Occupational Health & Safety Advisory Services) defines risk as the product
of the probability of hazard resulting in an event, times the severity of the event.
(Probability of the accident occurring)*(expected loss in case of the accident)

According to (Willis, 2007) defined risk as equals to the expected loss.

According to (Campbell, 2005) defined risk to be equal to the expected disutility.
According to (Lawrance, 1976) defined risk as a measure of the probability and severity
of adverse effect.

(ISO/IEC Guide 73) defined risk as the combination of the probability of an event and

its consequences.

2.2.1 Nature of risk
Recent event in the world have brought risk into higher profile:

i Corporate accidents, Terrorism, Extreme weather events, Global financial crisis etc.

The heart of risk management is in evaluating the range of risks responses and deciding
the most appropriate .Most of the responses are automatic (e.g. avoiding fire),but certain

risks responses are imposed on us (e.g. car insurance).

2.2.2 Classification of risk

There is some element of risk in every aspect of human life and many of these risks have
no financial consequences. For Insurance, we are concerned with risks which involve
financial loss.

According to Rejda E. George (2011:6) he explained the most important classes as

follows:

2.2.3 Dynamic risk.
Dynamic risks are those resulting from the changes in the economy, changes in price

level, customer taste, income, and technology. They are less predictable.
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2.2.4 Static risks
Static risks involve those losses that occur even if there were no change in economy as

perils or dishonesty.

2.2.5 Fundamental risk

Fundamental risks are those risks which affect many people. It affects the entire
economy or large number of people or organization within the economy. They are group
risk effect large segment, such as war, inflation, terrorism, and natural disaster such as

earthquake, floods, hurricanes, and Tornadoes.

2.2.6 Particular risks or Diversifiable risk or non-systematic risk.

Particular risks involve losses that arise out of individual events and are felt by
individual. They may be static or dynamic .some of these are the burning of house,
robbery, and suddenly obsolete technologies that may affect the securities issued by a

particular company or group of similar companies.

2.2.7 Purerisk

Pure risk is a situation in which there are only the possibilities of loss or no loss. The
only possible outcomes are adverse (loss) and neutral (no loss).Examples of pure risk
include pre-mature death, job —related accidents, catastrophic medical expenses, and
damage to property from fire, lightning, flood, or earthquake, Unemployment, Sickness

or disability, and depend ant old age

2.2.8 Speculative risk
Speculative risks describe a situation where there is possibility of gain or loss from an
event. Examples of speculative risks include investing in real estate and going into a

business for yourself.
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2.2.9 The effect of risks

In general, business risks can affect a business’s ability to successfully compete,
maintain financial strength, maintain its positive public image, and ultimately its ability
to survive. Risks affect the overall quality of an organization’s products, people and
services. However, risks cannot be eliminated, but only managed. Beasley S. Mark et al
(2008:297)

Auditors have been tasked with gaining and confirming an understanding of the system
of internal control designed by the management. Fundamental to evaluate the adequacy
and effectiveness of risk control measures, an auditor must comprehensively understand
the underlying business risks. Beasley S. Mark et al (2008:304) .The auditor’s task has
two prime components:

i) A thorough understanding of the business process where less than optimum

performance could have serious consequences;
i) A risk model or framework to describe and quantify the effects and likelihood of

possible negative consequences.

The effect of time on both risk and opportunity creates a very different scene in each
period. In short run, negative risks overcome anything we could do to take advantage of
short-term opportunities. If our planning horizon includes the mid-term values for two or
three periods beyond the current accounting cycle, we have great potential to take
advantage of opportunities and more time for plans to mitigate risks to our assets.
Instead of being overwhelmed by a negative risk potential, we see the balance as either
equal or slightly biased toward the positive.

2.2.10 Techniques used to identify risk
Many techniques have been developed to identify general risks in any organization. To
decide which techniques to be used will depend upon certain questions?
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i) What are the risks involved?

i) What could happen?

iii) Where the risks do lies?

iv) How could the people and organization be affected by the risk?

The following are few major techniques of risk identification. These are
1) Organizational chart
i) Questionnaires & and surveys
iii) Physical risk inspection
iv) Business impact analysis
v) Quality test.
vi) Interview& self —assessment
vii) SWOT analysis

2.2.11 Interviews and self-assessment

This technique combines two different processes. First, each individual of the
organizational or operating units is given a template with instructions to list the key
strategies and /or objectives within his or her area of responsibility and the risks that
could hinder the achievement of the objectives. Each unit is also asked to assess its risk

management capability.

2.2.12 SWOT Analysis

SWOT (strength-weakness-opportunities-threats) analysis is techniques often used in the
formulation of strategy. The strengths and weakness are internal to an organization and
include the organization’s culture, structure, and financial and human resources. The
opportunities and threats consists of variables outside the organization and typically are
not under the control of senior management in the short run, such as societal,

environment, political, industry risks.
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2.2.13 Using technology
The risk identification process can also utilize the organization’s existing technology

infrastructure.

2.2.14 other techniques

Other possible approaches for identifying risks include value chain analysis, system
design review, process analysis, and benchmarking with other similar as well as
dissimilar organizations. Also external consultants can add value in the risk
identification process by bringing in knowledge from other organizations and industries

and by challenging the organization’s list of identified risks.

Knowledge about management’s risk assessment process using questionnaires and
discussions with management to determine how management identifies risks relevant to
financial reporting, evaluates the risks’ significance and likelihood of occurrence, and

decides the actions needed to address the risks. Beasley S.Mark (2008:297).

2.3 Risk Management

2.3.1 Introduction.

Management of risks is a central issue in the planning and management of any venture,
Organizations of all types and sizes face a range of risks that may affect the achievement

of their objectives.

These objectives may relate to a range of the organization’s activities, from strategic
initiatives to its operations, processes and projects, and be reflected in terms of societal,
environmental, technological, safety and security outcomes, commercial, financial and

economic measures, as well as social, cultural, political and reputation impacts.

All activities of an organization involve risks that should be managed. The risk

management process aids decision making by taking account of uncertainty and the
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possibility of future events or circumstances (intended or unintended) and their effects

on agreed objectives

Risk management as a shared or centralized activity must accomplish the following
tasks.
I.  Identify concerns: A concern to be evaluated as a potential risk is literally any
issue about which a doubt exists in some context;

ii.  ldentify risks & risk owner;

iii.  Evaluate the risks as to likelihood and consequences;

iv.  Assess the options for accommodating the risks;

v.  Develop risk management plans;

vi.  Authorize the implementation of the risk management plans;

vii.  Track the risk management efforts and manage accordingly.

2.3.2 The definition of risk management

Risk management is dynamic process for taking all reasonable steps to find out and deal
with risks that impact on the objectives. Organizational resources and processes are
aligned to handle risk whenever it has been identified. Risk management is mainly
dependent on establishing the risk owner, or other person most responsible for taking
action in response to identified risk, or type of risk that affect a particular process or

project.

According to Dorfman S. Mark (2008:43), the risk management is the logical
development and implementation of plan to deal with potential losses. The purpose of a
risk management program is to manage an organizations, individuals, and families. Risk
management is a three step process. First, identify and measure potential losses, second,
develop and execute a plan to manage this potential loss, third, review the plan
continuously after it has been put in operation. According to Rejda E. George (2011:44)

risk management is a process that identifies loss exposures faced by an organization and
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selects the most appropriate techniques for treating such exposures. A loss exposure is
any situation or circumstances in which a loss is possible, regardless of whether a loss

Ooccurs.

According to (K.H. Pickett, 2005); Risk management is a process of thinking
systematically about all possible risks, problems or disasters before they happen and
setting up procedures that will avoid the risk, or minimize its impact, or cope with its
impact. It is basically setting up a process where you can identify the risk and set up a
strategy to control or deal with it. It is also about making a realistic evaluation of the true

level of risk.

Risk management is the processes involved in identifying, assessing and judging risks,
assigning ownership, taking actions to mitigate or anticipate them, and monitoring and

reviewing progress. (HM Treasury, UK)

According to the Institute of Internal Auditors the risk management is defined as a
process for identifying, assessing, managing, and controlling potential events or
situations to provide reasonable assurance regarding the achievement of organization’s

objectives.

2.3.3 Why managing risks.

i) It forces an organization to look at events or weakness in terms of its objectives,

i) It makes an organization aware of its vulnerabilities and pushes it to do
something about them.

i) In these days of increased oversight and accountability it also demonstrates
sound management,

iv) It enables the organization to establish a reliable basis for decision making and
planning (strategic and operational planning).

v) Management will grasp new opportunities in a timely manner.
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vi) It facilitates compliance with relevant legal and regulatory requirements and
International norms

vii) It facilitates effective use of resources; minimize operational surprises and
shocks and other costly and time consuming litigation and/ or unexpected losses.

viii) It enhances health and safety performance, as well as environmental
protection.

ix) It provides assurance on the achievement of organization’s objectives and
performance targets through the awareness and management of potential events/
and situation that work against the objectives.

X) It reduces unnecessary expenditures by mitigating risks before they become
costly problems.

xi) It creates high-performing organizations by focusing attention on key project and
business objectives.

xii) Increasingly becoming an exceptional of:

(@) Oversight and standards setting bodies
(b) Governments and their external auditors.

Managing risk is actually managing the organization in organizing, planning, directing,

and controlling the organization’s systems and resources to achieve objectives. Risk

management gives comfort to stakeholders (shareholders, customers, employees and so

on) that the business is being effectively managed and helps the organization confirm its

compliance with corporate governance requirements. Risk Management is relevant to all

organizations whether they are in the public or private sector, or whether they are large

or small. It should form part of the culture of the organization, with an effective policy

and programmed led by top management with clear responsibilities laid down for every

manager and employee to be involved in the management of risk. It supports

accountability, performance measurement and reward thus promoting efficiency at all

levels.
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2.3.4 The stages of risk management.

As the Risk management being defined as the process of thinking systematically about
all possible risks, problems or disasters before they happen and setting up procedures
that will avoid the risk, or minimize its impact, or cope with its impact., The following
stages should be followed(K.H. Spencer Pickett 2005:p.73)

Identification of risks: The risk management process starts with a method for
identifying all risks that face an organization. This should involve all parties who
have expertise, responsibility and influence over the area affected by the risk in

question. All imaginable risks should be identified and recorded.

The objective of risk identification is to understand what is at risk within the context
of the organization’s explicit and implicit objectives and to generate a
comprehensive inventory of risks based on the threats and events that might prevent,

degrade, delay or enhance the achievement of the objectives.

Risk assessment: Risk assessment is a systematic process to quantify or qualify the
level of risk associated with a specific threat or event, to enrich the risk intelligence

available to the organization

The main purpose of risk assessment is to help the organization to prioritize the most
important risks as the organization is expected to have the capacity to deal with all
risks in equal manner. Risks should be assessed on the basis of the likelihood of the
occurring and the impact of its occurrence on the particular organizational

objective(s) it is likely to affect.

Risk management Armed with the knowledge of what risks are significant and

which are less so, the process requires the development of strategies for managing
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high impact, high like hood risks. This ensures that all risks are tackled and that
resources are channeled into areas of most concern, which have been identified

through a structured methodology.

Review: The entire risk management process and outputs should be reviewed and
revisited on a continual basis. This should involve updating the risk management
strategy and reviewing the validity of the process that is being applied across the
organization. Ongoing review is essential to ensuring that changing circumstances do

not change the risk priorities and that management plan is relevant.

Figure 2.1:  Stages of the Risk management

Reviéw Identification

Threats OBJECTIVES Opportunities

high

Management Assesgment

med

IMPACT low

high med low

AOOHI'TANI'T

FIGURE 3.5 Risk management (5).

Source :( Pickett 2005:73)

vi Risk mitigation: The role of effective risk management is to manage risk in the most
appropriate way rather than eliminate it. It is concerned with developing strategies to
reduce or eliminate the threats and events that create risks. Risk mitigation should also
make provision for the exploitation of opportunities to improve the performance of the
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organization. Responding to risk involves identifying and evaluating the range of

possible options to mitigate risks and implementing the chosen option.

Where the management of the risk is within the control of the institution, the mitigation

strategies should consider:

Terminate: Here, where the risk is great and either cannot be contained at all or
the costs of containment are prohibitive.

Transfer: where the risks are assessed as high impact but low likelihood, adopt a
strategy of spreading risk, wherever possible (e.g. Contracting out services,
establishing strategic partnerships and buying insurance )

Control; One of the principal weapons for trickling risks is better controls.
Controlling risks involves the development of a risk reduction plan and then
tracking to the plan. The aspect is the planning by experienced persons.
Tolerance: The low/low risks that come out of the assessment will pose no threat
and as such can be tolerated.

Avoidance: Use an alternative approach that does not have the risk. This mode is
not always an option. There are programs that deliberately involve high risks in
the expectation of high gains. However, this is the most effective risk

management technique if it can be applied.

vii Risk registers and Appetites.

The risk registers act as a vehicle for capturing all the assessment and decisions made in

respect of identified risks. The register may form part of assurance process where they

can be used as evidence of risk containment activity, which support the statement of

internal control. Since the risk management is the task of defining risk, identifying risks,

assessing this risk for impact and materiality and then devising suitable ways of dealing

with more significant risks. Risk registers can be attached to this process to record those

stages and end up with both records and action plan. The register should be updated to
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reflect changes in the objectives, external and internal risks and controls, all of which in
turn happen because of changes in the environment within which the operation take

place.

viii Risk appetite: Risk appetite is the amount of risk, on a broad level, an organization
Is willing to accept in pursuit of value. Each organization peruses various objectives to
add value and should broadly understand the risk it is willing to undertake in doing so
(Dr Larry Rotenberg & Frank Martens:2012) The well communicated risk appetite
serves as a boundary around the amount of risk an organization might take on and

should be considered when setting strategy or business goals.

COSO’s Enterprise risk management-Integrated framework defines risk appetite as the
amount of risk, on a broad level an entity is willing to accept in pursuit of value. It
reflects the entity’s culture and operating style. Risk appetite guides resource allocation,
risk appetite (assists the organization) in aligning the organization, people, and processes

in designing the infrastructure necessary to effectively respond to and monitor risks.

2.3.5 Types of risk management techniques

Risk management is a business process in which a business analyzes risk in an effort to
minimize the effects of such risk. Organizations must identify risks and assess how
dangerous each risk could be to the organization. Taking steps to eliminate risks will
reduce the possibility of a financial loss. Risk management should be continuous and

revisited at intervals the organization deems appropriate.

2.4.1 Ildentify weaknesses

Risk analysis begins with identifying all potential weaknesses. Weaknesses are internal.
One example is a product or service that does not meet the needs of the customer. Other
examples include staffing shortages, unreliable employees and ineffective leadership.

After an organization examines these and other areas for potential weaknesses, it can
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examine more closely different parts of the organization such as systems, finances, and
human resources. Communication with other people may also bring to light some

potential weaknesses within the organization.

2.4.2 ldentify threats

Threats are external factors that can negatively affect an organization. Identify all
potential threats by looking into the parent company, the organization itself and the
industry. Determine how threatening each could be to the organization and how
vulnerable the organization is to an attack from competitors. Other examples of external
threats include natural disasters, war, disclosure, hackers, theft, and errors in data entry

and changes in the economy.

2.4.3 Estimate risks

After each threat and weakness has been identified, the next step is to determine how
damaging they are or could be. These threats and weaknesses may or may not negatively
impact the organization. To calculate the value of one of these risks, take the probability
of the threat taking place and multiply it by the cost of fixing the damage caused by the
threat.

2.4.4 Manage risks

An organization must manage the risks once it knows the value of each risk. To be cost-
effective, spend less money eliminating a risk than the amount it would cost to resolve
the aftermath if the event occurs. If the event occurs, and it will not cost much to
resolve, it may not even be worth the time and money spent eliminating it. Managing
risks can be done by using existing assets to improve methods, transfer responsibilities
or improve internal controls. In addition, a contingency plan can manage risks by
creating a plan that will reduce the effect of the risk, should it occur. Investing in new

resources is another way to manage risks.
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2.4.5 Critical path

The critical path refers to specific tasks in a project that are necessary for the successful

completion of the project. The tasks are displayed in flow chart or diagram along with

the amount of time it should take to complete each one. The tasks must be completed in

the correct order; if one task does not get complete, it could hold up the entire project

and risk missing the completion date. Manage the risk by ensuring the tasks get

completed in order and on time, and prepare a contingency plan.

Risk management has important objectives. Rejda E. George classified the objectives as

follows:

Pre-loss objectives: These are strategies that are taken by the management before
the loss can occurs, including meeting legal obligations and reduction of anxiety,
analysis of cost of safety programs, insurance premium paid, and the costs

associated with the different techniques for handling losses

Post-loss objectives: Risk management also has certain objectives after a loss
occurs. These objectives include survival, continued operations, stability of

earnings, continued growth, and social responsibility.

According to Frame J. Davidson et al (2002), within an organization there is likely to be

a need for a competent Risk Manager whose role would include:

Setting policy and strategy for risk management

Being the primary champion of risk management at strategic and operational
levels

Building a risk aware culture within the organization including appropriate
education and training

Establishing internal risk policy and structures for business units

Developing risk response processes including contingency and business

continuity programme
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vi.  Preparing reports for the board and the stakeholders

Vii. Report the data to the executives who are in charge.

2.4.6 The responsibility for risk management
Management are responsible for the design and operation of internal controls, the board
provides governance, and internal audit’s job is to audit the controls and provide
assurance if they are effective. The Chief Finance Officer (CFO) retains a critical role
as the champion of effective internal control, not only over financial reporting and
other finance-related activities, but in all areas critical to the success of the enterprise.
This view is supported in the 2009 ISO 31000 risk management standard; it says that
“risk management is not a stand-alone activity that is separate from the main activities
and processes of the organization. Risk management is part of the responsibilities of
management and an integral part of all organizational processes, including strategic
planning and all project and change management processes. According to the Public
Finance Act.2004 and regulations 34 (2) pp 82 says that prevention, detection and
investigation of internal fraud shall be the responsibility of management, although in
conducting audit assignments the internal auditor shall be alert to opportunities, such as
control weakness that could allow fraud and where fraud is suspected the appropriate
authorities within the department will be informed.“Therefore the risk management
rests to the following groups

i. The board provides oversight on risk management, approving the risk appetite

and strategies of the company.

ii. The Chief Executive Officer (CEO) is responsible to the board for delivering
performance and value. To do this, he and his team have to manage risks. In that
respect, he is ultimately responsible for the management of risks.

ilii.  The management team is collectively responsible for managing risks to the
organization, and each executive for managing risks within his area of

responsibility.
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iv. The Chief Risk Officer (CRO) is a facilitator, helping develop standards and
policies, coaching and guiding executives and managers, and providing the
reports that give the leadership team and board an enterprise-wide view of risks
to the organization

v. .The CFO is a champion of risk management across the enterprise and an
advocate within the leadership team, in addition to managing financial-related
risks and possibly supervising the risk office. Since failures in risk management
are highly likely to lead to a failure to achieve strategies and goals, including
financial and operational performance, the CFO should be very active and

ensure that the risk management program is effective.

2.4.7 Risk management process (1SO, 31000)

ISO 31000 establishes the risk management standard, it consists of seven elements. This
means it is as applicable to the assessment of risks at the strategic all- of government
levels as it is to work unit, business planning, and project management daily business
decisions.

Two elements communicate and consult, and monitor and review, occur continually
throughout the process. The remainder are usually undertaken sequentially. The seven

risk management processes according to 1SO 31000 are:

i.  Establish the context. Establishing the context for a risk assessment performs a
number of functions. It confirms the subject of the risk assessment, the subject’s
goals and objectives, and the goals and objectives of risk assessment itself;
identifies stakeholders; and acknowledges constraints and limitations imposed on
the project and on the risk management process. Factors influencing context may
be internal, such as executive direction, government policies, budget, regulations,

and culture; or external such as other government jurisdictions, national or
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international economic forces, climate and natural events, or citizens and special
interests.

By establishing the context, the organization articulates its objectives, defines the
external and internal parameters to be taken into account when managing risk,

and sets the scope and risk criteria for the remaining process (1SO, 31000, P.15).

Identify risks:
Risk identification methods: Some basic tools to help in risk identification
include surveys, loss histories, process flowcharts, and expert advice within and
beyond the organization. Other methods include:

(@) Interview/focus group discussion

(b) Audits or physical inspections

(c) Brainstorming

(d) Questionnaire, Delphi techniques

(e) History, failure analysis, and loss reports.

(f) Examination of personal experience or past agency experience

(9) Incident, accident and injury investigation

(h) Scenario analysis

(i) Strength, weakness, opportunity, threats (SWOT) analysis

(1)) Work-breakdown structure analysis

(k) Judgemental.

Analyze risk: Risk analysis is the process of calculating the likelihood of an
event and the consequence if it were to occur. The product of these two variables

is the risk rating.

Evaluate risks: Risk evaluation consists of considering the ranked risk in

relation to existing controls and the organization’s tolerance for the particular
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Vi.

risk in question. The purpose is to arrive at a decision as to how to respond to
risks —guided by specific value criteria and cost/benefits.

Monitoring and review: Monitoring and review is an essential and integral step
in risk management process. Through monitoring, the actual impact, benefits and
costs of a risk management strategy can be compared with estimates made earlier
in the risk management process.

The benefits of a monitoring step in risk management include:

(@) The identification of new or changing risks;

(b) The accumulation of evidence to support assumptions and results of analyses;
(c) The development of a more accurate portrait of the risks; and

(d) Reduction of costs associated with improper or redundant implementation of

risk control measures

Communicate and consult: Different levels within an organization need
different information from the risk management process. Communication and
consultation with internal and external stakeholders should take place during all

stages of risk management process (1SO.31000, P.14).

The consultative team approach means that the assessment of risk is proactive
and inclusive and involves those who understand the risk and are best able to
manage them. Communication and consultation must be used in order to ensure
not only that risk reporting goes up to higher levels, but also that executive
decisions regarding tolerance of risk and priorities for action get communicated

back down to the business unit level.

Relevant information, properly and timeously communicated is essential to equip

the relevant officials to identify, assess and respond to risks. The organization’s

32



Vii.

risk communication and consultation process should support enhanced decision
making and accountability through:
(a) Dissemination of relevant, timely, accurate and complete information; and

(b) Communicating responsibilities and actions.

Risk treatment: Risk treatment involves identifying the range of options for
risks, assessing these options and preparation and implementation of treatment
plans.

A key outcome of the risk evaluation process is a list of those risks requiring
further treatment, as determined by the overall level of the risk against the

organization’s risk tolerance levels.

However, not all risks will require treatment as some may be accepted by the
organization and only require occasional monitoring throughout the period.

The risks that fall outside of the organization’s risk tolerance levels are those
which pose a significant potential impact on the ability of the organization to

achieve set objectives.

The purpose of treating risks is to minimize or eliminate the potential impact the

risk may pose to the achievement of set objectives.

The following are the common treatment options available:

(i) Avoid (also terminate) the risk- change the business or objective so as to
avoid the risk.

(i)  Change the likelihood (also treat)- undertake actions aimed at reducing
the probability of the risk occurring

(iti)  Change the consequence (also treat) - undertake actions aimed at

reducing the impact of the risk.
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(iv)  Share (also transfer) the risk — transfer the ownership and liability to a
third party (e.g. insurance)

(V) Retain (also Tolerance) the risk-accept the impact of the risk.

Figure 2.2: Risk Management Process (1SO, 31000)
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2.4.8 Risk Management process using COSO Model
Risk management processes under COSO Model there are eight elements, these are:
a. Internal environment: The Internal environment encompasses the tone of an

organization (management style).It sets the basis for:
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(i) How risk is viewed and addressed by an entity’s people,
(ii) The Risk appetite

(ii)risk management philosophy,

(iv) Integrity and ethical values

(v) Commitment to competence and

(vi) The environment in which they operate

. Objective setting:

(i) There must exist the objectives

(i) Identify potential events affecting their achievement

(iii)Risk management ensures that management has in place a process to set
objectives, and

(iv) That the chosen objectives support and align with the entity’s mission, and are

consistent with its risk appetite.

c. Event identification:

(i) Internal and external events affecting achievement of an entity’s objectives must
be identified,

(if) Events with a negative impact represent risks, which can prevent value creation
or erode existing value.

(iii) Events with a negative impact (Opportunities) are channeled back to

management’s strategy or objective-Setting process.

d. Risk assessment :

(i)Risks are analyzed, considering likelihood and impact.

(i) This is a basis for determining how they should be managed

(iii)It requires both qualitative and quantitative methods

Risk responses:- Management selects risk responses using the following options:

(i) Avoiding/Terminate (e.g. by not engaging in particular activity)
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(ii) Accepting/Tolerance (egg for low impact, low likelihood risk)
(iii)Reducing/Treat (e.g. by implementing improved internal controls),or

(iv)Sharing/Transfer (egg by means of insurance, or outsourcing ect)

This is the development of a set of actions to align risks with the entity’s risk

tolerances and risk appetite.

Control activities: Policies and procedures are established and implemented; they
help ensure the risk responses are efficiently carried out. They include:

(i) Approvals, authorization, cancellations,

(it) Confirmations, observations verifications,

(iii)Reconciliations, review of operating performance,

(iv) Physical security of assets, and segregation of duties.

g . Information communication:

(i)
(i)

(iii)

(iv)

h.

Relevant risk information must be identified, captured, and

Communicated in a form and time frame that enable people to carry out their
responsibilities.

Effective communication also occurs in a broader sense, flowing down, across,
and up the entity.

An important factor for communication is the recognition by employee that risk

information must be taken seriously.

Monitoring: The whole of Enterprise risk management is monitored, and

modifications made as necessary. Monitoring is accomplished through ongoing

management activities, separate evaluations, or both. It may either:

(i) On day to day supervisory activities in conducting transactions or

(i1) Planned periodic examination or follow-up of exceptions arising in operations.
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2.5  Principles of risk management

Risk management operates on a set of principles (listed in BS 31100, 1SO 31000 or

COSO).

The principles give the essential feature of r
(i)What risk management should be and

(i)What risk management should delive

isk management. They describe:

r?

2.5.1 Principles of risk management (what it should be)

Table 2.1: Principles of risk management

Principle

Description

Proportionate

Risk management activities must be
proportionate to the level of risk faced by
the organization.

Aligned

Risk management activities need to be
aligned with the other activities in the
organization.

Comprehensive

In order to be fully effective, the risk
management approach must be
comprehensive.

Embedded Risk management activities need to be
embedded within the organization.
Dynamic Risk management activities must be

dynamic and responsive to emerging and
changing risks.

2.5.2  Principles of risk management (what it should deliver)

The output from risk management will lead

i) Compliance with laws and regulations

to:

i) Assurance regarding the management of uncertainties (in achieving strategic

objectives).

iii) Decision that pay full regard to risk considerations
iv) Efficiency and effectiveness in operations, projects and strategy.
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v) All business decisions be made with the prior information and acceptance of risk
involved

vi) vi) The Risk Management Policy be provided for the enhancement and protection of
Business value from uncertainties and consequent losses

vii)vii) All employees of the company be made aware of risks in their respective
domains and their mitigation measures

viii)  The risk mitigation measures adopted by the company be effective in the long-
term and to the extent possible be embedded in the business processes of the
company

ixX) Risk tolerance levels be regularly reviewed and decided upon depending on the
change in company’s strategy

X) The occurrence, progress and status of all risks be promptly reported and appropriate

actions be taken thereof.

2.5.3 Risk management framework

A risk management framework as defined by the ISO 31000:2009 is “a set of
components that provides the foundations and organizational arrangements for
designing, implementing, monitoring, reviewing, and continually improving risk
management throughout the organization”. The purpose of a risk management
framework is to assist an organization to manage its risks effectively through the
application of risk management process at varying levels and within specific contexts of

the organization.

2.5.4 Importance of risk management framework
The following are the importance of the risk management framework
i) Provides the foundations and arrangements that will embed risk management

throughout the organization at all levels.
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i) Assists in monitoring risks effectively through the application of risk
management process at varying levels.

iii) Ensure that information about risk derived from the risk management process is
adequately reported and used as a basis for decision making and accountability at
all relevant organizational levels.

iv) The framework aims to support organizations to improve and sustain their
performance by enhancing their systems of risk management to protect against

adverse outcomes and optimize opportunities.
2.5.5 Components of risk management framework (BS 31100)

The figure below from the British Standards shows how each of these components

supports the risk management process.
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Figure 2.3:  Components of risk management framework (BS 31100)
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Figure 2.4:  Components of risk management framework (IRM)

Components of risk mgt framework (IRM)

Risk architecture Risk strategy
Risk architecture defines roles, Risk strategy, appetite, attitudes and philosophy
responsibilities, communication and risk are defined in the risk management policy

reporting structure

Risk management process

Risk protocols

Risk protocols are defined in risk guidelines for the organization and include the rules and
procedures, as well as the risk management methodologies, tools and techniques that should be
used

Source: Institute of Risk Management

2.5.6 Enterprise Risk management-Integrated Framework.

Enterprise risk management has emerged as a new model for managing, instead of
relying on traditional, where each area of the organization manages its own risks, ERM
adopts a broader perspective that integrates and coordinates risk management across the
entire enterprise.ERM provides a framework for management to effectively deal with
uncertainty and risks and opportunities, with the ultimate goal of enhancing and
protecting shareholder value. An effectively implemented ERM system enables auditors
to improve the assessment of client business risks.(Paul L. Walker, William G. Shenkire,
and Thomas L. Barton, august 2003:51-55)

People undertake risk management activities to identify access, manage, and control all
kinds of events or situations. These can range from single project or narrowly defined
types of risk, e.g. market risk, to the threats and opportunities facing the organization as
a whole (I11A January 2009:2).
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Enterprise-wise risk management (ERM) is a structured, consistent and continuous
process across the whole organization for identifying, assessing, deciding on responses
to and reporting on opportunities and threats that affect the achievement of its objectives
(1A January 2009:2)

Enterprise-wide risk management or enterprise risk management (ERM) is simply the
extension of risk management across the organization in an integrated fashion.
Enterprise risk management enables management to effectively deal with uncertainty
and associated risk and opportunity enhancing the capacity to build
value.(K.H.SPENCER PICKETT 2005:68)

Enterprise risk management is a process, affected by an entity’s board of Directors,
Management and other personnel, applied in strategy setting and across the enterprise,
designed to identify potential events that may affect the entity, and manage risk to be
within its risk appetite, to provide reasonable assurance regarding the achievement of
entity objectives (COSO) cited by K.H.SPENCER PICKETT September 29, 2004.

COSO’s Enterprise risk management-integrated framework highlights four areas that

contribute to board oversight with regard to Enterprise risk management.

i) Understand the entity’s risk philosophy and concur with the entity’s risk appetite.

i) Know the extent to which management has established effective enterprise risk
management of the organization.

Iii) Review the entity’s portfolio of risk and consider it against the entity’ risk
appetite.

iv) Be apprised of the most significant risks and whether management is responding

appropriately.
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2.5.7 Components of Enterprise Risk Management
Enterprise risk management consists of eight enter-related components. These are
derived from the way management runs and enterprise and are integrated with the

management process. These components are:

i) Internal environment: The internal environment encompasses the tone of an
organization, and sets the basis for how risk is viewed and addressed by an
entity’s people, including risk management philosophy and risk appetite,
integrity and ethical values, and the environment in which they operate.

i) Objectivity setting: Objectives must exist before management can identify
potential events affecting their achievement. Enterprise risk management ensures
that management has in place a process to set objectives and that the chosen
objectives support and align with the entity’s mission and are consistent with its

risk appetite.

iii) Event identification: Internal and external events affecting achievement of an
entity’s objectives must be identified distinguishing between risks and
opportunities. Opportunities are channeled back to management’s strategy or

objective setting processes.

iv) Risk assessment: Risks are analyzed considering likelihood and impact, as a
basis for determining how they should be managed. Risks are assessed on an
inherent and a residual basis.

v) Risk response -: Management selects risk responses-avoiding, accepting,

reducing, or sharing risk, developing a set of action to align risks with the

entity’s risk tolerance and risk appetite.
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vi) Control activities: Policies and procedures are established and implemented to

help ensure the risk responses are effectively carried out.

vii) Information and communication: Relevant information is identified, captured,
and communicated in a form and time frame that enable people to carry out their
responsibilities. Effective communication also occurs in a broader sense, flowing

down, across, and up the entity.

Viii) Monitoring: The entirety of enterprise risk management is monitored and
modification made as necessary. Monitoring is accomplished through ongoing

management activities, separate evaluation, or both.

Enterprise risk management is not strictly a serial process, where one component
affects only the next. It is a multidirectional, iterative process in which almost any

component can and does influence another.

2.5.8 Benefits of risk management
i) Reduction in management time spent fire —fighting.
i) Fewer sudden shocks and unwelcome surprises

iii) More focus internally on doing the right things in the right way; and therefore
(a)More likelihood of implementing change initiatives;
(b)More likelihood of achieving business objectives;
(c)Strategy being appraisal more effectively, leading to calculated risk taking

2.6 Risk Management Policy
Risk management policy is a document which explains the organization’s underlying
approach to risk and risk management. It describes the involvement of the organization

on risk management. (K.H. Spencer Pickett 2005.p,83 ).
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As it has been explained above that the risk management policy is a brief document that
gives an overview of the organization’s position of risk management with clear
messages from the management. The following items may appear in the published risk
management policy:

i) Make clear the objectives of the risk management policy.

i) Roles and responsibilities of all staff and specialist people such as board, chief
risk officer, internal audit, external audit and technical risk-based functions.

iii) Structures including board, audit committee, any risk committee and links to the
chief risk officer, quality teams and auditors.

iv) Risk classifications or categories used in risk management process

v) Tools and techniques - (methods, tools and principles involved)

vi) Links to the overall internal control model that is applied with particular
reference to the need for a good control environment to underpin the risk
process.

vii) Assurance reporting - giving overall responsibilities, review points, validation of

reports and the use of risk registers including regular updates.

2.6.1 Objectives of risk management policy

The main objective of this policy is to ensure sustainable business growth with stability
and to promote a pro-active approach in reporting, evaluating and resolving risks
associated with the business. In order to achieve the key objective, the policy establishes
a structured and disciplined approach to Risk Management, including the development
of the Risk Matrix, in order to guide decisions on risk related issues. The specific
objectives of the Risk Management Policy are:

(@) To ensure that all the current and future material risk exposures of the company are
identified, assessed, quantified, appropriately mitigated and managed
(b) To establish a framework for the company’s risk management process and to ensure

Companywide implementation
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(c) To ensure systematic and uniform assessment of risks related with construction
projects and operational power stations

(d)To enable compliance with appropriate regulations, wherever applicable, through the
adoption of best practices

(e) To assure business growth with financial stability.

(f) Translating the board’s vision on risk management.

(9) Becoming a center of excellence on risk management and going on to develop an on-
line support infrastructure, based on the latest technology that can be used by all parts of

the organization

2.7 Internal Audit and its Evolving Role on Risk Management

2.7.1 Introduction

The profession of internal audit helps companies by advising them on how to better
achieve the short-term and long-term objectives. Internal auditors utilizing systematic
methodology for analyzing business process or organizational problems and
recommending solutions (Internal audit).Internal auditors are generally employed by
companies to perform their internal auditing activities which may include internal
controls such as efficiency of operations, reliability of financial reporting, deter ration
and investigation of fraud, safeguarding assets, and compliance with laws and

regulations.

According to Hayes Rick et al (2005:16-17) auditing is an important aspect of appraising
the effectiveness of an organization, much of their attention is given to the appraisal of
internal controls. Audit unit always is recommended to be independent of the heads of
department and other executives whose work he reviews. Auditing should be considered

by all managers as a powerful tool for reviewing the adequacy of their governance.
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2.7.2 Definition of Internal Audit

According to Busara Emilian (2007:54) internal audit is an appraisal activity established
by the management for the review of accounting and internal controls system as a
service to the entity. It reviews, monitors and makes recommendations for the

improvement of systems.

Internal audit is an independent, objective assurance and consultancy activity, designed
to add value and improve an organization’s operations and help an organization
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control and governance process.(UK
Institute of Internal Auditor,1999)

According to Hayes Rick (2005:663), internal audit is an appraisal activity established
within an entity as a service to the entity. Its functions include, amongst other things,
examining, evaluating, and monitoring the adequacy and effectiveness of the accounting

and internal control system.

According to the Local Government Authorities, internal audit manual (2005:1), internal
audit is an independent appraisal function within a LGAs, for the review of activities as
a service to all levels of management. It is a control that measures, evaluates and reports
upon the effectiveness of internal controls, financial and others, as a contribution to the
efficient use of resources within an LGA.

Regulation 33 of the Public Finance Regulation 2001 further defines internal audit as an
independent appraisal activity established within a Ministry, department or Agency or
any other reporting unit which operates as a service to the Head of the unit involved, of
which it controls activity functions by examining and evaluating the adequacy and
effectiveness of internal controls in the reviewed and for conducting operational/value
for money audits throughout the unit in order to ensure that proper systems of internal

control and accounting systems exist throughout the unit.
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Internal auditing is an independent, objective assurance and consulting activity designed
to add value and improve an organization’s operations. It helps an organization
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control and governance processes. (IPPF)

2.7.3 The role of internal audit unit in risk management

The role of the internal audit unit in risk management is to provide an independent,
objective assurance on the effectiveness of the organization’s system of risk
management. The internal audit unit must evaluate the effectiveness of the entire system
of risk management and provide recommendations for improvement where necessary.

In terms of the International Standards for the Professional Practice of Internal Audit,
determining whether risk management processes are effective is judgment resulting from

the Internal Auditor’s assessment that:

i.  Organizational objectives support and align with the organization’s mission.
ii.  Significant risks are identified and assessed;
iii.  Risk responses are appropriate to limit risk to an acceptable level; and
iv.  Relevant risk information is captured and communicated in a timely manner to
enable the Accounting Officer/Management Committee and other officials to

carry out their responsibilities.

Standard 2110: States that the internal audit activity should help the organization
manage risk by identifying and evaluating significant exposures to risk and contributing

to the improvement of risk management and control systems.

Standard 2120: States that the internal audit activity must evaluate the effectiveness
and contribute to the improvement of risk management process.

Determining whether risk management process is effective is a judgment resulting from
the internal auditor’s assessment that:
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i.  Organizational objectives support and align with the organization’s mission
ii.  Significant risks are identified and assessed;
iii.  Appropriate risk responses are selected that align with risks with the
organization’s risk appetite; and
iv.  Relevant risk information is captured and communicated in a timely manner
across the organization, enabling staff, management and the board to carry out

their responsibilities.

Standard 2120.Al: States that the internal auditing activity must evaluate risk
exposures relating to the organization’s governance, operations, and information systems

regarding the:

i.  Reliability and integrity of financial and operational information;
ii.  Effectiveness and efficiency of operations and programmes;
iii.  Safeguarding of assets; and

iv.  Compliance with laws, regulations, policies, procedures and contracts.

Standard 2120. A2 States that the internal audit activity must evaluate the potential for

the occurrence of fraud and how the organization manages fraud risk.

Standard 2120.C1: States that during the consulting engagements internal auditor must
address risk consistent with the engagement’s objectives and be alert to the existence of

other significant risks.
Standard 2120.C2: Internal auditors must incorporate knowledge of risks gained from

consulting engagement into their evaluation of the organization’s risk management

processes.
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Standard 2130: The internal audit activity must assist organization in maintaining
effective controls by evaluating their effectiveness and efficiency and by promoting

continuous improvement.

Standard 2130.A1 The internal audit activity must evaluate the adequacy and
effectiveness of controls in responding to risks within the organization’s governance,

operations and information systems regarding the:

i.  Reliability and integrity of financial and operational information;
ii.  Effectiveness and efficiency of operations and programmes
ii.  Safeguarding of assets; and

iv.  Compliance with laws, regulations, policies, procedures and contracts.

Standard 2600: When the chief audit executive believes that senior management has
accepted a level of residual risk that may be unacceptable to the organization, the chief
audit executive must discuss the matter with senior management .If the decision
regarding residual risk is not resolved, the chief executive must report the matter to the

board of resolution.

Internal audit will operate to the Government internal audit standards. It fulfills its role
by systematic review and evaluation of risk management, control and governance which

comprises the policies, procedures and operations that management have put in place to:

i.  Establish and Monitor the achievement of the organization’s objectives.
ii.  Identify, assess, and manage the risks to achieving the organization’s objectives
iii.  Advice on, formulate and evaluate policy, within the responsibilities of the
accounting officer.

iv.  Ensure the economical, effective and efficient use of resources
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Vi.

Vii.

viil.

Ensure compliance with established policies (including behavioral and ethical
expectations, procedures, laws and regulations)

Safeguard the organization’s assets and interests, from losses of all kinds,
including those arising from fraud, irregularity or corruption.

Ensure that integrity and reliability of information, accounts and data including
internal and external reporting and accountability process.

Responsible for evaluating the controls designed within the system that reduces
the risk of fraud or abuse of the department’s assets. It is a requirement that Head

of internal audit is informed

According to Sobel J. Paul (2011:9), he indicates /summarizes the role of internal audit

unit on risk management as follows:

Provides consulting and advice on risk management practices
Is the catalyst in forming risk management
1) Has active participation in implementing risk management
i)  Provides independent assurance on risk management
iii) Assists and advices a new, separate risk management functions.
However the Internal audit unit should not do the following roles;
i)  Setting the risk appetite
i) Imposing risk management processes
iii) Implementing risk responses on management’s behalf and

iv) Accountability for risk management.

Dorfman S. Mark (2008: 43), explain that organization should understand fully
that management are responsible for risk management. Internal audit unit
provides advice, and support management’s decisions on risk, as opposed to

making management decisions.
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According to Local Authority Financial Memorandum cap 290. 14(2) states that

the internal auditor shall prepare the annual risk based Internal Audit plan and

submit to the Audit committee and Accounting Officer for approve.

Cap 290.14(4) The Internal Auditor shall appraise the soundness and application

of accounting, financial and operational control and in particular:

Review and report on proper control over the receipts, custody and
utilization of all financial resources of the council;

Review and report on compliance with financial and operational
procedures laid down in any written laws, instruction and good
accounting practice as defined by the Minister from time to time in order
to ensure sound financial practices;

Review and report on the correct classification and allocation of revenue
and expenditure accounts;

Review and report on the reliability and Integrity of financial and
operating data in order to allow for the preparation of accurate financial
statements and other report; and

Review and report on the system in place which are used to safeguard

assets.

Internal Audit Reporting Structure.

Organization.

are necessary.

The Chief Audit Executive should report functionally to the audit committee and
administratively to the Chief Executive Officer (District Executive Directors) of the

Report functionally means that the governing authority would approve the overall
charter of the internal audit function, approve the internal audit risk assessment and
related audit plan, receive communication from the Chief Audit Executive on the results
of the internal audit activities or other matters that the Chief Audit Executive determines
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On the other hand, administrative reporting is the relationship within the organization’s
management structure that facilitates the day-to-day operation of internal audit function
it typically includes, budgeting and management accounting, human resource
administration including personal evaluation and composition, internal communication
and information flow, administration of the organization’s internal polices and

procedure.

This reports should be in quarterly basis. The audit committee at the end of each quarter
should prepare and submit to the Internal Auditor General’s Office summary of key
findings observed during the quarter and their status implementation.(Internal Auditor

General Division, quality Assurance and Improvement program,2012,12)

2.7.5 External auditing
According to Busara Emilian (2007:17) external auditing is the auditing that it is main
concern is on whether the financial statements shows true and fair view of an

organization and the assets and liabilities at the end of the accounting year.

2.7.5 Functions of the External Audit with respect to risk management:

The external auditor (Audit-General) provides an independent opinion on the
effectiveness of risk management. The statutory responsibilities of the Controller and
Auditor General’s office to audit the accounts of MDAs, RAS, LGAs and
Embassies/Mission are given under section 10(1) of the Public Audit Act No.11 of 2008.
In providing the audit opinion, the Auditor General usually focuses on:

i. determining whether the risk management policy, strategy and implementation
plan are in place and are appropriate;
Ii. assessing the implementation of the risk management policy, strategy and

implementation plan;
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iii.  reviewing the risk identification process to determine if it is sufficiently robust to
facilitate the timely, correct and complete identification of significant risks,
including new and emerging risks;

Iv. reviewing the risk assessment process to determine if it is sufficiently robust to
facilitate timely and accurate risk rating and prioritization; and

v. Determining whether the management action plans to mitigate the key risks are

appropriate, and are being effectively implemented.

2.7.5 The relationship of internal and external auditing

According to Beasley S. Mark et al (2008:838), the responsibilities and conduct of audits
by internal and external auditors differ in one important way. Internal auditors are
responsible to management and the board, while external auditors are responsible to
financial statement users who rely on the auditor to add credibility to financial

statements. Nevertheless, internal and external auditors share many similarities.

i) Both must be competent as auditors and remain objective in performing their
work and reporting their results.

i) Both follow a similar methodology in performing their audits including planning
and performing test of control and substantive tests.

iii) Both internal audit and external audit profession are governance by one set of
international standards issued by the professional organism specific for each
profession.

iv) Both the internal auditor and the external auditor will be worried if procedures
were very poor and /or there was a basic ignorance of the importance of
adhering to them.

v) Risk is a very important element the planning process for both internal and
external auditors;

vi) Both are based in a professional discipline and operate to professional standards.

vii) Both seek active co-operation between the two functions;
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viii) For both professions, the independence of the auditor is very important;

ix) Both tend to be deeply involved in information systems since this is a major
element of managerial control as well as being fundamental to the financial
reporting process.

X) Both are intimately tied up with the organization’s systems of internal control.

xi) Both are concerned with the occurrence and effect of errors and misstatement
that affect the final accounts.

xii) Both produce formal audit reports on their activities.
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1 Introduction to the methodology of the study.
This chapter describes various methods applied in conducting the research confining to
the research questions. The chapter discussed how the data was gathered, analyzed and
interpreted to explain the relationship between the various variables in relation to the
objectives of the study. The researcher employed both primary and secondary data,
qualitative and quantitative methods were also used to examine the roles of internal audit
unit on risk management in local government authorities a case study in Shinyanga
Municipal Council as suggested by (Kothari C. R, 2004:95). A number of data collection
methods were combined to verify the reliability and accuracy of data. The study used a
combination of data collection tools; questionnaires, relevant council’s documents and

interviews.

3.2 Research Approach

A deductive research approach is often adopted for academic purposes. In deductive
research approach, the researcher begins with a general idea and deducts it to specific
conclusions. Through established former theories and knowledge, the researcher builds
the ground of the study. Like most of the academic researches, this research was
conducted following deductive research approach. The literature review above and the
conceptual framework give a clue of the pre-designed theories formulated before
conducting the study.

3.3 Design and type of the study
This study was carried out as descriptive research in which absence or presence of
attributes tested. The study aimed at examining the roles of an internal audit unit on risk

management in local government authorities in Shinyanga Region.

The study also adopted a case study design covering different Department within the

Municipal Council. With t he case study, only few representative members were studied.
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This kind of study is more convenient for academic research as compared to other
design (such as survey) since it can be accomplished within a short time at a comparable

lower cost.

3.4  Types and sources of data.
Data needed for the purpose of this study are primary and secondary data as suggested
by (Kothari C. R, 2004:95). Primary data were obtained from respondents through

questionnaires and interviews

Secondary data were obtained from Municipal Council’s documents; these documents
include various policies, local government Finance Act No.9 of 1982, internal audit
manual, Public Finance Act 2001, and Internal audit reports prepared by the Internal

audit unit.

3.5  Data collection methods.
To enhance this study, various data were needed. The predominant group of data were

primary and secondary data.

3.5.1 Primary data
Primary data were collected through questionnaires presented to respondents who
include Heads of departments, senior management, Members of internal audit

committees, internal audit unit’s members, and other staff.

3.5.2 Secondary data

The secondary data were gathered from various sources and parties that pertained with
the programme .Most of the sources for the secondary data included publications,
reports, Magazines,/ Journals, as well as visit on various websites. Other sources
included references from the libraries of Mzumbe University (MOROGORO), ST,
Augustine University (SAUT),University of Dar es Salaam (UDSM).Also other data
were obtained from the Municipal Council in Shinyanga Region, the sources of data

from the Municipal council included the Internal Audit Reports, The controller and
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Auditor General’s reports, the Internal audit charter, the audit committee charter,
Internal audit manual, Risk management policy, Internal audit annual plan, and annual
final reports. Documentation involved going through the above mentioned documents in
order to find if there are roles of internal audit unit on risk management disclosed.

3.6  The Sample Size

The study covered the senior management, Heads of Departments, Internal Audit Unit,
Audit committee Members, as well as other employees of the District councils in
Shinyanga Region who were in a position to give the appropriate information the
researcher needed.

3.6.1 Sample selection techniques

Given that all staff members at the Municipal Council are concerned with risk
management, stratified sampling was used in order to make sure that each group has got
the representative to be investigated. This technique of sampling resulted into 60 staff
members. These included Directors, Heads of Departments, and Audit committee
members, Internal Audit unit, and other employees being chosen to take part in the

research,

3.7 Analysis of the findings

To analyze the findings some measurement are needed especially when qualitative items
such as contents are turned into quantitative amounts. The study used content analysis in
analysing qualitative reports and turning them into quantitative terms. Note that content
analysis is a process of turning the content of documents or media into precise,

objective, quantitative data (Neuman, 2000).

Milne and Adler in 1999 suggested that sentences should be the preferred unit of
measurement in content analysis because qualification errors are less likely to occur
when using sentences as the number of words in a document which is greater than the

number of sentences (Milne and Adler, 1999).
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The qualitative approach has been used to discuss the possibility of improving risk
management in the local government authorities. And the responses gathered from
respondents were classified, analyzed, and interpreted according to the meaning.
Percentages of respondents had helped in identifying the key issues in risk management.

3.8  Development of Questionnaire (Appendices)

These questionnaires were developed from various researches of which the literature
review is given in chapter two. The instrument included both unstructured questionnaire
(open ended questions) and structured questionnaire (closed questions).The questions
had been asked to individuals to obtain statistically useful information about a given
topic. Closed ended questions- the respondents’ answers are limited to a fixed set of
responses, and the open ended questions- no options or predefined categories are
suggested, the respondent supplies their own answer without being constrained by a
fixed set of possible responses.

3.9  Measurement issues of questionnaire
Since some questions needed to investigate the level of agreement of respondents a two
label five point scales was used. One (1) represented a total absence of an attribute while

five (5) indicated a maximum of the attribute unless considered

3.10 Limitations and delimitations of the Study

The study had some limitations. These included the systematic bias resulting from the
sampling procedure adopted to arrive at the sample size used in the study, and some
respondents may have not given truthful information. Others include sampling errors
arising from the random variations in the sample estimates around the true population
parameters, the lack of adequate criteria for measuring the quality of audit work in the
council, scarcity of literature on local authorities in Tanzania, and the time allotted is

seriously bound.

59



However, various efforts were used to mitigate these problems: first, the respondents
were explained on the importance of the research; secondly, questionnaires were well
structured to collect maximum information and relevant data; third, as a criterion for
measuring the effectiveness of internal audit performance subjects were compared to
Institute of Internal Auditors (I1A) principles and guidelines, Committee of Sponsored
Organizations (COSO), International Organization of Supreme Audit Institutions
(INTOSAI),The Local Government Finance Act No.9 of 19820f Tanzania, internal audit
manual, fourth, the assessment was performed solely by the researcher; fifth to make it
valuable the study focused on evaluation of internal audit functions within the local

authorities.
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CHAPTER FOUR:
PRESENTATION, DISCUSSION OF THE RESEARCH FINDINGS AND DATA
ANALYSIS

4.1 Introduction

This chapter focuses on the presentation and discussion of findings obtained from the
data collected. The data used were collected in order to achieve the research objectives
formally described in chapter one of this report. In achieving these objectives a number
of data were collected from two main sources namely; primary and secondary.

Therefore, data presented in this chapter came from both primary and secondary sources.

Firstly; in identifying the most reported forms of risks, a number of reports have been
reviewed in chapter two of this study; secondly; in determining the risk management
process in the Municipal Council in Shinyanga, a number of data were obtained through
a study questionnaire, questions of which were framed to accommodate the most

reported forms of risks and risk management process.

The data collected were focused on heads of departments, Internal audit unit,
procurement unit, Top Senior Management, and some of the staff (including accounts
units), who in total is 67.The questionnaires were submitted to and interviews were

conducted with the respondents in order to obtain more information.

The study focused on the application of risk management in Shinyanga Municipal
Council in order to assess whether Shinyanga Municipal Council apply risk management
in its operations.
The findings of this study answered the following questions:
i)  What is the role of internal audit unit function in managing risk in Local
government authorities?
i)  What are the current statuses of risk management at the Municipal council in
Shinyanga?
iii)  What are risks faced by the Municipal council in Shinyanga?
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4.2  Data Analysis from the Respondents

A study questionnaire was distributed to respondents to reveal some facts within the
respective District councils. Most of this information needed to be supplied by well
knowledgeable persons regarding his/her position. In analyzing this information, cross-
tabulation was necessary to ensure that only the responses of experts are used to
generate decisive conclusions. The experts used in this cross-tabulation are: Senior

management, Heads of departments, internal auditors, Audit Committee, and other staff.

4.2.1 Classification of Respondents

In carrying out this study respondents were classified based on the education levels and
their professions. The academic level had certificate and diploma, advanced
diploma/degree, Master degree, and other education levels. Professionally, respondents
were classified into financial managers, accountants, internal auditors, procurement

experts, Engineers, Economists, teachers, Audit committee, and others.

a. Academic Classification of Respondents.

Academically, the respondents used in this study were grouped into holders of
certificate/diploma, advanced diploma/degree, master’s degree. As summarized
in table 4.1 below, it is indicated that, of sixty seven (67) respondents only
nine(9) had certificate/diploma education which stands for 13.4%, bachelor
degree/advanced diploma respondents were 42 qualifying to 62,7% and the
respondents with master’s degree are 16 that is equivalent to 23.9% of all the
respondents. This means the responses of the questionnaire are made up greatly
by Bachelor degree/Advanced diploma and masters holders who constitute a
total of a total of 86.6%. (see Table 4.1 below)
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Table 4.1: Summary of the Education of Respondents
102: What is your level of education?

Frequency Percent Cumulative
Certificate/Diploma 9 13.4 13.4
Bachelor 42 62.7 62.7
degree/Advanced
diploma
Masters 16 23.9 23.9
Total 67 100.0 100.0

Source: Analyzed data, 2013.

. Professional Classification of Respondents:

Furthermore in carrying this study respondents were classified into five Groups.
The first group is the heads of departments from different departments, the
second group is the internal audit unit, the third group is the senior Management,
the fourth group is the Audit committee and the fifth group is made up of other
employees majorly made up of the accounts units. The accounts units know well
how the internal audit unit play their roles on risk management and how the
Management itself play its roles on risk management. Table 4.2 below shows
that the reporting learned respondents form 67.16% of all the respondents which
iIs composed of: 16.42% heads of departments, 16.42% internal auditors,
16.42senior management, 17.9% Audit Committee. Employee other than the fore

mentioned classes form 32.84% of all respondents.

Therefore, when analyzing responses which demand a high knowledge of risk
management, the responses of heads of department, internal auditors, Audit
committee, and senior management are given decisive value.(see Table 4.2

below).
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4.2.2

Table 4.2: Working position of Respondents
102 Which department/section/position are you working with?

Positions Frequency Percent Cumulative percent
Heads of department 11 16.42 16.42
Internal Audit Unit 11 16.42 32.84
Senior Management 11 16.42 49.26
Audit Committee 12 17.9 67.16
Other Staff 22 32.84 100.00
Total 67 100

Source: Analyzed data, 2013

Questions for Senior Management and their responses

The Management has the responsibility of ensuring that:

Vi.
Vii.

viii.

iX.

Risks are appropriately identified and managed

Interaction between various governance processes occurs as needed

Significant financial, managerial and operating information is accurate, reliable
and timely

Employees’ actions are in compliance with policies, standards, procedures, and
applicable laws and regulations

Resources are acquired economically, used efficiently, and are adequately
protected

Programs, plans and objectives are achieved

Requirements and agreements with funding partners are met

Legislative or regulatory issues impacting on the Government are recognized and
addressed properly

Written response to all internal audit reports are submitted

Source: Charter for Internal Audit Services in the Public Sector (2012:4)

According to the respondents, the Senior Management showed that the risks within

Council are identified with reference to the Council’s strategies.100% of the respondent

said yes (see Table 4.3).
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Table 4.3: Are Risks Identified With Reference To The Organization's Strategic
Plan?

(201) are risks identified with reference to the organization’s strategic plan?

Frequency Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

The active involvement of each individual in the workplace is essential for the success
of any organizational program, and it helps to develop a safety culture in the workplace.
Employees are important source of information as they are often working with, or in the
immediate area of identified hazards. They can provide valuable advice about risks and
possible solutions. For example, employees will have first knowledge of:
i. Problems with work practices and procedures (work system)

ii. Faults with machinery, plant or furniture;

iii. Difficulties caused by design and/ or layout of equipment;
For such employees’ advice to be of any value, they must be knowledgeable about the
risk identification process.
According to the respondents all of the management replied that the staff is involved in
risk identification are knowledgeable about the process or activity being reviewed and
about the risks that must be managed as part of activity (see Table 4.4 below)

Table 4.4: Knowledgeability of employees about risk identification process

(202) are the staff involved in risk identification knowledgeable about the process or activity being
reviewed and about the risks that must be managed as part of activity

Frequency |Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

In the literature review chapter two it has been pointed out that any organization should
have an independent person (s) responsible for reviewing the effectiveness of , and
adherence to, the organization’s risk management policies and practices. These could be

internal auditors or any other person (s) who should be independent from risk taking
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units and should report directly to the board or its designated committee. To be effective
the independent reviewer(s) should have sufficient authority, expertise and corporate
stature so that the identification and reporting of their findings could be accomplished

without hindrance.

All respondents which are equal to 100% said yes that the evaluated risks are reviewed

by an independent person to ensure risks are treated consistently (see Table 4.5).

Table 4.5: Are Evaluated Risks Reviewed By An Independent Person To Ensure
Risks Are Treated Consistently?

(203) are evaluated risks reviewed by an independent person to ensure risks are treated
consistently?

Frequency Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

As indicated in the literature review that the organization should analyze the nature and
extent of causes and impact of the risks in order to set strategies properly. The risk
analysis includes risk assessment, risk management and risk communication. Risk
assessment involves identifying sources of potential harm, assessing the likelihood that
harm will occur and the consequences if harm does occur .Risk management evaluates
which risks identified in the assessment process require management and selects and
implements the plans or actions that are required to ensure that those risks are controlled.
Risk communication involves an interactive dialogue between stakeholders and risk

assessors and risk managers which actively informs the other processes.

Risk analysis is a systematic process to understand the nature of risk and determine the

level of risk.

It helps to guide the evaluation of risks by defining the key parameters of the risk and

how these may impact on the achievement of organizational objectives. Also the data
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and related information collected during the risk analysis process can be used to assist in

guiding risk treatment decision.

All of the respondents 100% said that the Council conducts appropriate analysis of the

nature and extent of causes and impact of the risks (See Table 4.6)

Table 4.6: Does the Organization Conduct Appropriate Analysis of the Nature and
Extent of Causes and Impact of the Risks

(204) does the organization conduct appropriate analysis of the nature and extent of causes and impact
of the risks

Frequency |Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

As it has been explained in the literature review in chapter two, monitoring aims to
identify progress towards results, precipitate decisions that would increase the likelihood
of achieving results, enhance accountability and learning. All monitoring efforts should,

at a minimum, address the following:

i.  Progress towards outcome-This entails periodically analyzing the extent to which
intended outcomes have actually been achieved or are being achieved
ii.  Factors contributing to or impending achievement of the outcome
iii.  Individual partner contributions to the outcomes through outputs
iv.  Partnership strategy

v.  Lesson learned and creation of knowledge products for wider sharing.

Therefore according to the respondents 100% said that they have regular monitoring and

review of process to evaluate relevance of the risks to the achievement (Table 4.7).
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Table 4.7: Monitoring and Review Process to Evaluate Relevance of the Risks to
the Achievement

(205) does the organization have a regular monitoring and review process to evaluate relevance of
the risks to the achievement

Frequency  |Percent Cumulative Percent
Yes 11 100.0 100.0
Source: Analyzed data, 2013.

Monitoring as it has been explained in the literature review is the periodic oversight in
implementation of an activity, intervention, project or programme. It seeks to establish if
inputs (Resources invested), process (activities undertaken and their quality) and outputs
(direct deliverables) are proceeding according to plan. It includes the regular collection
and analysis of data to assist timely decision —making, ensure accountability and provide

the basis for evaluations and learning.

Evaluation is the process that aims to determine as systematically and objectively as
possible, the relevance, effectiveness, efficiency, merits (value- added), sustainability
and/ or impact of an intervention, project or programme. It aims to provide valuable
management information, judge the value and merits of intervention, and draw lessons

for future actions and decision making.

Evaluation and monitoring system can be effective way to:
i.  Provide constant feedback on the extent to which the projects are achieving their
goals
ii.  ldentify potential problems at early stage and propose possible solution
iii.  Monitor the accessibility of project to all sectors of the target population
iv.  Monitor the efficiency
v.  Evaluate the extent to which the project is able to achieve its general objectives
vi.  Provide guidelines for the planning of future projects (Bamberger 4)
vii.  Improve project design
viii.  Incorporate views of stakeholders

68



iXx.  Show need for Mid-course correction.

According to the respondents 100% said that their councils have regular monitoring and

review process to evaluate the effectiveness (See Table 4.8 below).

Table 4.8: Does the organization have a regular monitoring and review process to
evaluate effectiveness

(206) does the organization have a regular monitoring and review process to evaluate effectiveness

Frequency Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

According to its definition as it has been indicated in the literature review, Risk
treatment is the process of selecting and implementing of measures to modify risk,. Risk
treatment measures can include avoiding, optimizing, transferring or retaining risk.
Having identified and evaluated the risks the next step involves the identification of
alternatives appropriate actions for managing these risks, the evaluation and assessment
of their results or impact and the specification and implementation of treatment plans.

According to the respondents 100% said that the Council have regular monitoring and
review process to evaluate the application of risk treatment plans in place (See Table
4.9below).

Table 4.9: Does the organization have a regular monitoring and review process to
evaluate the application of risk treatment plans in place?

(207) does the organization have a regular monitoring and review process to evaluate the application of risk
treatment plans in place?

Frequency Percent Cumulative Percent
Yes 11 100.0 100.0
Source: Analyzed data, 2013.

Risk treatment is defined as a risk modification process. It involves selecting and

implementing one or more options. Once a treatment has been implemented, it becomes
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a control or modifies existing control. This is done after risk assessment has been
completed. There are many options including the following:

(1) Accepting them

(i) Avoiding them completely due to Structural changes to make the risk disappear
(ili)  Reducing them

(iv)  Transferring or sharing them with a third party.

100% of respondents said that risks are treated in accordance with the pre-determined
risk criteria established by the Council (See Table 4.10 below).

Table 4.10: Are risks treated in accordance with the pre-determined risk criteria
established by the organization

(208) are risks treated in accordance with the pre-determined risk criteria established by the organization?

Frequency Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

Risk management is a series of human behaviors more than it is a set of processes. It is
therefore vital that the custodians of risk management provide relevant training for

employees.

Employees do not always readily co-operate with risk management initiatives. They
perhaps see risk management as bureaucracy with no value. Some may be resistant to
adopting new risk management process. The importance of risk management is not

understood and accountability for risk is often not clear to management or employees.

The desire outcome is that managers are proactive in responding to risk and see risk

management in a positive light.

Risk management should be a leadership competency and senior management can be
role models for desired behaviors. These outcomes can be enabled through training.
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Managers and employees often have to participate in risk assessment activities, compile
risk reports and adhere to risk policies and procedures. Training will encourage them to
perform these responsibilities with greater commitment. It can build risk awareness and

contribute to the organization’s change management efforts.

According to the respondents and who are the senior management 100% said that not all
staff are aware of their responsibilities with respect to risk identification, treatment and

risk management.(See Table 4.11 below).

Table 4.11: Are All Staff Aware Of Their Responsibilities With Respect To Risk
Identification, Treatment And Management?

(209) are all staff aware of their responsibilities with respect to risk identification, treatment and
management?

Frequency Percent Cumulative Percent
No 11 100.0 100.0
Source: Analyzed data, 2013.

Risks has got many definitions, British Standard BS 6079-3:2000 defined risk as

uncertainty inherent in plans and the possibility of something happening (i.e. a

contingency) that can affect the prospects of achieving business or project goals. A Risk
management Standard (Institute of risk management et al, 2002) defined the risk as a

combination of the probability of an event and its consequences.

Oxford Advanced Learner’s Dictionary New 7" Edition defined risk as the possibility of
something bad happening at time in the future or a situation that could be dangerous or
have bad result.

ISO 31000 defines risk as the effect of uncertainty on objectives. It is measured in terms
of consequence and likelihood.

Also risk has been defined as neither bad nor good. It is simply a measure of deviation
from the expected. Risk consequences can be either bad or good.

Bad risk consequences drain resources and interfere with an entity’s financial stability

and ability to fulfill its mission.
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Good risk consequences produce better than expected results or unexpected

opportunities.

According to the respondents it shows that they all know exactly what risk is even if

different definition had been given. (see Table 4.12 below)

Table 4.12: What Is Your Definition Of Risk?

Frequency Percent Cumulative Percent

Potential that a chosen action

will lead to a loss 1 9.1 9.1

Product of consequence and
probability of hazard event

ol

45.5 54.5

Situation where probability of
variable is known but the(l 9.1 63.6
outcome is not

T.he possibility of Ioss_, injury, |, 9.1 797
disadvantage or destruction
Uncertainty  that  surrounds 3 273 100.0

future events and outcome

Total 11 100.0

Source: Analyzed data, 2013.

Risk identification is the responsibility of all members of the project team. The project
manager is responsible for tracking risks and for developing contingency plans that
address the risks identified by the team. Sometimes a risk identification “brainstorming”

session can help in the initial identification process.

Risk identification begins in the early planning phase of the project. A Risk
Management Worksheet is started during the planning stage. Then, as scheduling,
budgeting, and resource planning occur, the work sheet is updated to reflect further risks

identified in the planning stage.

At project startup, the Risk Management worksheet reviewed again, and any new risks
are added to it. As the project processes, members of the team identify new risk areas

that are added to the Risk Management worksheet.
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In discharging their responsibility the Head of internal Audit Services and staff will:

i.  Prepare annual audit plan using an appropriate Risk-based methodology and
submit to the Audit Committee for review and approval with a copy to internal
Audit General.

ii.  Implement approved annual audit plan including any special tasks or projects
requested by: Management, Audit Committee, Internal Auditor General or other
competent Authority as the case may be. Necessary provisions must be made in
the annual plan for such special tasks or projects.

iii.  Issues periodic reports to the Management, Audit Committee, and Internal
Auditor General summarizing results of audit activities.

iv. Assist in the investigation of significant suspected fraudulent activities and
inform management on results

v. Putin place a mechanism for tracking implementation of recommendation made
in the audit report.

Vi.  Assist management on follow up of external auditors’ or regulatory report and
recommendations.

vii.  Conduct special reviews or studies as requested by the management or the Audit
Committee or Internal Auditor General.

viii.  Ensure internal audits workare in accordance with the Standards for the
Professional Practice of Internal audit code of ethics as well as other professional

auditing standards that may be applicable.

According to the respondent 36.4% said that they get information about risk through the
heads of departments, 18.2% said that they get information through identification
process, 27.3% through risk management process, 9.1% by undertaking assessment and
another 9.1% they said by comprehensive reviews and analysis of activities (See Table
4.13).
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Table 4.13: How do you get information about risks of your organization?

(211)How do you get information about risks of your organization?

Frequency |Percent |Cumulative Percent
By Comprehensive Reviews And Analysis Of Activities |1 9.1 9.1
By Risk Identification Process 2 18.2 27.3
By Risk Mgt Process 3 27.3 54.6
By Undertaking Assessment 1 9.1 63.7
From Heads Of Departments 4 36.4 100.00
Total 11 100.00

Source: Analyzed data, 2013.

Risk management is required in many disciplines, but for finance, banking, insurance
institutions and project management in particular. Chapter two indicated that there are
various risks that face the organizations. It is this in mind that various risk management
models were created by paying attention to the type, characteristics and nature of
projects. The model of risk management is number of frameworks covering risk
management process by their phases. The aim is documenting the way of managing risks
to have a better monitoring and supervision on a project. Although all models are
introduced for the same purpose but their differences are important factors in doing a

project successfully.

The following are some of risk management Models with their constitutional processes:

i.  SHAMPU model: this model has been introduced by WARD and CHAPMAN in
1997 and is famous by the name SHAMPU: In this model, each phase of risk
project is described with details. It consists of 11 phase.

ii.  ALARM model: this model was represented by 3 English institutes which were
considering risk project. It consists of 6 phase: evaluation, analyzing, risk
appearance, response to risk, review and purify the process of risk project.

iii.  PRMA model: this was accepted formally in 2004. Approach of this model is

process based for risk project. It has 5 main phases called: risk concept
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Vi.

Vii.

viii.

Xi.

development, risk recognition, risk analysis, risk examination and responding to
risk and two supportive process of purifying and revising and consultant relation
Boehm model: Approach of this model has 7 phases: Identification, analysis, risk
management control, risk resolution, risk monitoring planning, tracking, and
corrective action.

Leach (2000) model; This model has 9 phases which are identification of
potential events, estimate the risk probability, estimate the risk impact, identify
potential risk triggers, analyze risks, prevent risk event, plan for mitigation,
insure against risk, monitor for risk triggers.

IRM/AIRMIC/ALARM model; It has 7 phases which are Strategic objective,
assessment, reporting, decision, response, monitoring.

Smith&Merrit Model: This model has got 6 phases which are: risk identification,
analysis, prioritizing 7& mapping, response, monitoring.

PMBOK model: This model also has 6 phases: These are Risk management
planning, risk identification qualitative & quantitative, risk response planning,
risk monitoring & control.

KERZNER (1998) model: this model has got four phases: These are risk
identification, risk quantification, risk response, and risk control/Lesson learned.
PINTO (1998) model: This model has got four phases: these are risk
identification, assessment and quantification, response development, and
documentation and control.

PMI (2000) Model: This model has got six phases: These are risk management
planning, risk identification, risk quantification, risk quantification, risk response
development and risk monitoring and control.

(Source:htt://www.mba,mbairan.ir/portals/0/388-Full moeed.pdf)

According to the Respondents 100% said that they do not use any risk management

model and this shows that they are not aware of any model (See Table 4.14).
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Table 4.14: Do You Use Risk Management Model?

(212) do you use risk management model?

Frequency Percent Cumulative Percent
NO 11 100% 100%
Total 11 100% 100%

Source: Analyzed data, 2013.

As it was explained in the literature review that the aim of risk identification is to
generate a comprehensive list of threats and opportunities based on the events that might
create, enhance, prevent, degrade, accelerate or delay the achievement of the objectives
of an organization. This will help the management to develop a risk management system
that meets their needs and within their capabilities. (Standard Australia, AS/NZS 1SO
31000:2009).A comprehensive understanding of the risks facing the organization
facilitate effective planning and resource allocation, and encourages a proactive
management culture, with flow —on benefits for every aspect of an organization’s

operation.

The Respondents 27.2% said that they use risk information to take actions to manage
risks, 18.2% of the respondents said that they use the risk information to estimate impact
and risk likelihood, 54.6% said that they use risk information to in setting clear
objectives, to determine the impacts of threats, to maintain risk register, to rank risks and

set priorities, to plan and mitigate risks, and to reduce potential risks (See Table 4.15).
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Table 4.15: How Do You Use The Information About Risk?

(213) how do you use the information about risk?

Frequency Percent Cumulative Percent
In Setting Objectives 1 9.1 9.1
To Determine Impacts Of Threats 1 9.1 18.2
To Estimate Impact And Risk Likelihood 2 18.2 36.4
To Maintain Risk Register 1 9.1 455
To Plan And Mitigate Risks 1 9.1 54.6
To Rank Risks And Set Priorities 1 9.1 63.7
To Reduce Potential Risks 1 9.1 72.8
To Take Actions To Manage Risks 3 27.2 100.0
Total 11 100.0

Source: Analyzed data, 2013.

As it has been explained in the literature review the roles of the risk management
function in an Organization should take an interest in risk management to the extent
necessary to obtain comfort that properly established and functioning system of risk
management are in place to protect the organization against significant risks. The
Accounting Officer also has got the following functions:
i.  Setting an appropriate tone by supporting and being seen to be supporting the
Organization’s aspiration for effective management of risks;

ii.  Delegating responsibilities for risk management to management and internal
formations such as the risk management committee, Fraud prevention committee,
Finance committee, information and communication technology committee

iii.  Holding management accountable for designing, implementing, monitoring and
integrating risk management into their day —today activities;

iv.  Approving the risk management policy, strategy and implementation.

v.  Providing assurance to relevant stakeholders that key risks are properly

identified, assessed and mitigated.
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According to the Respondents 27.3% said their roles is to create risk awareness, 18.2%
Of the respondent said that their roles is to establish the internal policy of risk
management, and the rest which is 54,5% said that their roles are to develop risk
responses, to coordinate functional activities and advise on risk management, to prepare
risk management reports to senior management, and review and recommend disclosures

on matters of risk in the annual financial statements (See Table 4.16 below).

Table 4.16: What Is The Role of Risk Management Function In The Organization?

(214) what is the role of risk management function in the organization?

Frequency |Percent |comulative
ey Percent
Developing Risk Response Process 1 9.1 9.1
Primary Champion Of Risk Mgt At Strategic And Operational 1 o1 152

Level | |

To Coordinate Functional Activities And Advise On Risk Mgt 9.1 27.3

To Create Risk Awareness 27.3 54.5

To Establish Internal Risk Policy 18.2 81.8

To ldentify, Measure And Assess Risks 9.1 90.9

1
3
To Design And Reviews Risk Mgt Process 1 9.1 63.6
2
1
1

To Prepare Risk Mgt Reports To Senior Mgt 9.1 100.0

Total 11 100.0

Source: Analyzed data, 2013.

Within every organization, as within any segment of society, there exists a credibility
hierarchy. in terms of employees’ preferred sources of information, the hierarchy often
breaks out as follows:

i.  Supervisors is the preferred source of information

ii.  Top Executive of the organization is a preferred source of information.
Information on risks and control measures identified by the risk assessment should be
communicated to employees and others as appropriate-Make copies of risk assessment
available to all employees concerned.
This communication must be understandable by the audience and may require the use of
photographs, diagrams or translator.
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The information provided to employees and others involved in the work should include:

i.  The nature and extent of risks, including factors that may influence risk, factors
that may increase risk.

ii.  The control measures to be adopted, including Reasons for the measures, how to
use them properly and what to do and who to contact if things go wrong or
change significantly.(www.leedds.ac.uk/safety/risk/documents/guidance.pdf)

Vincent T. Covello, director of the center for risk communication, and Frederick W.
Allen, counselor for the National Center for Environment innovation, Office of policy,
Economics, and innovation with the United States Environmental Protection Agency
(EPA), produced a pamphlet titled the seven cardinal Rules of Risk Communication
http//www.epa.gov/CARE/Library/7-cardinal- rules. Pdf.Any organization

communicating risk issues should follow those rules:

According to the respondents 72.2% said that the risk management information spreads
across the organization through training, 18.2% of the respondents said that the risk
management information is spread across the organization is through the Heads of
departments, some of knowledgeable staff, and 9.6 % is through Top management. But
while identifying risks, it is essential for an organization to utilize a combination of
sources that are internal and external, providing historical as well forwarding looking
information. Through the results from the respondents it has been revealed that

respondents rely only on internal sources (See Table 4.17 below).

Table 4.17: How risk management information spread across the organization?

(215) how risk management information spread across the organization?

Frequency |Percent Cumulative Percent
Heads Of Departments, And Staff Identify, Evaluate, And
. 2 18.2 18.2
Manage Or Report Risks
The Management Sends To Depts. 1 9.1 27.3
Through Training 8 72.7 100.0
Total 11 100.0

Source: Analyzed data, 2013.
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Risk assessment is a systematic process for identifying and evaluating events. (i.e.
possible risks and opportunities) that could affect the achievement of objectives,
positively and negatively. Such events can be identified in the external environment (e.g.
economic trends, regulatory landscape, and competition) and with an organization’s
internal environment (e.g. people, process, and infrastructure). (Pricewaterhouse

Coopers, December, 2008).

Risk assessment is intended to provide management with a view of events that could
impact the achievement of objectives. It is integrated into existing management
processes and should be conducted using a top- down approach that is implemented by
bottom-up assessment process. Value of risk management information can be assessed

by looking the following core issues of risks.

i.  Risk transparency: Assessment should be, what are the key risks the organization
is facing that board needs to understand, and how can these risks affect
cashflow,earnings, shareholder value, credit rating and the organization’s
relationship with other stakeholders(e.g. employees, suppliers, customer)

ii.  Risk organization :Should the board centralize risk oversight into one committee
or establish a separate risk management committee

iii.  Risk strategy: What is the organization’s current risk strategy —the types and the
amount of acceptable risk, and what role should the board play in setting or guiding
the organization’s overall risk strategy?

iv.  Risk response:-Do the board receive its own risk management reporting?

- Does the board regularly perform its self-assessment?
-How can the board ensure that the organization’s risk management process
remain durable and effective

According to the respondents 45.5% said that they assess the value of risk management

information and risk model by qualitative assessment, 27.3% said that they assess by
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observance of compliance, 18.2% by effective use of resources, and 9.1 % of

respondents said by quantitative assessment (See Table 4.18 below).

Table 4.18: How Do You Assess The Value Of Risk Management Information And
Risk Management Model?

(216) how do you assess the value of risk management information and risk management
model?
Frequency Percent Cumulative Percent
By Qualitative Assessment 5 455 45.5
By Quantitative Assessment 1 9.1 54.5
By Observance Of Compliance 3 27.3 81.8
By Effective Use Of Resources 2 18.2 100.0
Total 11 100.0

Source: Analyzed data, 2013.

Planning is the most important function of managing any activity in an organization. It is
done to minimize the risks arising out of an uncertain future. The risks associated with
uncertain future can be negated if one tries to make reasonable assumptions about the
course that the future is likely to take.

100% of the Respondents said nothing about their views on future possibilities of risk
management information and risk management models (See Table 4.19 below)

Table 4.19: What Are Your Views On Future Possibilities Of Risk Management
Information And Risk Management Model?

(217) what are your views on future possibilities of risk management information and risk
management model?

Frequency Percent

No Comments 11 100.0

Source: Analyzed data, 2013.

4.3  Questions of the Audit Committee and their responses.
According to COSO ( December,2011) report internal control is defined as a process

effected by an entity’s board of directors, management, and other personnel, designed to
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provide reasonable assurance regarding the achievement of objectives in the following
categories:

i.  Effectiveness and Efficiency of operations

ii.  Reliability of financial reporting

iii.  Compliance with applicable laws and regulations.

The scope of internal control is very broad. It encompasses all controls incorporated into
strategic, governance and management processes, covering the organization’s entire
range of activities and operations, and not just those directly related to financial
operations and reporting.(Source: htt://www.com/CN/en/service/--/Internal control-
guide-200506.pdf)

Although the audit committee’s charge may vary depending on the organization, its
authorities and responsibilities may include the review of the adequacy of the
organization’s internal control structure.

The Public Finance Act, 2001 Act No. 6 of 2001, revised 2004:80, defines internal
control as a means a set of systems operated by an organization to ensure that financial
and other records are reliable and complete, and they adhere to Management policies
orderly and efficiently conduct of the business and proper recording and safeguarding of
assets and resources.

According to the respondents 83.3% said that they are less satisfied with the adequacy of
internal controls over the major risks, 16.7% of the respondents said that they are more

satisfied with the adequacy of internal controls over major risks (See table 4.20 below).
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Table 4.20: Are You Satisfied That This Organization Has Adequate Internal
Controls over Its Major Risks

(301) are you satisfied that this organization has adequate internal controls over its major risks
Frequency Percent Cumulative Percent

More Satisfied 2 16.7 16.7

Less Satisfied 10 83.3 100.0

Total 12 100.0

Source: Analyzed data, 2013.

The public finance Act 2001, Revised 2004 explains the responsibilities of audit

committee .Although the Audit committee’s charge may vary depending on the

organization, its authorities and responsibilities may include the following:

Vi.

Vii.

Meet at least quarterly

Be responsible for the approval of internal and strategic audit plans of the
Ministry, Agency, Department or Region.

Review all internal and external audit reports involving matters of concern to
senior management of the Ministry, Agency, Department or Region, including
the identification and dissemination of good practices;

Provide advice to the Accounting Officer on action to be taken on matters of
concern raised in report of the internal auditor or in a report of the Controller and
Auditor General concerning the Ministry, Agency or Department;

As far as practicable, coordinate audit programs conducted by internal auditors
and the programs conducted by the Controller and Auditor-General,

Provide advice to the Accounting Officer on the preparation and review of
financial statements of the Ministry, Agency, Department or Region; and

Prepare an Annual Report on its functions, copies of which shall be sent to the
Permanent Secretary, the Accountant General and the Controller and Auditor

General.
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In order to ensure that these duties of the Audit Committee are adequately carried out, it
is important to establish an Audit Committee with members having sufficient skills,

experience, time and resources to undertake these duties.

According to the Respondents 25% said that they are more satisfied, and 75% said that
they are less satisfied (See Table 4.21).

Table 4.21: Are You Satisfied With Audit Committee Members As A Whole; Have
Sufficient Skills, Experience, Time And Resources To Undertake Their Duties?

(302) are you satisfied with audit committee members as a whole; have sufficient skills, experience,
time and resources to undertake their duties?

Frequency Percent Cumulative Percent
More Satisfied 3 25.0 25.0
Less Satisfied 9 75.0 100.0
Total 12 100.0

Source: Analyzed data, 2013.

At least one member of Audit Committee should be financially literate and conversant
with the most recent applicable accounting and other reporting standards (which is in
line with the requirements of the Public Finance Act, 2001 Act No.6 of 2001 revised
edition, 2004) which says that the total membership on an Audit Committee shall not be
more than five nor less than three, and at least one of members shall have experience of

accounting and auditing.
According to the respondents, 100% said they are more satisfied that the audit

committee includes at least one member with recent and relevant financial experience
(See Table 4.22 below).
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Table 4.22: Are You Satisfied That The Audit Committee Includes At Least One
Member With Recent And Relevant Financial Experience?

(303) are you satisfied that the audit committee includes at least one member with recent and
relevant financial experience?

Frequency Percent Cumulative Percent

More Satisfied 12 100.0 100.0

Source: Analyzed data, 2013.
COSO’s Enterprise Risk Management-Integrated framework defines risk appetite as

follows:

The amount of risk, on a broad level, an entity is willing to accept in pursuit of value. It
reflects the entity’s risk management philosophy, and in turn influences the entity’s
culture and operating style. Risk appetite guides resource allocation, Risk appetite
(assists the organization) in aligning the organization, people, and process in (designing

the) infrastructure necessary to effectively respond to and monitor risks.

100% Of the Respondents said that they are less satisfied that the Audit Committee
understands the organization’s risk appetite for each material category of risk falling

with the audit committees (See table 4.23).

Table 4.23: Are You Satisfied That The Audit Committee Understands The
Organization's Risk Appetite For Each Material Category Of Risk Falling With
The Audit Committees Remit?

(304) Are You Satisfied That The Audit Committee Understands The Organization's Risk Appetite For Each
Material Category Of Risk Falling With The Audit Committees Remit?

Frequency Percent Cumulative Percent

Less Satisfied 12 100.0 100.0

Source: Analyzed data, 2013.

The Local Authority Financial Memorandum (2010:10) explains clearly the Main
responsibilities of the Audit Committee, and the Audit Committee members must be

critically aware of and fully understand their oversight responsibilities that include:
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i.  Review with the auditors and the internal auditors any audit problems or
difficulties and disagreements with management encountered in the course of the
audit, management’s response thereto and related effects on audit scope and
procedures. The Committee is responsible for resolving any disagreements
between management and Auditors or Internal Auditors regarding financial
reporting.

ii.  Prepare an Annual report on its activities, copies of which shall be sent to the
Minister responsible for Local Government, Regional Commissioner and
Controller and Auditor General.

iii.  Review all Internal and external audit reports involving matters of concern to
Management of the council including the Identification and dissemination of
good practices;

iv.  As far as practical coordinate audit work plans prepared by Internal Auditors and
submit the same to council and copy to the Controller and General, Regional
Commissioner and the Minister responsible for Local Government.

v.  Be responsible for approval of internal audit annual programme and strategic
audit plans of the Council.

vi.  Provide advice to the accounting Officer on action to be taken on matters of
concern raised in report of the Controller and Auditor General concerning the
Council.

According to the Respondents 25% said that they are more satisfied that the Audit
Committee’s work plan covers the Committee main responsibilities and maps across to
regulatory requirement, and 75% of the total Respondents said they are less satisfied
(See Table 4.24).
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Table 4.24: are you satisfied that the audit committee's work plan covers the
committee's main responsibilities and maps across to any regulatory requirement

(305) are you satisfied that the audit committee’'s work plan covers the committee's main
responsibilities and maps across to any regulatory requirement

Frequency Percent Cumulative Percent
More Satisfied 3 25.0 25.0
Less Satisfied 9 75.0 100.0
Total 12 100.0

Source: Analyzed data, 2013.

The Local Authority Financial Memorandum (2010:9) explains that an Audit Committee
shall be composed of more than five and not less than three members. Of whom at least
two members shall be nominated from amongst the Heads of Departments of the
Council and two from Institutions outside the Council. The Audit Committee Chairman
shall be nominated from amongst Heads of Departments with lesser procurement
functions; and the Audit Committee Secretary shall be appointed by the Accounting
Officer from heads of department or principal officers who shall not vote. But at least
one member of the Audit Committee nominated by the Accounting officer shall

have experience of accounting and auditing.

The functions of the audit committee are:
i.  Monitoring the integrity of the financial statements

ii.  Reviewing the organization’s internal financial control

iii.  Monitoring and reviewing the effectiveness of internal audit functions

iv.  Making recommendation in relation to the appointment and removal of the
external auditor and their remuneration

v.  Developing and implementing policy on the engagement of the external auditor
to provide non-audit services

vi. Reviewing arrangements for confidential reporting by employees and

investigation of possible improprieties (whistle-blowing).
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The Audit Committee has got the following responsibilities:
i.  Discussing risk management policies and practices with management

ii.  Overseeing the financial reporting and disclosure process

iii.  Overseeing the performance of internal audit function

iv.  Monitoring the choices of accounting policies and principles

v.  Monitoring the internal control process

vi.  Overseeing hiring, performance, and independence of external auditors
vii.  Overseeing of regulatory compliance, ethics, and whistle blower hotlines.

33.3% of the respondents said that they are more satisfied that the audit
committee has an appropriate understanding of the processes on place to identify,
evaluate, and monitor the key risks facing the organization (including where
appropriate financial, strategic and operational risks), 66.7% said that 6hey less
satisfied (see Table 4.25 below).

Table 4.25: Are you satisfied that the Audit Committee has an appropriate
understanding of the process on place to identify, evaluate, and monitor they Key
Risks Facing the Organization (including where appropriate financial strategic and

operational risks)

(306) are you satisfied that the audit committee has an appropriate understanding of the processes
on place to identify, evaluate, and monitor the key risks facing the organization (including where
appropriate financial, strategic and operational risks)

Frequency Percent Cumulative Percent
More satisfied 4 33.3 33.3
Less satisfied 8 66.7 100
Total 12 100

Source: Analyzed data, 2013

The Local Authority Financial Memorandum (2010:10) states that the

responsibilities of the Audit Committee is to review all Internal and External
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Audit Reports involving matters of concern to Management of the Council
including the identification and dissemination of good practices.

According to the Respondents 100% said that they are more satisfied that the
Audit Committee takes steps to ensure management responds to internal audit

recommendations timely and fitting manner (see Table 4.26 below).

Table 4.26: Are you satisfied that the audit committee takes appropriate steps to
ensure management responds to internal audit recommendations timely and fitting
manner?

(307) are you satisfied that the audit committee takes appropriate steps to ensure
management responds to internal audit recommendations timely and fitting
manner?

Frequency |Percent [Valid Percent |Cumulative Percent

Valid more satisfied |12 100.0 100.0 100.0

Source: Analyzed data, 2013.

An Organization’s audit process is executed by the independent external auditor and
where applicable by the internal audit. The internal audit function can be in-house or
outsourced. While each has its unique responsibilities, the audit committee should
attempt to ensure that external audit and internal audit complement each other and that
their efforts are coordinated and effective. The Audit Committee should determine if the
internal audit is conducted in accordance with the standards of the Institute of internal
Auditors, and that a regular external review 1is undertaken of internal audit’s

performance.( Public Finance Act, 2001, revised 2004:79)

According to the respondents, 91.7% said that they are more satisfied with quality of the
internal audit reports and other documents presented to audit committee, and 8.3% said
they are less satisfied with the quality of the internal audit reports and other documents

presented to audit committee (See Table 4.27 Below).
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Table 4.27: Are you satisfied with quality of the internal audit reports and other
documents presentations presented to audit committee

(308) are you satisfied with quality of the internal audit reports and other documents presentations presented
to audit committee

Frequency Percent Cumulative Percent
More Satisfied 11 91.7 91.7
Less Satisfied 1 8.3 100.0
Total 12 100.0

Source: Analyzed data, 2013.

The Internal Auditor shall in collaboration with the Accounting Officer, prepare an
annual work plan for internal Audit section and have a copy sent to the Office of the
Controller and Auditor General, Minister responsible for Local government and
Regional Commissioner by not later than 15 of July of the year (Local Authority
Financial Memorandum(2010:11), and the Auditor shall keep a register of work done
showing dates of field work, the dates of final reports, dates and nature of responses
received in respect of queries and indication of proposed follow-up activity. Such
registers be made available to the Controller and Auditor General upon request.(Local
Authority Financial Memorandum 2010:12).

The Internal audit staff will work proactively with the external auditor including sharing
of their audit plans in order to minimize duplication of audit effort. This will be
accomplished by:
i.  Regular meetings between the Internal Audit service Units and External Audit
ii.  Access by the External Auditors to the Internal Audit documentation including
working papers and reports. (Charter for Internal Audit Services in the Public
Service, 2012:10)
The Audit Committee should ensure that Internal and External auditors have plans to
satisfy themselves on the adequacy of risk management and are able to provide an

annual assessment of corporate governance, risk management and internal controls.
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100% of respondents said that they are satisfied that the internal audit meets regularly
with the external auditors to discuss risk assessments, scope of procedures or
opportunities to achieve great efficiencies and effectiveness across organization’s audit

service (See Table 4.28below).

Table 4.28: Are you satisfied that internal audit meets regularly with the external
auditors to discuss risk assessments, scope of procedures or opportunities to
achieve greater efficiencies and effectiveness across organization’s audit service

(309 )are you satisfied that internal audit meets regularly with the external auditors to discuss risk
assessments, scope of procedures or opportunities to achieve greater efficiencies and effectiveness
across organization’s audit service

Frequency |Percent Cumulative Percent

more satisfied 12 100.0 100.0

Source: Analyzed data, 2013.

International Standards for the Professional Practice of Internal Auditing published by
the Institute of Internal Auditors (I1A), the worldwide professional body. Attribute
Standard 1000 states that “the purpose, authority, and responsibility of the internal audit
activity should be formally defined in a charter, consistent with the Standards, and
approved by the Board. The standard goes on to state the charter should define the

nature of the audit and advisory services provided by internal audit activity.

An 1A Practice Advisory (1000-1) provides further guidance saying that a formal,
written Internal Audit charter should:

i.  Establish the internal audit activity’s position within the organization;
ii.  Authorize access to records, personnel, and physical properties relevant to the
performance of engagement; and

ii.  Define the scope of internal audit activities.
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The Practice Advisory also recommends that the heads of internal audit should
periodically assess whether the purpose, authority, and responsibility, as defined in the
charter, continues to be adequate to enable the internal audit activity to accomplish its
objectives

100% of the Respondents said that they are more satisfied that the internal audit has a
charter that is periodically viewed and approved by the audit Committee (See Table 4.29

below).

Table4.29: Are you satisfied that the internal audit has a charter that periodically
viewed and approved by the audit committee?

(310) are you satisfied that the internal audit has a charter that periodically viewed and approved by the
audit committee?

Frequency Percent Cumulative Percent

More Satisfied 12 100.0 100.0

Source: Analyzed data, 2013.

4.4 Questions to the Internal Audit Unit and their responses.
The Institute of Internal Auditors (I1A) defines Risk as the possibility of an event
occurring that will have an impact on the achievement of objectives. Risk is measured in

terms of impact and likelihood (The Professional Practices Framework 2004:55).

Or Risk is a probability or threat of damage, injury, liability, loss or other negative
occurrence that is caused by external or internal vulnerabilities, and that may be

neutralized through preemptive.
Source: http:// www. Businessdictionary.com/definition/risk.htmi

According to the respondents it shows that they all know exactly what risk is even if
different definition had been given (See Table 4.30 below).
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Table 4.30: What is your definition of risk

(410) what is your definition of risk

Frequency |Percent |Cumulative Percent
Chance Of Something Undesirable Happening 1 9.1 9.1
Chance Or Possibility Of Loss 1 9.1 18.2
Degree Of Uncertainty And Possible Potential Loss 1 9.1 27.3
Deviation From What Is Expected 1 9.1 36.4
Effect Of Uncertainty On Objectives 1 9.1 455
Function Of A Given Likelihood Of A Given Threat 1 9.1 54.5
Pervasive And Universal Experience Of Inescapable Event 1 9.1 63.6
Probability Of Threat Of Damage, Liability, Loss Or Negative Occurrence |1 9.1 72.7
Uncertainty Of Outcomes 1 9.1 81.8
Unwanted Outcome 1 9.1 90.9
Variability Of Actual Returns On Investment Around Expected Returns 1 9.1 100.0
Total 11 100.0

Source: Analyzed data, 2013.

Management sets objectives, and identifies and quantifies risks to those objectives,
determines risk appetite (how much variance they are willing to accept between the
desired and the actual performance, the less variance they are willing to tolerate, the
more controls are required to detect deviations from required performance; this has cost
implications as more than less controls).Management designs a control framework that
manages the risk according to their appetite (this normally consists of balance of
preventative, detective and corrective controls which will also balance manual,

automated and system dependent execution).

The International Standards for the Professional Practice of Internal Audit (issued by the
Institute of Internal Auditors (I1A) States that the internal audit activity must evaluate

the effectiveness and contribute the improvement of risk management processes.

The Internal Auditor General Division (Tanzania) Quality Assurance and Improvement
program (QAIP) Procedures Manual (2012:45) states that one of the Internal Auditor’s

93



roles includes: performing consulting and advisory services related to governance, risk

management and control as appropriate for the organization.

The Institute of Internal Auditors Research Foundation (IIARF, 2011:14) requires the
Internal Auditor to help their organization to adopt a more strategic risk management
focus by:
i.  Reviewing business plans to determine whether they assess the risks embedded
in their strategies and have risk monitoring and trigger points;
ii. Reviewing the annual report to determine whether risks are addressed
appropriately;
iii.  Continuously monitoring and assessing stakeholder expectations relative to risk
and risk management, as well as assisting in the education of these stakeholders.
81.8% of the respondents said that they receive risk information on regular basis from
the risk management department/function unit, and 18.2% said that they do not receive
risk information on regular basis from the risk management department/function unit
(See Table 4.31 below).

Table 4.31: Do you receive risk information on regular basis from the risk
management department/function unit?

(411) do you receive risk information on regular basis from the risk management department/ function unit?
Frequency Percent Cumulative Percent

Yes 9 81.8 81.8

No 2 18.2 100.0

Total 11 100.0

Source: Analyzed data, 2013.

The International Standards for the Professional Practice of Internal Auditors (11A) ,
Standard 2060 states that the Chief Audit executive should report periodically to the
board and Senior management on the internal audit activity’s purpose, authority,

responsibility, and performance relative to its plan. Reporting should also include
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significant risk exposures and control issues, corporate governance issues, and other

(412) with who is information discussed?

Frequency |Percent Cumulative Percent
audit committee, senior management, Internal General 10 90.9 90.9
audit committee, risk managers, board, DEDs 1 9.1 100.0
Total 11 100.0

matters needed or requested by the board and Senior Management.

According to the Charter for Internal Audit Services in the Public Sector issued by the
United Republic of Tanzania (2012:9) States that the Head of Internal Audit shall report
to the Management, the Audit Committee and the Internal Auditor General. In case of
special engagement, Head of Internal Audit shall report both to the authority whose
assignment was executed and the Internal General. 90.9% said that they report to audit
committee, senior management, and internal auditor general, and 9.1% said that they
report to audit committee, risk manager, board, and District Executive Director (DED)
(See table 4.32 below).

Table 4.32: With who is information discussed?

(412) with who is information discussed?

Frequency Percent | Cumulative Percent
Audit committee, Senior Management, Internal General 10 90.9 90.9
Audit Committee, risk managers, board, DEDs 1 9.1 100
Total 11 100

Source: Analyzed Data, 2013

The Heads of Internal Audit Services and staff are authorized to:

i.  Have full, free and unrestricted access to any and all of audited institution’s
functions, records, physical properties, and personnel pertinent to carrying out
any engagement with stringent regard for safeguarding and confidentiality;

ii.  Have full and free access to the audit committee

iii.  Allocate resources and determine scope of work , and apply the techniques
required to accomplish audit objectives
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iv.  Obtain the necessary assistance of personal in Ministries, Departments,
Government institutions, Regions, Local Government Authorities, Executive
Agencies, and donor funded projects where they perform audits, as well as other
specialized services from within or outside the organization.

v. Have a free and unrestricted access to the Accounting Officer, oversight organ
and internal auditor general

vi.  Documentation and information given to Internal Audit will be handled in the
same prudent manner as by those employees normally accountable for them.

Source: The Charter for Internal Audit Services in the Public Sector in Tanzania 2012:5-6

According to COSO I1 it shows variety of evaluation methodologies and techniques that
are available for validation of risk information. These are:

i.  Checklists
ii.  Questionnaires
iii.  Flowcharting techniques
iv.  Comparing or benchmarking to best in class entity
90.9% of the Respondents said that they use Questionnaires, and other techniques 9.1 %

of respondents said that they use risk assessment (see Table 4.33)

Table 4.33: What Methods or Tools do you use to Validate Risk Information that is
Being Provided to You?

413 ) what methods or tools do you use to validate risk information that is being provided to you
Frequency Percent Cumulative Percent

Document Review, Questionnaires 2 18.2 18.2

Questionnaire, Document Review 1 9.1 27.3

Interviews, Questionnaires, Inquiries 4 36.4 63.6

Questionnaire, Interview, Survey 1 9.1 72.7

Questionnaires And Survey 1 9.1 81.8

Questionnaires, Interviews, Data Analysis 1 9.1 90.9

Risk Assessment 1 9.1 100.0

Total 11 100.0

Source: Analyzed data, 2013.
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The auditors should obtain audit evidence to draw reasonable conclusions on which to
base the audit opinion by performing audit procedures to obtain an understanding of the
entity and its environment, including its internal control, to assess their risks of material
misstatement at the financial statement and relevant assertion levels.

100% of Respondents said that they do use other sources to collect and generate risk
information (See Table 4.34).

Table 4.34: Do You Use Other Sources to Collect and Generate Risk Information

(414) do you use other sources to collect and generate risk information

Frequency Percent Cumulative Percent

Yes 11 100.0 100.0

Source: Analyzed data, 2013.

Risks must be identified correctly before an organization can take the next step.
Assessing the wrong list of risks or incomplete list of risks is useless. Organizations
should make every possible effort to ensure they have identified their risks correctly
using some or all of the approaches. The act of identifying risks is itself a step on the
risk assessment road. Risk assessment and analysis techniques and tools consist of a
systematic, logical set of actions used to identify hazards, assess risk, and implement

controls to mitigate high-risk conditions.

In approaching risk assessment there are two groups of approaches to the risk analysis
process. These are qualitative and quantitative methods. The qualitative approach
involves the identification of risks to which a process is exposed. For the process, the
optimal approach is to gather the relevant experts together, come up with a list of risks,
and then qualify which risks are worth acting upon. The quantitative approaches
normally involve the use of numbers, so that one risk can be ranked or measured against

another and compared to a predetermined scale. (COSO I1)
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According to the Respondents, 18.2% said that they use Quantitative and qualitative
techniques/methods to assess the risks, 81.8% mentioned various methods including,
inquiries, review of risk reports, review of policies, risk management documents,
systems documentation, assessment of compliance, and data analysis (See table
4.35below).

Table 4.35: What Are The Methods And Tools You Use In The Organization?

(415) what are the methods and tools you use in the organization?

Frequency Percent Cumulative Percent
Assessment Of Compliance 1 9.1 9.1
Audit Risk Mgt Process 1 9.1 18.2
Inquiries 1 9.1 27.3
Inquiries 1 9.1 36.4
Quantitative And Qualitative Techniques 2 18.2 54.5
Research, Review, Risk Mgt Methodologies 1 9.1 63.6
Review Of Risk Reports 1 9.1 72.7
Review Policies, Risk Mgt Methodologies 1 9.1 81.8
Risk Mgt Documents 1 9.1 90.9
Systems Documentation, Data Analysis 1 9.1 100.0
Total 11 100.0

Source: Analyzed data, 2013.

Having assessed relevant risks, management determines how it will respond, reviewing
likelihood and impact, evaluating costs and benefits, and selecting options that bring
residual (remaining risk) within the entity’s risk tolerances. The Four Categories of Risk
Response are:
i.  Avoidance: not participating in events that give rise to risk
ii.  Reduction; Specific actions taken to reduce likelihood or impact or both
ii.  Sharing: Reducing likelihood or impact by sharing portion of the risk (insurance)
iv.  Acceptance: No action taken learns to live with the risk and monitor it.
Control activities generally are established to ensure risk responses are carried out.
Types of control include:
i.  Preventive
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ii.  Detective
iii.  Manual (People Based)
iv.  Automatic (system based).
All Respondents showed that they exactly know how to use risk information, although

different options have been given but they relate in meaning. (see table 4.36 below )

Table 4.36: Describe How the Total Risk Information Is Used In the Organization

(416) describe how the total risk information is used in the organization

Frequency |Percent |Cumulative Percent
The Organization Will Be_AbIe To Comply With All Laws And Rules 2 18.2 18.2
That Apply To The Operations
Enhancing Risk Mgt 1 9.1 27.3
Monitoring Effectiveness At Responding To Risks 1 9.1 36.4
Preventing Or Reducing Legal Liabilities 1 9.1 455
Reviewing Control Systems And Risk Mgt 1 9.1 545
Project Timely Delivery 1 9.1 63.6
Saving Resources 1 9.1 72.7
To Define Insurance Needs 1 9.1 81.8
To Minimize Impact Of Project Threats 1 9.1 90.9
To Provide Warnings For Major Risks 1 9.1 100.0
Total 11 100.0

Source: Analyzed data, 2013.

The primary responsibility for risk management lies with line management. Internal
Audit’s involvement should stop short of responsibility and accountability for risk
management across the organization and managing risks on management’s behalf.
However, in order to add value, it is often beneficial for internal audit to give proactive
advice or to coach management on embedding risk management processes into business
activities. (From Institute of Internal Auditors UK and Ireland: position Statement on the
Role of Internal Audit in Risk Management).

In carrying out its stewardship role, management has the primary responsibility for

assessing risk and for design, implementation, and ongoing maintenance of controls with
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an organization. The internal audit activity, in light of its responsibilities to management

and the board, is responsible for identifying and evaluating the effectiveness of the

organization’s risk management system (IIA Standard 2110) and control (IIA Standard

2120) as implemented by management.

The Management has the responsibility of ensuring that:

Vi.
Vii.

viii.

iX.

Risks are appropriately identified and managed

Interaction between various governance process occurs as needed

Significant financial, management and operating information is accurate, reliable
and timely

Employees’ actions are compliance with policies, standards, procedures, and
applicable laws and regulations.

Resources are acquired economically, used efficiently, and are adequately
protected.

Programs, plans and objectives are achieved

Requirements and agreements with funding partners are met

Legislative or regulatory issues impacting on the Government are recognized and
addressed properly

Written response to all internal audit reports are submitted

Source: (Charter for Internal Audit services in the Public Sector in Tanzania 2012:4-5)

According to the Respondents it shows that the risk management function is effective in

meeting the auditors’ need (See Table 4.37 below).
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Table 4.37: How Effective The Risk Management Function Been In Meeting Your
Needs for Information?

(417) how effective the risk management function been in meeting your needs for information?

Frequency |[Percent [Cumulative Percent

Compliance With Laws 1 9.1 9.1

Creation Of Risk Awareness, Setting Policy, Strategy 1 9.1 18.2

Deficiencies In Risk Mgt Documented, Risk Mgt Plan Drawn In

Line With Objectives 1 9.1 27.3

For Preparation Of Document Required By Mgt 1 9.1 36.4

Key Personnel's Understanding Of Responsibilities And

Accountabilities 1 9.1 455
Coordinates Functional Activities 1 9.1 54.5
Protecting People From Harm 1 9.1 63.6
Risk Follow-Up Is Timely, Mechanism In Place To Identify Risks |1 9.1 72.7
Risk Identifying Mechanism Adequate 1 9.1 81.8
Risk Mgt Policy Is In Place 1 9.1 90.9
Risks Documentation 1 9.1 100.0
Total 11 100.0

Source: Analyzed data, 2013.

4.5  Questions to the Heads of departments and their responses

Heads of Department must ensure that there are arrangements in place to identify and
control the risks arising in their departments and allocate resources accordingly.
The arrangements will include:
i.  Training of staff
a. Each job classification should receive complete training prior being
assigned to equipment service duties or duties that involve potential
hazards
b. Other classes of employees should receive training in recognition of
hazards as part of orientation; and
c. Employees should be provided with or have ready access to written
procedures and/ or equipment operating handbooks for reference while
performing their job functions

ii.  Ensuring there is a system in place for fault reporting;
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All staff should develop an understanding and awareness of their risks and how they can
contribute to the risk management process within their areas.

“It is important to understand that managing risk is everyone’s responsibility. I
encourage all staff to review the risks associated with the projects and programs they
manage on a regular basis” (Expert from AUSAID Director-General Peter Baxter’s
Statement on risk management, 11 July 2011)

According to the respondents 100% said that staff are involved in risk identification
knowledgeable about process or activity being reviewed and about the risks that must be

managed as part of activity.(see Table 4.38below

Table 4.38: Are the staff involved in risk identification knowledgeable about the
process or activity being reviewed and about the risks that must be managed as
part of activity

(418) are the staff involved in risk identification knowledgeable about the process or activity being
reviewed and about the risks that must be managed as part of activity

Frequency Percent Valid Percent Cumulative Percent
Valid Yes 11 100.0 100.0 100.0
Source: Analyzed data, 2013.

According to the Institute of Internal Auditors (I1A) defined internal Auditing is an
independent, objective assurance and consulting activity designed to add value and
improve an organization’s operations. It helps an organization accomplish its objectives
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness

of risk management, control, and governance processes.

The International Standards for the Professional Practice of Internal Auditing
(Standards) , Standards 2120 Al States that the Internal audit must evaluate risk
exposures relating to the organization’s governance, operations, and information systems

regarding the :
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Reliability and integrity of financial and operational information’
Effectiveness and efficiency of operations and programs
Safeguarding of assets ; and

Compliance with laws, regulations, policies, procedures, and contract.

Code of Ethics sets the minimum standards for the performance of Internal Auditors in
the MDAs, RSs, and LGAs and Donor funded project. It is intended to clarify the

standards of conduct expected from the internal Auditors when carrying out their duties.

It says that internal auditors shall:

Strive not only to be independent of audited entities and other interested groups,
but also to be objective in dealing with issues and topics under review

Endeavour to be independent and impartial, not only in fact but also in
appearance. In all matters relating to internal audit work, the independent of
internal auditor should not be impaired by personal or external interest.

Avoid and report all situations which may impair their independence including
external pressure or influence; or recent or previous employment with the audited
entity; or personal or financial dealings which might cause conflict of loyalties or
of interests. Internal auditors have an obligation to refrain from becoming

involved in all matters in which they have a vested interest.

Source:(Code of Ethics for Internal Audit Services in the Public Sector in
Tanzania 2012:5)

According to Respondents 100% said that the evaluated risks are reviewed by an

independent person to ensure risks are treated constantly.(see table 4.39below).
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Table 4.39: Are evaluated risks reviewed by an independent person to ensure risks
are treated consistently?

(419) are evaluated risks reviewed by an independent person to ensure risks are treated
consistently?

Frequency

Percent

Valid Percent

Cumulative Percent

Valid

Yes

11

100.0

100.0

100.0

Source: Analyzed data, 2013.

Risk analysis is a systematic process to understand the nature of risk and determine the

level of risk.

It helps to guide the evaluation of risks by defining the key parameters of the risk and

how these may impact on the achievement of organizational objectives. In additional,

the data and related information collected during the risk analysis process can be used to

assist in guiding risk treatment decisions.

The following steps should be taken in risk analysis:

Identify and evaluate existing controls

a. When assessing a risk, it is important to identify what controls (and

weaknesses) are in place to mitigate the risk.

b. Many controls are build- into existing business operations and systems.

Example of controls are Controlled physical access(e.g security codes, access

cards, security personnel), Employee code of conduct, Specific training,

Automated software controls, policies and procedures, Insurance, Budget

management, Audits (internal and external)

Determine risk likelihood and impact

a. The magnitude of the consequences of an event, should it occur, and the

likelihood of the event and its associated consequences, should be assessed in

the context of the effectiveness of the existing strategies and controls,

b. Where no reliable relevant past data is available, subjective estimates may be

made which reflect an individual’s or group degree of belief that a particular

event or outcome will occur.
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The most relevant sources of information used in analyzing consequences
and likelihood may include: Past records, Practical and relevant experience,
Relevant published literature, Market research, Results of public
consultation, and Expert judgment.

iii.  Rate the risk likelihood and impact
iv.  Determine the overall risk rating: Once you have rated the likelihood and impact,
combine the two to determine the overall risk rating. This is done by multiplying
the two (i.e. likelihood* impact).
Source: (Guidelines for developing and implementing institutional risk management

framework in the public sector in Tanzania, 2012:31-35).

100% of Respondents said that the department/section conduct appropriate analysis of

the nature and extent of causes and impact of the risks. (See Table 4.40 below)

Table 4.40: Does the department/section conduct appropriate analysis of the nature
and extent of causes and impact of the risks

(420) does the department/section conducts appropriate analysis of the nature and extent of causes
and impact of the risks

Frequency Percent Valid Percent Cumulative Percent
Valid Yes 11 100.0 100.0 100.0
Source: Analyzed data, 2013.

Monitoring determines whether or not policies and procedures designed and
implemented by management are being conducted effectively by employees. Heads of
departments shall be responsible for ensuring that effective risk management takes place
within their areas of responsibility. And each Head of Department has the
responsibilities in risk management with respect of:

i.  Departmental risk registers

ii.  Peer reviews of department risk registers

105



iii.  Risk management for major capital investment projects.
The Heads of departments are responsible for regularly discussing and reviewing
significant risks, and their management, within their own area of responsibility to satisfy
them that major risks are being properly managed and controlled
According to the Respondents 100% said that they have a regular monitoring and review

process to evaluate effectiveness. (See Table 4.41 below)

Table 4.41: Does the department/section has a regular monitoring and review
process to evaluate effectiveness

(422) does the department/section has a regular monitoring and review process to evaluate
effectiveness

Frequency Percent Valid Percent Cumulative Percent
Valid Yes 11 100.0 100.0 100.0
Source: Analyzed data, 2013.

Monitoring refers to continual checking , supervising , critically observing or
determining the status in order to identify change from the performance level required or
expected, where as reviewing entails determining the suitability, adequacy and
effectiveness of the risk management framework, risk management process and control.
When monitoring and reviewing are combined together, they generally seek to address
the following:
i.  Risks are being effectively identified and appropriately analyzed;
ii.  There is adequate and appropriate implementation of risk management strategies
and controls
iii.  There is effective monitoring and review by management an executives to detect
changes in risks and controls.
Monitoring and review at the Public Sector Organization (PSO) level should first be
carried out by management .This should normally be done through periodic reporting

on the way risk management strategies and controls are being implement. The risk
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management coordinator will play a key role in the Public Sector Organizations (PSO)
regarding effective reporting.
The following will help the Public Sector Organizations (PSO) in ensuring monitoring
and review of risk management activities:
i.  Preparation and submission of quarterly risk management implementation
reports
ii.  Annual review and updating of the risk register
iii.  Periodic review and updating of the risk management framework as put forth in
the policy.
Another key organ (Internal audit) in ensuring effective review of the risk management

framework or components

Source: Guidelines for developing and implementing institutional risk management

framework in the public sector in Tanzania, 2012:48-49).

According to the Respondents 100% said that departments/sections have a regular
monitoring and review process to evaluate relevance of the risks to the achievement.(
see table 4.42 below).

Table 4.42: Does the department/section has a regular monitoring and review
process to evaluate relevance of the risks to the achievement

(423) does the department/section has a regular monitoring and review process to evaluate relevance of the
risks to the achievement

Frequency Percent Valid Percent Cumulative Percent
Valid Yes 11 100.0 100.0 100.0
Source: Analyzed data, 2013.
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Heads of departments/sections are the ones who assume responsibility for designing,

implementing, and/ or monitoring risk treatment. They are also termed as risk owners,

who are responsible for the following:

i
ii.
iii.
iv.
V.

Vi.

Vii.

viii.

Manage the risk they have accountability

Review the risk on a regular basis

Identify where current control deficiencies may exist

Update the risk information pertaining to the risk

Escalate the risk that is in likelihood or consequences

Provide information about the risk when it is requested. This includes giving
cooperation to auditors (both internal and external) in the course of audit of risk
management activities within their department or directorates.

Annual review of their risk registers and related controls

Maintenance of risk register and other documents/reports relating to risk
management within their respective department or directorates in a systematic

manner.

100% of the respondents said that the department /section has a regular monitoring and

review process to evaluate the application of risk treatment plans in plans. (see Table
4.43 below).

Table 4.43: Does the department/section has a regular monitoring and review
process to evaluate the application of risk treatment plans in place

(424) does the department/section has a regular monitoring and review process to evaluate the
application of risk treatment plans in place?

Frequency Percent Valid Percent Cumulative Percent

Valid Yes 11 100.0 100.0 100.0

Source: Analyzed data, 2013.
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“The responsibility of risk management within an organization clearly lies with the

board (or equivalent) who should be responsible for setting the strategy and Senior

management who should be responsible for implementing the strategy, although it is

clear that everyone within an organization bears some risk management responsibility”

(The Institute of Internal Auditors UK and Ireland-Position Statement)

Each department should have a clearly defined risk management structure and

responsibilities. Therefore when the risks have been identified and assessed,

Departments should follow an appropriate methods for addressing them.

Treating risks involves the following key steps:

Identify risk treatment option: Risk treatment design should be based on a
comprehensive understanding of how risks arise; this includes understanding not
only the immediate cause of an event but also the underlying factors that

influence whether the proposed treatment will be effective.

The following are the common treatment options available.

a.

Risk avoidance (also terminate the risk): this is done either by changing the
business or objective so as to avoid the risk.

Risk transfer (also share the risk): transfer the ownership and liability to a third
party (e.g. insurance)

Change the likelihood (also treat) : undertake actions aimed at reducing the
probability of the risk occurring

.Change the consequence (also treat) : undertake actions aimed at reducing the
impact of the risk

Retain ( also tolerate the risk):accept the impact of the risk

Conduct a cost-benefit analysis:

Consideration should be given to the cost of the treatment as compared to the

likely risk reduction that will result. For example, if the only available treatment
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option would cost in excess of Tshs.10 million to implement and the cost impact
of the risk is only Tshs .5 million, it may not be advisable.

In order to understand the cost

iii.  Assign risk ownership:

a. Allocate responsibility to risks according to the nature /category of the risks
and action needed to take treatment plans.

b. The risk owner nominated assumes responsibility for developing and
completing effective Risk Treatment Action —plan.

c. The risk owner should be a senior staff member or manager with sufficient
technical knowledge about the risk and/ or risk area for which treatment is
required

d. The risk owner may delegate responsibility (but not accountability) to his/her
subordinates.

0\ Complete Risk Treatment Action Plans.

a. The successful implementation of the risk treatment require an effective
management system that specified the methods chosen, assign
responsibilities and individual accountabilities for actions, allocate resources
to risk treatments, and monitor them against specified criteria.

b. Linking the treatment option with daily implementation of
strategic/operational activities will maximize the potential for curbing the
risks identified.

Source: (Guidelines for developing and implementing institutional risk management

framework in the public sector in Tanzania, 2012)

According to the Respondents 100% said that the risks are treated in accordance with the
pre-determined risk criteria established by the organization (see Table 4.44 below)
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Table 4.44: Are risks treated in accordance with the pre-determined risk criteria
established by the organization?

(425) are risks treated in accordance with the pre-determined risk criteria established by the
organization?

Frequency Percent Valid Percent Cumulative Percent
Valid Yes 11 100.0 100.0 100.0
Source: Analyzed data, 2013.

Once the risk management process is identified and tools are deployed, it is time to roll-
out the risk management practice to the framework. This is accomplished through risk
management training. The risk management training topics should include:
I.  Risk management terminology

ii.  Risk management concepts and principles

iii.  Roles and Responsibilities

iv.  Process elements

v.  Tool application and demonstration.
The objectives of training are: to provide knowledge and awareness of risk management,
to explain how to use the process, methods, and tools; and stimulate a desire and
commitment to perform risk management. The training contributes to developing and

maintaining a strong risk management culture.

100% of the Respondents said that not all staff are aware of their responsibilities with

respect to risk identification, treatment and management.( see table 4.45 below)

Table 4.45: Are all staff aware of their responsibilities with respect to risk
identification, treatment and management?

(426) are all staff aware of their responsibilities with respect to risk identification, treatment and
management?

Frequency Percent Valid Percent Cumulative Percent
Valid No 11 100.0 100.0 100.0

Source: Analyzed data, 2013.
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Several definitions of risks can be found in the literature, The Institute of Internal
Auditors defined risk as the probability of an event occurring that will have an impact on
the achievement of objectives, risk is measured in terms of impact and likelihood.

According to the respondents different definition have been given showing that they are

aware of risk (see Table 4.46 below).

Table 4.46: What is your definition of risk

(427) what is our definition of risk

Frequency | Percent | Valid Percent | Cumulative Percent

Valid Chanqe of somethmg 1 9.1 9.1 91

undesirable happening

Chance or possibility of loss 1 9.1 9.1 18.2

Degr_ee of unce_rtalnty and 1 9.1 9.1 273

possible potential loss

Deviation from what is 1 9.1 9.1 36.4

expected

Effect_of uncertainty on 1 9.1 9.1 455

objectives

Function of a given

likelihood of a given threat 1 91 91 54.5

Pervasive and universal

experience of inescapable 1 9.1 9.1 63.6

event

Probability of threat of

damage, liability, loss or 1 9.1 9.1 72.7

negative occurrence

Uncertainty of outcomes 1 9.1 9.1 81.8

Unwanted outcome 1 9.1 9.1 90.9

Variability of actual returns

on investment around 1 9.1 9.1 100.0

expected returns

Total 11 100.0 100.0

Source: Analyzed data, 2013.

4.6  Questions to Other staff and their Responses
Once the risk management process is identified and tools are deployed, it is time to roll-

out the risk management practice to the framework. This is accomplished through risk

management training. The risk management training topics should include:
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vi.  Risk management terminology
vii.  Risk management concepts and principles
viii.  Roles and Responsibilities
IX. Process elements
X.  Tool application and demonstration.
The objectives of training are: to provide knowledge and awareness of risk management,
to explain how to use the process, methods, and tools; and stimulate a desire and
commitment to perform risk management. The training contributes to developing and

maintaining a strong risk management culture.

100% of the Respondents said that not all staff are aware of their responsibilities with
respect to risk identification, treatment and management. (see Table 4,47 below ).

Tables 4.47: Are all staff aware of their responsibilities with respect to risk
identification, treatment and management?

(428) are all staff aware of their responsibilities with respect to risk identification, treatment and
management?

Frequency Percent Valid Percent Cumulative Percent
Valid no 22 100.0 100.0 100.0
Source: Analyzed data, 2013.

The organizational structure is an input to determining the appropriate risk management
organization and assigning risk management roles and responsibilities within that
organization. The intent is to assign responsibility as low in the organization as possible
to take advantage of functional expertise, promote ownership and involvement in risk
management practice and ease the management burden.

Depending on the Structure of a Public Sector Organization (PSO), Line managers, or
functional specialists are ones who assuming responsibility for designing, implementing,
and/or monitoring risk treatments(Directors, Heads of department, Heads of Units and

Sections) .These are also termed as risk owner, who are responsible for the following:
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Vii.

viii.

Managing the risk they have accountability for;

Review the risks on a regular basis;

Identify where current control deficiencies may exist;

Update risk information pertaining to the risk;

Escalate the risk that is increasing in likelihood or consequences;

Provide information about the risk when it is requested. This includes
giving cooperation to auditors (both internal and external) in the course of
audit of risk management activities within their departments or
directorates.

Preparation of quarterly risk management implementation reports of risk
treatment action plans and to submit them to the Risk Management
Coordinator.

Annual review of their risk registers and related controls

Maintenance of risk register and other documents/reports relating to risk
management within their respective departments or directorates in a

Systematic manner.

(Source: Guidelines for developing and implementing institutional risk management

framework in the public sector in Tanzania, 2012:54)
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Figure 4.1: Indicative Risk Management Governance Structure for LGAS

Council

A 4

Audit Executive Director Internal
Committee Audit
A 4
Risk Management Coordinator
A 4
v A 4 y A 4 A 4
Head of Head of Head of Head of Head of
Department Department Department Department Department
A
A 4 A 4 A 4
Head of Head of Head of

Sections/Units

Sections/Units

Sections/Units

All other staff, stakeholders and contractors

Source: Extracted from Guideline for Developing and
Implementing Institutional Risk Management Framework in
the Public Sector in Tanzania, 2012:P57

According to the respondents it shows clearly that they understand their Council’s Risk
Management efforts how it is structured. (See table 4.48below)
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Table 4.48: How is your council’s risk management effort structured

(429) how is your council’s risk mgt effort structured?
Cumulative
Frequency | Percent | Valid Percent Percent

Valid 1 4.5 4.5 45
audit committee-internal
audit-heads of department ! 4.5 4.5 9.1
council to director to heads
of department , audit 1 4.5 4.5 13.6
committee internal audit
council-DED-audit 1 45 45 18.2
committee-internal audit
council-DED-audit
committee-internal auditor-
heads of department, heads 1 4.5 4.5 22.1
of units
DED-audit committee-
internal audit-heads of 1 45 45 27.3
department
DED-audit committee-
internal audit-heads of 1 45 45 31.8
department-heads of units
heads of department 1 4.5 4.5 36.4
heads of department-audit
committee-DED-council 1 4.5 4.5 40.9
Internql audit, audit 1 45 45 455
committee
Internal audit, audit
committee, heads of
department, heads of 10 455 455 909
sections
mgt-audit committee-
internal audit-heads of 2 9.1 9.1 100.0
department
Total 22 100.0 100.0

Source: Analyzed data, 2013.
According to the Guidelines for developing and implementing institutional risk

management framework in the public sector (2012:54), Pointed out that the Directors,

Heads of departments, Heads of sections are responsible for preparing quarterly risk
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management implementation reports of treatment action plans and to submit them to the
Risk Management Coordinator.

86.4% of the Respondents said the Heads of Department, 4,5% said the Senior
Management , 4.5% said the Director, and another 4.5% said nothing.(see Table 4.49

below)

Table 4.49: Who is responsible for implementation of risk mgt at operation unit
level?

(430) who is responsible for implementation of risk mgt at operation unit level?
Frequency Percent Valid Percent | Cumulative Percent
Valid Director 1 45 48 48
Heads of department. 19 86.4 90.5 95.2
Senior management 1 45 4.8 100.0
Total 21 95.5 100.0
Missing no comment 1 45
Total 22 100.0

Source: Analyzed data, 2013.

Identifying risks is a critical step in risk management. If risks are not identified, they
cannot be assessed or managed. Risks arise because of interaction between people, their
activities, and the general social and physical environment. Comprehensive risk
identification requires a combination of lateral thinking and rigorous structure analysis
of the substance. A range of experience and understanding is important in many cases;
risks can be best identified by a group rather than an individual.

Risk identification is process of determining what, where, when, why, and how

something could happen.

The purpose of risk identification is to generate a comprehensive list of risks based on
those events and circumstances that might enhance, prevent, degrade, or delay the
achievement of the objectives.

The following are the steps in risk identification:
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i.  Establish and understand the context
ii.  Gather information to identify a list of risks against objectives
iii.  Apply risk identification tools and techniques
iv.  Questions to ask during risk identification process
v.  Categorize the identified risks.

vi.  Document the risks identified in a risk identification and analysis sheet.

(Source: Guidelines for developing and implementing institutional risk management

framework in the public sector in Tanzania, 2012:30-31)

According to the Respondents 59.1% said the risk identification exercise take place,
13.6% said that the risk identification exercise it does not take place, 9.1% they are not
sure, 4.5% said that there is no clear evidence , and another 9.1% said that it takes place
but not always (see Table 4.50 below ).

Table 4.50: Does risk identification exercise take place

(431) does risk identification exercise take place?
Frequency Percent Valid Percent Cumulative Percent

Valid 1 4.5 4.5 45
Yes 13 59.1 59.1 63.6
No 3 13.6 13.6 77.3
not sure 2 9.1 9.1 86.4
no clear evidence 1 45 45 90.9
not always 2 9.1 9.1 100.0
Total 22 100.0 100.0

Source: Analyzed data, 2013.

Assurance on the effectiveness of risk management is normally obtained through use of
audits (internal and external) and oversight bodies.

Internal audit (1A) plays a significant role in the monitoring and review regarding the
effectiveness of the (PSO)’s risk management processes. This is done through its core

functions i.e. giving assurance on effectiveness of control system, risk management
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processes, that risks are correctly evaluated and lastly evaluating and reviewing the risk
management processes and reporting of material risks.

IA will conduct evaluation/review or audit of the risk management process, based on its
risk-based internal audit plans, prepare and submit report to the Audit Committee and/or
Accounting Officer. The reports (audit recommendations) will form basis for steps to be

taken to improve the risk management processes.

According to the Respondents 59.1% said risk identification process is being
independently reviewed, 13.6% said that risk identification process is not being
independently reviewed, 9.1% said nothing, another 9.1% said they are not sure and

4.5% said there is no evidence. (see Table 4.51below)

Table 4.51: Is risk identification process being independently reviewed

(432) is risk identification process being independently reviewed?
Frequency Percent Valid Percent Cumulative Percent

Valid 1 45 45 45
Yes 13 59.1 59.1 63.6
No 13.6 13.6 77.3
no comments 9.1 9.1 86.4
no evidence 9.1 9.1 95.5
not sure 45 4.5 100.0
Total 22 100.0 100.0

Source: Analyzed data, 2013.

Upward flow of communication: Communication that flows to a higher level in an
organization. It provides feedback on how well the organization is functioning. The
subordinates use upward communication to convey their problems and performances to
their superiors. The subordinates also use upward communication to tell how well they
have understood the upward communication. It can also be used by the employees to
share their views and ideas and to participate in decision- making process. Upward

communication leads to a more committed and loyal workforce in an organization
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because the employees are given a chance to raise and speak dissatisfaction issues to the
higher levels. Different goals, audiences, and media requires different risk
communication strategies. Risk communication will be successful only if carefully
planned and evaluated. 40.9% of the Respondents said are from low level of staff to

Senior Management, (see Table 4.50 below)

Table 4.52: How are risks reported upwards

(433) how are risks reported upwards
Frequency Percent Valid Percent Cumulative Percent

Valid 1 45 4.5 4.5
staff to auditor to audit _ 4 18.2 18.2 297
committee to mgt to council
staff to auditor to audit
committee to senior mgt to 1 45 45 27.3
council
staff to council 2 9.1 9.1 36.4
staff to internal audit to audit
committee to senior mgt to 1 4.5 4.5 40.9
council
staff to senior mgt 9 40.9 40.9 81.8
staff to senior rn_gt to account 1 45 45 86.4
officer to council
staff-internal audit-audit
committee-senior mgt-DED 2 91 91 955
stakeholders to senior officials
to DED 1 45 45 100.0
Total 22 100.0 100.0

Source: Analyzed data, 2013.

Effective risk reporting contribute to good corporate governance by providing reliable
and current information to Board/Accounting Officer, Senior Officials and other
stakeholders regarding the risks faced by the Public Service Organizations (PSO) as well
as the treatment plans in place to manage these risks.

The availability of this information can be used to support management decision —

making during strategic planning and operational management process.
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A single person, typically the risk management coordinator/manager, should be

responsible for coordinating and drafting risk reports to ensure consistency in standards,

and

risk reporting can be compiled using the Risk Management Quarterly

Implementation report. The risk process should ensure that risks are linked to strategic

objectives and functions. This helps to report on risk within a strategic organizational

content.

The scope of work of Internal Audit service is enshrined in the Regulation 34 of the

Public Finance Regulations, 2004 and Order 14 of the Local Authority Financial

Memorandum, 2009, these include:

Reviewing and monitoring framework of risk management to ensure that risks
are appropriately defined and managed;

Reviewing governance processes to ensure that interaction with various
governance groups occurs as needed;

Reviewing policies, plans, procedures, laws, and regulations that could have a
significant impact on operations to determine whether an entity is overall
compliance;

Review the reliability and integrity of financial and operating information and
the means used to identify measure, classify, and report such information
Reviewing operations and programs to ascertain whether results are consistent
with established objectives and goals and whether the operations or programs are

being carried out as planned.

According to the Respondents 95.5% said that there is an independent review of

reporting process, and 4.5% of the Respondents said that there is no independent review

of reporting process.( see table 4.53 below)
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Table 4.53: Is there an independent review of reporting process.

(434) is there an independent review of reporting process?

Frequency Percent Valid Percent | Cumulative Percent
Valid No 1 4.5 45 4.5
Yes 21 95.5 95.5 100.0

Total 22 100.0 100.0

Source: Analyzed data, 2013.
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CHAPTER FIVE
SUMMARY OF FINDINGS, CONCLUSION AND RECOMMENDATIONS

5.1 Introduction

This final chapter is divided into three important sections, namely summary of the
findings, conclusions, and recommendations. The summary of the findings gives a
summary of the key findings of the study. The conclusions section contains information
on the achievement of the objectives. The recommendation sections comprises of
suggestions and recommendations resulting from the study.

5.2  Summary of the findings

This study dealt with the roles of internal audit unit on risk management in Local
Government Authorities a case study at Shinyanga Municipal Council. It therefore dealt
with the whole essence of the roles of the internal audit unit in risk management in
which a combination of many findings was needed. This first section of chapter
summarizes the key findings of the study. The literature, both theoretical and empirical
addresses the need for effective risk management in the public sector. The study was
mainly focused on the roles of internal audit and executive management in managing
risks. The study used questionnaires as the main tool for data collection. However, there
was a limitation in relation to effectiveness of the respondents to respond the
questionnaires. An alternative method was the use of interviews, which worked well to
some extent, despite some limitations similar to those of the questionnaires. Interview

results were corroborated with the review of documents.

The findings of this study suggest that the risk management at Shinyanga Municipal
Council is carried out properly as all the questionnaires concerning the effectiveness of
management and internal audit unit on their roles of risk management were responded
positively, showing that both internal audit unit and management are effective as
suggested in the literature.
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The effective implementation of risk management system in Shinyanga Municipal
Council has been catalyzed by the Government decision to strengthen the internal audit
unit. The Public Finance Act, 2004 as amended in 2010 required the establishment of
Internal Auditor General’s Division (IAGD) . In July 2011, the IAGD was established
and charged with the responsibility of supervising and Monitoring internal audit services
in Ministries, Departments, Regional Secretariats, Local Government Authorities,
Executive Agencies, and Donor funded projects. Establishment of Internal Auditor
General’s Division (IAGD) aims to increase independence to Internal Auditors when
performing their duties. It also provides more scope to internal audit functions by
focusing on introducing new areas like Risk management Systems; Control and
Governance processes; Quality assurance; Technical Audit and Budget and Payroll
Audits. All these changes aim at improving financial management and accountability for
the purpose of attaining value for money on the public expenditure.
The Public Finance Act, 2001 as amended in June, 2010 mandates the internal Auditor
General to carry out some of the following responsibilities.

i.  Developing internal audit Policies, rules, standards, manuals, and circulars and

guidelines

ii.  Reviewing and appraising to laid down laws, regulations, standards, systems,
Government institutions, Local Government Authorities, Regional Secretariats
and Donor Funded Projects

iii.  Prepare and review the risk management framework and play an oversight role in
risk management initiatives;

iv.  Develop and supervise the implementation of internal audit strategy.

v.  Evaluate the effectiveness of Audit Committee in Ministries, Departments,
Government Institution, Regional Secretariats, Local Government Authorities
and Executive Agencies,

Because of support both internal audit unit and Audit Committee are getting from the

Internal Auditor General’s Division that is why the Shinyanga Municipal Council is
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more effective in risk management. The internal audit unit is effective in performing
their roles because they are required by the internal auditor general to report quarterly
basing their strategic plan. According to the charter for Internal Audit Services in the
Public Sector the Internal Auditor General’s Division shall establish and maintain a
quality assurance program to evaluate the work performed by the Internal Audit Service
Units.

The Shinyanga Municipal Council has been effective in risk management is because of
the strength of the audit committee, according to the audit questionnaires given to the
Audit Committee their responses showed that the committee exactly knows their
responsibilities. It assists both internal auditors and Management to perform their duties
effectively.

53  Recommendations
This section addresses a significant theme of the study .Generated from findings of the
study, the section presents four recommendations aiming at strengthening the Internal

Audit Unit roles on risk management and the Management on managing the risks.

5.3.1 The Audit Committee’s work plan covers the Committee’s main
responsibilities and maps across to any regulatory requirement

Audit Committee are typically review financial reports quarterly and annually in
publicly traded Companies. In additional, members will often discuss complex
accounting estimates and judgments made by management and the implementation of
new accounting principles or regulations .Audit committee interact regularly with senior
management such as Chief Finance Officer (CFO) and controller and are in the position
to comment on the capabilities of these managers. Audit Committee also discusses
litigation or regulatory compliance risks with management, and it provides an

independent reassurance to the Board through its oversight and monitoring roles.
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Expanding the field of vision, clearly defining who’s tracking the organization’s risk and
taking a step back to re-evaluate its own performance are some of the important steps
every Audit Committee should consider. But some of the Respondents said that they are
less satisfied with the Audit Committee’s work plan if it covers the Committee’s main
responsibilities and maps across to any regulatory requirement. Therefore Shinyanga
Municipal council should make sure that the Audit Committee is more effective in
planning so that all important areas are covered as stipulated in the Audit Committee
Charter.

5.3.2 Audit Committee members as a whole, having sufficient skills, experience,
time and resources to undertake their duties
The Audit Committee is established with the aim of enhancing confidence in integrity of
an organization’s processes and procedures relating to internal control and corporate
reporting including. And the main objective is to strengthen the independent position of
an organization’s internal auditor by providing independent channel of communication.
If the Audit Committee’s members have no sufficient skills, experience, time and
resources they will not be able to monitor and assess the effectiveness of internal audit in
the overall context of the Shinyanga Municipal council’s risk management system. The
Audit Committee is an independent advisory body, which must advise the Municipal
Council on matters relating to:
i.  Internal financial control and internal audits

ii.  Risk management

iii.  Accounting policies

iv.  The adequacy, reliability and accuracy of financial reporting and information

V. Performance management

Therefore the Council is required to train and recruit experienced Audit Committee

members.
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5.3.3 Organization’s adequate controls over its major risks

Milli Champ (1996) defined internal control system as the whole system of controls,
financial and otherwise, established by the management in order to carry on the business
of an enterprise in an orderly and efficient manner, ensure adherence to management
policies, safeguarding assets and secure as far as possible the completeness and accuracy

of the records”.

A control is said to be effective if it works and achieves the objectives, contrary to that, a
control is said to be ineffective. Improving internal controls is one of the main
responsibilities of the internal auditors. The management is the in charge of internal
controls within the organization, but internal auditors test the controls to make sure they
working effectively. Another responsibility of internal auditor is the monitoring and

evaluation of the effectiveness of the risk management process of an organization.

Internal control systems are established to help management ensure that transactions are
checked, verified, reviewed, monitored and recorded with accuracy to reduce exposure
to risk, thus contributing to a reasonable assurance of internal control. Physical checks at
council premises by internal audit staff will ensure that well crafted policy is practically

applied.

But most of the Respondents said that they are less satisfied with the Shinyanga
Municipal Council’s adequate controls over its major risk. Therefore the management,
internal audit unit and audit committee should work hard to improve the internal control
systems. The Internal Auditor should do the following in order to improve the controls
over major risks within the Shinyanga Municipal Council.

i.  Review the risk management process structure, staff roles and reporting lines to

risk management, and mechanism for communicating risk assessment results.
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Ensure that the Shinyanga Municipal Council has defined its risk appetite
appropriately and has also the risks registers.

He should assess the accountability of management for overall risk management
and the assignment of responsibility for individual risks.

Examine and review the system of internal controls to ascertain if it is properly

designed.

On the other hand the Shinyanga Municipal Council’s management are required to do

the following:

Not only to perform an annual assessment of internal control, but also to consider
reports relating to risk and internal control regularly assessed during the year.

A need for directors to publicly accountable for internal controls, which helps to
ensure the quality and reliability of internal and external reporting and facilitates
the effectiveness and efficiency of operations, helping to ensure compliance with
laws and regulations.

They should create specific reference that the system of internal control be
embedded in the operations of the council and form part of its culture, be capable
of responding quickly to evolving risks to the business arising and from factors
within the authority and changes in the business environment; include procedures
for reporting immediately to the appropriate levels of management any
significant control failings or weaknesses that are identified along with details of
corrective action being undertaken.

Reviewing internal control systems on a regular basis to take account of
changing circumstances

Ensuring that all staff are aware of their respective roles and responsibilities in

undertaking their own tasks of internal control, including induction and training.
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5.3.4 Risk Management Model

Risk management is required in many disciplines, but for finance, banking, insurance
institutions and project management in particular. Chapter two indicated that there are
various risks that face the organizations. It is this in mind that various risk management
models were created by paying attention to the type, characteristics and nature of
projects. The model of risk management is number of frameworks covering risk
management process by their phases. The aim is documenting the way of managing risks
to have a better monitoring and supervision on a project. Although all models are
introduced for the same purpose but their differences are important factors in doing a
project successfully. The Organization’s management is responsible for identification,
assessment, management and monitoring of risk, for developing, operating and

monitoring the system of internal control and for providing assurance to the Board.

The Shinyanga Municipal Council has not attempted to adopt any formal risk
management practice. With this recognition, it is better for Shinyanga Municipal
Council to align their risk management practices with ISO 31000.They are required to
observe that their risk management frameworks are in line with internationally
recognized Risk Management Standards (e.g. COSO, or ISO 31000). The choice of a
standard and how that standard will be applied should largely depend on its size, nature
of operations, complexity, and objectives.

5.4  Suggested Future Studies.

Like most of the studies, this study was never an all in one: It did not cover every area
applied by the internal audit unit. However, the findings of the study have many
applications to be used for future studies. Future studies may focus on the connection
between internal audit unit and Audit Committee on risk management in Local
Government Authorities. And how does a public sector measure its risk culture and

effectiveness of its processes?
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55  Conclusion

The main purpose of the study was to gather information about the role of internal audit
unit on risk management in the Local Government Authorities. In order to achieve this
purpose the following specific questions guided the study.

I.  To assess to what extent the internal audit unit has been effective in reducing the
occurrence of various risks faced by the councils in Shinyanga Region.

ii.  To evaluate the process and techniques used by internal audit unit in assessing
the risk management by various staff.

lii.  To identify the risks faced by the Shinyanga Municipal Council

iv. To assess the current status of risk management in the Local Government
Authorities.

Risk management is a fundamental element of corporate governance; management is
responsible for establishing and operating the risk management framework on behalf of
the Council. Risk management brings many benefits as a result of its structure,
consistent and coordinated approach. Internal auditor’s core role in relation to risk
management should be to provide assurance to management and the Council on the
effectiveness of risk management. When internal auditing extends its activities beyond
this core role, it should apply certain safeguards, including treating the engagements as
consulting services, therefore applying all relevant standards. In this way, internal

auditing will protect its independence and the objectivity of its assurance services.

Capability for the Shinyanga Municipal Council to manage their risk begins with
recognizing and identifying it. It is therefore recommended the Council seriously
consider creating a new Municipal plan or strategy that is updated on a regular basis.
These plans should include clear objectives and attainable goals. It is essential for the
Municipal include a thorough implementation plan. The Municipal should consider key

risks and barrier that they fore see as problems and potential blockages to their goals and
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objectives. Risk management should be an essential part of municipal planning and

strategy development.

This Research has presented key risk concepts, processes and practices that are
commonly applied within the Public Sector Organizations (PSO), the roles of internal
audit unit and management. The key messages highlighted throughout the Research and

illustrated are:

i.  Types of risks: The Municipal Council faces many types of risks including
Workplace health and safety, Environmental, regulatory, strategic risk,

reputation and financial risk.

ii.  Risk management process.: The main elements of risk management as outlined
in AS/NZS 4360:2004, are; (1) communicate and consult (2) establish the
context, (3) identify risks, (4) analyze risks (5) evaluate risks (6) treat risks , and

monitor and review
iii.  ldentifying and defining risk:

a. Setting the context of a risk assessment establishes the background to the risk
management process, the nature of the activities and the range of potential

impacts.

b. A clear understanding of risk and the factors that contribute to risk is required in
order to identify and describe risk, and analyze its potential impact on the

environment, an organization or an activity

\Y; Risk assessment and analysis:
a. A wide range of risk assessment approaches are available to Shinyanga
Municipal Council. It is important that decision makers choose a risk assessment

techniques that is suited their application and information needs.
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b)

Qualitative risk assessment techniques use descriptive terms to define the
likelihoods and consequences of risk events.The methods are quick and relatively
easy —to-use, and they can provide a general understanding of comparative risk

between risk events.

Risk control:
The most important part of the risk management process is to take action to

eliminate or manage significant risks.

Risk control design aims to ensure the reliability of risk control, given the
potential consequences associated with risk. As the consequences increase, there
is a need to have a great degree of confidence that the control of the risk will be

effective.

Executive execution of controls generally requires designation of a control

owner, performance and monitoring and reporting of the control performance.

Risk communication

Risk communication is the deliberate exchange of information about the nature,
severity, or acceptability of risks, and the decisions taken to combat them.
Shinyanga Municipal have a responsibility to effectively communicate
knowledge of significant risks to employees and the public, as well as facilitate
stakeholder engagement processes that contribute to understanding of the risks

from broader stakeholder perspective.

The roles of internal audit unit.

It has been revealed that the internal audit unit plays a key role on risk management.

They assist the management in the effective discharge of their responsibilities by

furnishing them, analyzes, appraisal, and recommendation. The following are

recommended actions internal auditors can take to help their organizations adopt a more

strategic risk management focus.
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They are required to ensure that risk assessment identifies those risks presenting

the most significant risks to shareholders value.
They should facilitate risk management decisions across the organization

They are required to view risk management as a core competency and ensuring

that they receive appropriate training on risk and risk management practices.

Reviewing the annual report to determine whether risks are addressed

appropriately

Continuously monitoring and assessing stakeholders’ expectations relative to risk
and risk management as well as assisting in the education of these stakeholders.

Building a stronger relationship with other risk and control business functions to

drive an enhanced process to identify emerging risks.
Identify and sharing best practices in risk management

They should ensure that the organization’s audit committee, board of directors as
a whole or other board committee is given appropriate attention to the
organization’s catastrophic and strategic risks and related risk management

activities.

They should expand the internal audit risk assessment process to include an
evaluation of the risks embedded in organization’s core business strategies or the

strategies of the organization’s primary line of business.

They should consider how bets to cover exposure to various elements of the
organization‘s audit universe that are geographically dispersed and appear to

have limited financial exposure or complexity.
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viii  The roles of Management

Risk management is not an end in and of itself, but rather part of sound organizational
practices that include planning, preparedness, program evaluation, process improvement,
and budget priority development. The value of a risk management approach or strategy
to decision makers is not in the promotion of a particular course of action, but rather in
the ability to distinguish between various choices in the large context. To work

effectively, the risk management process requires:

a. Commitment from the chief executive and executive management of
organization

b. Assignment of responsibilities within the organization

c. Allocation of appropriate resources for training and the development of enhanced

risk awareness by all stakeholders.
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APPENDIX 1

Study Questionnaire

TOPIC: The role of Internal Audit Unit on risk Management in Local Government
Authorities in Tanzania:

A CASE STUDY OF SHINYANGA MUNICIPAL COUNCIL
From: NILA NGHOLO (Mobile: 0713441350/0787111750)
Dear Respondent:

| am a student from Mzumbe University pursuing Masters of Science (Accounting and
Finance). Currently | am collecting data for my dissertation titled The Role of Internal
Audit Unit on Risk Management in Local Government Authorities in
Tanzania.With all humility, | ask you to supply me with some of information | am
currently missing through this questionnaire. Data obtained for this study will be used
for academic purposes only (not otherwise) and they will be confidentially preserved.

a) Objective: to obtain information that will enable the researcher to complete the

research study

b) Instruction: please respond to each question according to the given instructions.

(100) PERSONAL PARTICULARS

(@) Name of the respondent (optional)------------=-=--=-=-==-=----
(b) Sex (Male/Female)-=-=-=-===nmnmnmmmem e e eee

Please tick appropriate answer and provide suggestion and comments on other

guestions
101) what is your level of education?

) Primary [ 1]
i) Adult education [ ]
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vii)

Secondary level
Certificate/ordinary diploma
Advance diploma/Bachelor degree
Post graduate/professional

Masters

(102) which Department/section are you working with?

Xii)
Xiii)
Xiv)
XV)
XVi)

XVii)

Accounting Officer

Administration

Agriculture, cooperatives and Fishing
Education primary

Education secondary

Planning

Health

Finance and Trade

Works

Land, Natural resources and Urban Planning
Community development

Revenue collection Agent

Internal audit unit

Water department

Procurement unit

Legal officer

Other (specify)
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APPENDIX 11

(200) Questions for senior Management
(@) What is your definition of risk -==-=-====mmmmmmm e

(g) Assess the value of risk management information and risk management models to

your organization for management NOW=---=-=-=======nemmmm oo

(h) What are your views on future (1-5years) possibilities of risk management

information and the use of risk management model? -------------------- e
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APPENDIX-111

(300) Questions for the heads of department or manager most concerned about risk

management.

(b) Is this definition throughout the organization (including subsidiaries overseas

OPEIALION)? =-mmmmmm oo oo oo oo e
(c) Do you use risk management models/--------===-=====mmmmmmmm oo
(d) How effective have these models been, and how do you measure effectiveness? ------

(e) What process or processes do you go through to be able to form a reasonable and

realistic views of the facing the organization? -------------------

(9) What information do you seek that enable you to understand the nature and extent of

risk faced by the organization? ---------------- - —-mmmmmmoe-
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(k) How effective has these channel of communication been, and how do you measure

effectives’? =-m—mmmmmmmmm oo e

() What are you views on the future(1-5year) possibilities of the organization use of

risk management MOdelS? -----------mmmmmmmmm oo
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APPENDIX-1V

(400) Questions for chief internal Auditor
(@)What is your definition of risk? =-=-=n=nmmmmm e oo e

(b)Do you receive risk information on regular basis from the risk management

department /function UNity? -------m-m-mmmm oo oo oo

(c)With who is information diSCUSSEd? ----====mmmmmmmmm e

(h)How effective the risk management functions been in meeting your needs for

INFOrMation? —-----mmmmmm oo et

142



APPENDIX V
(500) Questionnaires for the Audit Committee:

Select the best answer among the solution given on the following questions.

Questions More Less
satisfied satisfied

(1) Are you satisfied that this organization has adequate internal
controls over its major risks?

(2) Are you satisfied with the Audit Committee Members, as a
whole; have sufficient skills, experience, time and resources to
undertake their duties?

(3) Are you satisfied that the audit committee includes at least one
member with recent and relevant financial experience?

(4) Are you satisfied that the audit committee’s work plan covers
the committee’s main responsibilities and maps across to any
regulatory requirement?

(5) Are you satisfied that the audit committee understands the
organization’s risk appetite for each material category of risk
falling with the audit committee’s remit?

(6) Are you satisfied that the audit committee has an appropriate
understanding of the processes in place to identify, evaluate and
monitor the key risks facing the organization (including where
appropriate financial, strategic and operational risks?

(7) Are you satisfied that the audit committee takes appropriate
steps to ensure management respond to internal audit’s
recommendations in timely and fitting manner?

(8) Are you satisfied with the quality of the internal audit reports
(and other documents/presentations) presented to audit
committee?

(9) Are you satisfied that the internal audit meets regularly with the
external auditors to discuss risk assessments, scope of
procedures, or opportunities to achieve greater efficiencies and
effective and effectiveness across the organization’s audit
services?

(10)Are you satisfied that the Internal audit have a charter that is
periodically viewed and approved by the audit committee?
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APPENDIX-VI

(600) Questions to other staffs not mentioned above

(@) How is your council’s risk management effort structured? e e R

144



