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ABSTRACT 

 

This study was done at NBC Bank head offices. A sample of 50 respondents 

comprising of the Branch managers, Investigators and bank clerks of the NBC Bank 

were interviewed. The objective of the study was to assess the influence of internal 

fraud to the performance of commercial banks in Tanzania. Specifically the study 

intended to determine the extent of internal fraud in commercial banks in Tanzania, 

to investigate efforts taken by the banks in preventing and detecting internal fraud, to 

determine the effectiveness of internal controls in tackling internal fraud in 

Commercial banks in Tanzania and to determine employee’s awareness in internal 

fraud issues and its effects in commercial banks in Tanzania. 

 

Case study design and qualitative research approach were used during the study. In 

collecting information the study used questionnaires and observation to collect 

primary data while secondary data was collected using documentary sources. The 

findings indicate that the speed of internal fraud in banks is high and the bank has 

been highly affected by these fraudulent activities. This negatively affects the 

performance as well as the growth of commercial banks in Tanzania. The findings 

also indicate that internal fraud are being accelerated by several factors such as week 

internal controls, understaffing, law pay packages, weakness in personnel and 

recruitment policies and ineffective internal auditing. However the finding also 

indicates that a good number of fraudulent activities go undetected. The findings also 

indicate that NBC has been increasing its efforts toward preventing and detection of 

internal fraud which includes Establishment of whistle blow channels and contact 

center, the fraud awareness campaign, screening process and name and shame 

broadcast.  

 

The findings also indicate the following recommendations that can help NBC to 

overcome the problem of internal fraud and which should be put into action 

immediately; strong internal controls, hiring of enough and competent staff, effective 

auditing and salary review for bank staff. 
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CHAPTER ONE 

 

INTRODUCTION AND BACKGROUND TO THE PROBLEM 

 

1.0 Introduction    

In the recent past, it has been confirmed that internal fraud has a reputational, 

financial, regulatory, and internal and customer service impact on the commercial 

banks industry. As a result, internal fraud is now emerging as the single most 

significant fraud risk to the financial services industry and a serious risk to all 

businesses (Ahmad, 2009). 

 

In an increasingly competitive market place, many commercial banks have 

responded by empowering staff and undertaking structural reforms. Undoubtedly, 

these changes have significantly raised the levels of customer service and enhanced 

customer satisfaction. Paradoxically these changes, combined with the ability to 

undertake more financial transactions remotely, have also created more fertile 

conditions, scope and opportunity for dishonest action by staff. 

 

Fraudulent activity in the workplace often results in the loss of revenue and property, 

while increasing operational costs and service charges. It can also mean obligations 

to employees, customers, suppliers or contractors can’t be met.  Poor business 

practices and lack of supervision create an environment for dishonest employees to 

use a variety of methods to steal from their employers(Arens, 2009). 

In Tanzania, general intelligence and specialist research suggests that the number of 

incidences of staff fraud has been rising for a number of years. Many commercial 

banks have been reluctant to admit the scale of the problem due to potential 

reputational damage. But it has now grown to the extent that, with increasingly 

obvious links to organized crime, specific countermeasures are required and the 

executive director of the TBA admitted to the increasing internal fraud saying the 

issue was under the spotlight of banking operation. 
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The BOT Governer, Benno Ndulu in the training conducted on risks, fraud 

awareness and money laundering in financial institutions admitted on the increase in 

the fraudulent activities in the commercial banks in Tanzania, and that most of the 

fraud activities are conducted by the bank officials. He went on and suggest that the 

commercial banks has to conduct a fraud awareness campaign to add more 

knowledge to bank officers on how harmful fraud is to the growth of commercial 

banks. Information from law enforcement agencies suggests that the majority of 

operational investigations into cheque and plastic card frauds now have an identified 

insider element at some stage of the perpetrated fraud.  

 

The study intends to assist banks to safeguard against occupational fraud and abuse, 

thus helping to identify exposures to loss and to enable the adoption of appropriate 

preventive measures. Also included in this study is an examination of relationship of 

fraud to Bank failures in commercial banks in Tanzania in this 21st century. 

Specifically, the study sought to answer the question: "What are the nature and 

causes of fraud, related to bank failures in the commercial banks in Tanzania.  

 

This paper will also look on the corporate policy for internal fraud prevention & 

detection which are established so as to facilitate the development of controls which 

aid in the detection and prevention of fraud against the commercial banks. It is the 

intent of this paper also to promote consistent organizational behavior by providing 

guidelines and assigning responsibility for the development of controls and conduct 

of investigations. In order to oversee the best practices of Corporate Governance 

Fraud Prevention & Detection Policy is formulated placed below for kind approval 

please.The purposes of this guide therefore are to raise awareness of the potential 

threat posed by internal fraud and to provide examples of generic best practice that 

can help commercial banks manage and mitigate the related risks 

1.1           Statement of the Problem  

Various researches indicate that internal fraud has been a growing problem in recent 

years in respect of investigations, confirmed cases, referrals and unconfirmed cases. 

In general, there are more cases of internal fraud and this trend has been exacerbated 
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by the profile of the issue being raised through extra staff training and awareness and 

the introduction of more robust internal controls. The Commercial Banks in Tanzania 

have seen a 30% increase in the number of staff fraud referrals made to the relevant 

fraud department in the past year. This is viewed as being partly the result of more 

staff fraud being committed and increasingly aggressive targeting by organized 

criminals. (Bernard, 2010). Historically, the most serious threat from internal fraud 

has been centered on relatively senior employees in management positions. 

However, the major threat has now shifted down the organizational hierarchy to 

more junior members of staff, who have access to, and responsibility for, more 

confidential customer and payroll data than ever before (Bernard, 2010). 

 

In recent times, Tanzania's financial sector in general, and the banking industry in 

particular, has been hit hard by a series of seemingly coordinated financial swindles 

that have resulted in huge losses of bank deposits. This is usually done by mysterious 

breaching of weak spots in the extant banking systems. In its inquiries, Business 

Times learned that quite a good number of suspects in many court cases that involve 

financial finagling are banking employees. Some reports say hundreds of bank 

employees have been expelled in recent months on grounds of somehow being 

involved in fraudulent activities at their workplaces. 

 

The actual number of confirmed cases of internal fraud is rising sharply throughout 

the National Bank of commerce (NBC). Meanwhile, the fraud &investigation 

manager in his report on the involvement of bank officers in fraud activities 2012 he 

has admitted on the many cases which are going on in the court of law and that 60% 

of these cases they involve unfaithful bank officers who committed fraud when they 

were working within the bank. Last year the Bank dismissed more than 30 bank 

officers for fraudulent activities. This figure is likely to be bigger than that of 2011. 

Investigators within the bank suggest that many staff fraudsters go undetected, while 

others resign during or before an internal investigation. 
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1.2      Research Objectives  

The main objective of this study is to investigate the influence of internal Fraud to 

the performance of the commercial banks in Tanzania, the case of NBC Bank. 

Specifically, the study intends to: 

i) To determine the extent of internal fraud in Commercial Banks in 

Tanzania 

ii) To investigate efforts taken by the Commercial banks in preventing and 

detecting  Internal fraud 

iii) To determine the effectiveness of internal controls  in tackling  internal 

fraud in Commercial Banks in Tanzania 

iv) To determine employees awareness in Internal Fraud issues in Commercial 

banks in Tanzania.  

   1.3    Research Questions  

The research questions of this study are as follows: 

i) What is the extent of internal fraud in Commercial Banks in Tanzania? 

ii) What are the efforts taken by the Tanzania Commercial Banks in preventing 

and detecting internal Fraud? 

iii) What is the effectiveness of internal controls in tackling internal fraud in 

Commercial Banks in Tanzania?   

iv) What is level of employee’s awareness in internal fraud issues in Tanzania 

Commercial Bank? 

            

1.4    Significances of the Study  

The study is important to:- 

 

To Policy makers, the study will pose a problem (if any) of the stated topic and  

hence benefit policy makers who after identifying the problem will come with better 

policies which will be suitable for tackling internal fraud in commercial banks in 

Tanzania. 
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To organizations, The study challenged the bank on the better understanding of 

internal fraud and come with suitable solutions in preventing and detecting internal 

fraud. 

 

To Academic purpose, To meet professional requirement since the research is one 

of the requirements for successful completion for partial fulfillment of the 

requirement for the award of Masters of Business Administration in Corporate 

Management.   

 

1.5   Limitations of the study 

In doing this study, the researcher may encounter the following limitations: 

 

Time constraint, this study was carried out in a short period of time because the 

timeframe requirement was to meet the deadline of the academic calendar of 

Mzumbe University, Dar Es Salaam Business School. 

 

Financial limitation, lack of adequate finances may affect the quality and quantity 

of data collected during the study. This may hinder the researcher to conduct 

the study effectively because the researcher might not be able to interview as 

many respondents as expected. 

 

Sample size selected, since the research based at the offices of National Bank of 

Commerce. Bank and the sample size involved only 50 respondents; this may not 

reflect a true representation of the real situation on the study. 

Another limitation is confidentiality of information, some of the information is 

likely to be treated as confidential and, therefore, deny access to it by the researcher. 

 

Uncooperative attitude by potential respondents, this is a common problem where 

common people who do not know the importance of the research and even the 

educated once that are used to giving out the opinions and see nothing being done 

might not be willing to cooperate with the researcher. 
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1.6    Delimitation of the Study 

To deal with various problems that the researcher might face in conducting the study, 

the researcher focused the study on only at the offices of NBC headquarters. This 

helped the researcher to minimize both, the time and money to spend in conducting 

the study.  

To address the issue of local empirical literature related to the issues raised in the 

statement of the problem, the researcher sourced materials from the internet so as to 

fill the gaps in literature review   

 

The researcher had to make a close follow up of the questionnaires either by physical 

visits or by phone calls to ensure the complete participation in the study also through 

assurance that the information which has been used only for academic purposes.  

The questionnaires prepared should be simple, short up to the point and attracts 

participants to fill the in. 

By using her skills, experiences in the management, profession and theoretical 

orientation in research methods, the researcher thoroughly explain to participants 

about the study rationale and implication for them by participating in the study.          
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

The objectives of this chapter are to review the existing literature and provide an 

overview of internal fraud in the banking industry in particular. The chapter also 

seeks to show what other researchers have explored in relation to internal fraud and 

how it can be prevented and detected 

 

 2.2 Theoretical Literature Review 

Here several theoretical literatures had been reviewed to get more information on the 

topic at hand. 

 

2.2.1 Internal Fraud 

Internal fraud” is a term assigned to a wide variety of criminal behavior perpetrated 

by a firm’s own employees or contractors, and generally falls into three categories: 

theft from customers, theft from the firm, and abuse of position. Biers, (2006) wrote 

that,  it is a significant problem where by more than half of the commercial banks  

surveyed attribute at least 5% of their total fraud losses to internal fraud, costing 

firms hundreds of millions of dollars collectively. 

 

Bou-Raad, (2010), argued that the UK’s fraud prevention service (CIFAS) states that 

internal fraud occurs when a member of staff dishonestly makes false representation, 

or wrongfully fails to disclose information, or abuses a position of trust for personal 

gain, or causes loss to others. Fraudulent activities perpetrated by members of staff 

can range from compromising customer or payroll data to straightforward theft or the 

submission of inflated expenses. Internal fraud can also be opportunistic i.e. it can be 

a completely unplanned attack purely for personal financial gain.  However, internal 

fraud can also be linked to a serious and organized criminal network or terrorist 

financing. 
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Most financial services firms are not keen to discuss the issue; institutions that build 

their brands on trust and reliability do not want it widely known that insider fraud is 

a problem. Financial services firms must examine their current internal fraud 

prevention environment and determine how to bolster it,” says Julie Conroy 

McNelley, senior analyst with Aite Group. “As competitors develop more robust 

defenses, fraudsters will migrate to the path of least resistance” Brody (2008). 

 

The UK Report on Fraud and Internet Crime (Action Fraud) define Internal Fraud 

which sometimes being referred as employee fraud or staff fraud as when fraud is 

committed against an organization or company an individual is working for. Internal 

frauds can include: 

 

• payment fraud  

• procurement fraud  

• travel and subsistence fraud  

• personnel management  

• exploiting assets and information  

• receipt fraud 

 

Fraud isn’t always a threat from outside. Without the right internal systems and 

controls, your business can be exposed to a threat from within. While the majority of 

employees are honest and trustworthy, a company with weak internal processes and 

controls will be vulnerable to the risk of fraud from within. This could even involve a 

trusted member of staff Chun, (2008). 

 

Internal fraud doesn’t just cover theft of cash or property. Employees may also 

routinely provide goods and services to friends and family without authority. An 

even more serious problem is the theft of confidential information, intellectual 

property and customer data – including pricing or tendering figures. 

Internal fraud within banks happens at every employee level, but those who steals the 

most money is very often the seasoned and well-trusted employee. Often it’s the 

practiced employees who have been with the bank for a long period of time and have 

javascript:location.href='mailto:'+String.fromCharCode(106,109,99,110,101,108,108,101,121,64,97,105,116,101,103,114,111,117,112,46,99,111,109)+'?'
javascript:location.href='mailto:'+String.fromCharCode(106,109,99,110,101,108,108,101,121,64,97,105,116,101,103,114,111,117,112,46,99,111,109)+'?'
http://www.actionfraud.police.uk/node/254
http://www.actionfraud.police.uk/node/262
http://www.actionfraud.police.uk/node/285
http://www.actionfraud.police.uk/node/256
http://www.actionfraud.police.uk/node/217
http://www.actionfraud.police.uk/node/273
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gained an ample amount of trust and control over a specific area or account that end 

up stealing. 

 

According to Cooper (2006) there are red flags. A typical case usually involves a 

trusted employee who has a lot of responsibility within the bank and doesn’t take 

vacations. “They tend to be very territorial in their business because they are 

attempting to cover up the fact that they are taking money out of the bank,” he said. 

Cooper (2006) said he sees a lot of tenured employees get caught up in employee 

dishonesty. “It’s a problem that isn’t going to go away; it is always going to be there. 

You can lessen your exposure by doing certain things but you’re probably never 

going to be able to eliminate it.” 

 

There is clear evidence that, in some instances, organised criminals will attempt to 

place individuals inside an organisation. Their aim is to obtain confidential 

information or commit fraud, now or at some time in the future. Internal Fraud can 

occur in all department such as Retail Banking, Corporate banking, Baking 

operations, Human Resource department, Retail and corporate Credit, Business and 

information technology department, Risk department. You need to ask yourself - 

does your business have effective controls to safeguard all company assets, including 

customer data and intellectual property? 

 

Research shows that internal fraud is committed by both employees and management 

and accounts for 50-80% of frauds committed in organizations. Employees have 

access to information, processes, systems and assets therefore making it easier for 

them to de-vice ways of committing fraud without being detected. (Goldmann 2009).  

The Bank’s statistics show that the frequency of internal fraud is increasing 

drastically and has by far inflicted the most significant losses to the bank. This is 

because some dishonest employees and managers have found ways to override 

systems and or collude with outsiders to defraud the banks. According to the Bank’s 

fraud unit, management fraud occurs less frequently but accounts for the greatest 

financial losses. Position equals power; managers and executives, having more 

access to more information and assets than regular employees and can commit fraud 
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relatively easier without being noticed. It takes years for an owner to build a 

business, but only a few weeks for an unscrupulous employee to destroy all of that 

hard work by committing multiple acts of fraud. Approximately 75 percent of 

employees have stolen from their companies at least once over the course of their 

careers, according to the International Foundation for Protection Officers, and about 

half of those offenders will steal again (Culpan, 2005). 

 

The risk is greatest in small to mid-size banks with limited staff, where one person is 

solely responsible for processing financial transactions and signing 

checks.“Executives are asking for trouble if they don’t background check prospective 

employees or segregate financial transactions because the accumulated losses from 

internal fraud are capable of bringing a small company to its knees,” says Charlie 

Ott, a vice president and regional manager for security at California Bank & Trust, a 

wholly-owned subsidiary of Zion’s Bancorporation. 

 

Trusted bank employees, with access to the company’s various systems and bank 

accounts, can siphon off funds by setting up phony vendors in the accounts payable 

module and paying erroneous invoices. Or, they may surreptitiously switch account 

numbers in the online bill pay system and use company funds to pay personal credit 

cards, mortgages and car payments. Some use software to replicate blank check stock 

or insert their name into the payee line. Other times, they submit phony receipts on 

expense reports or deposit company checks into their personal accounts (Musoke, 

2008). 

 

Fraudsters spend every day looking for opportunities and honing their craft, and 

they’re bound to succeed unless you are vigilant and take a few preventative 

measures. 

The following types which are the most common types of bank frauds in                

Commercial banks as identified by Alashi (1994) and Adeyemo (2012):  

 

 

 a)Forgeries 

http://calbanktrust.com/
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These forgeries they involve the deceptive copying and use of customer’s signature 

to draw huge sum of money from the customer’s account without previous 

permission of the customer. Such forgeries may be targeted at savings accounts, 

deposit accounts, current accounts or transfer instruments such as drafts. Experience 

has shown that most of such forgeries are perpetrated by internal staff or by outsiders 

who act in conspiracy with employees of the bank who usually are the ones who 

release the sample signatures being forged (Idolor, 2010). 

 

b).       Unofficial Borrowing 

In this instance, bank employees borrow from the vaults and teller tills off the record. 

Such unauthorized borrowings are done in exchange of the staff post-dated cheque or 

even nothing. These borrowings are more rampant on weekends and during the end 

of the month when salaries have not been paid. Some of the unauthorized borrowings 

from the vault, which could run into thousands of money, are used for fast businesses 

lasting a few hours or days after which the resources are replaced without any 

substantiation in place that they were taken in the first place. Such a practice when 

done recurrently and with no official records, soon very easily becomes prone to 

manipulations, whereby they resort to other means of balancing the cash in the 

bank’s vault without ever having to replace the sums of money collected. 

 

c).       Defalcation of customers Deposits 

The defalcation which involves the misappropriation of funds that are held in trust by 

bankers on behalf of their customers. Defalcation of customers deposits either by 

conversion or fraudulent alteration of deposit vouchers by either the bank staff or 

customer is a common form of bank fraud. Where the bank staff and customer 

conspire to defalcate, such fraud is usually smartly perpetrated and takes longer time 

to find out. They can only easily be revealed during reconciliation of customers’ 

bank account. 

 

d).      Theft and Embezzlement 

This represents another form of fraud which involves the illegal collection of 

financial items such as cash, travelers’ cheque and foreign currencies. It could also 
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involve the dishonest collection of bank property such as motor vehicles, computers, 

stationeries, equipments, and different types of electronics, owned by the bank. 

 

e).       Impersonation 

This one involves assuming the role of another person with the intent of dishonestly 

committing fraud. Impersonation by third parties to fraudulently obtain new cheque 

books which are consequently utilized to commit fraud is another popular dimension 

of bank fraud.Cases of impersonation have been known to be particularly successful 

when done with Conniving bank employees, who can readily make available, the 

specimen signatures and passport photograph of the unsuspicious customers. 

 

f).      Manipulation of Vouchers 

Manipulation of vouchers involves the replacement or alteration of entries of one 

account to another account being used to commit the fraud. This account would 

obviously be a fabricated account into which the funds of unsuspecting clients of the 

banks are transferred. The amounts taken are usually in small amounts so that it will 

not easily be noticed by top management or other unsuspicious staff of the bank. 

Manipulation of vouchers can thrive in a banking system saddled with inadequate 

checks and balances such as poor job segregation and lack of detailed daily 

examination of vouchers and all bank records. 

 

g). Computer Frauds 

It involves the deceptive manipulation of the banks’ computer, either at the data 

collection stage, the input processing stage or even the data dissemination stage. 

Computer frauds could also occur due to improper input system, virus, program 

manipulations, transaction manipulations and cyber thefts. In this epoch of enormous 

deployment of automated teller machines (ATMs) and online real time e-banking and 

commerce; computer frauds arising from cyber thefts and crimes has assumed a very 

threatening dimension (Wambui, 2010). 

No bank seems to be invulnerable to it, and a considerable percentage of the 

enormous amount of money spent annually in the banking sector to help reduce fraud 

usually are channeled towards fighting computer frauds and cyber crimes/thefts. 
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h). Account-Opening Fraud 

Account opening fraud usually starts when a person unsuspectingly by the bank, 

opens a transaction account with fake identification. Such a person might use the 

account for illegal transaction and close the account within a short period of time. 

 

i). Fraudulent Money Transfer 

Fraudulent fund transfer which may result from a request created solely for the 

purpose of committing a fraud or the alteration of a legitimate funds transfer request. 

A genuine request can be altered by changing the beneficiary’s name or Account 

number or changing the amount of the transfer. These day “yahoo boys” the name 

giving to scammers in today’s world that send fake e-mails to would-be victims, 

asking them to apply for fake contracts or fake lottery thereby winning non-existing 

money from a dead billionaire’s account in different parts of the world. They connive 

with fraudulent bankers to withdraw their ill-gotten hard currencies. 

 

2.2.2     Fraud Triangle 

Although an element of greed is often present in the vast majority of internal fraud 

cases, employees are known to commit fraud according to three variables (Joseph T 

wells):  

•  Opportunity  

•  Motivation/pressure  

•  Integrity/rationalization.  

 

Motivation/pressure  

The first leg of the fraud triangle represents pressure. This is what motivates the 

crime at the first place. The individual has some financial problem that he is unable 

to solve through legitimate means, so he begins to consider committing an illegal act, 

such as stealing cash or falsifying a financial statement as a way to solve his 

problem. The financial problem can be personal (e.g., he is too deep in personal debt) 

or professional (e.g., his job or business is in jeopardy. 
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Opportunity 

These are circumstances that allow an employee to carry out the misappropriation of 

cash or other organizational assets. The opportunity to commit fraud is typically 

addressed through internal controls if the proper checks and balances exist, it is more 

difficult (though still not impossible) to defraud an organization. Some argue that 

internal controls are simply not enough to deter fraud. They cite two reasons: First, 

controls are supposed to provide only reasonable assurance. Second, there are few 

controls that cannot be overridden or circumvented by people with sufficient 

motivation.  

 

 

Integrity / rationalization  

The third leg of the fraud triangle is rationalization. The vast majority of fraudsters 

are first-time offenders with no criminal past; they do not view themselves as 

criminals. They see themselves as ordinary honest people who are caught in a bad set 

of circumstances.Consequently the fraudster must justify the crime to himself in a 

way that makes it acceptable or justifiable act. The common rationalizations 

fraudsters use include: 

 

I was only borrowing the money 

I was entitled to the money 

I had to steal to provide for my family 

I was underpaid my employer cheated me 

My employer is dishonest to others and deserves to be fleeced 
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Figure 2.1 the fraud triangle 

 

                     

 

The 2008 Report to the Nation [Association of Certified Fraud Examiners, 2008] 

based on data compiled from 959 cases of internal fraud between January 2006 and 

February 2008 found that 

• Participants of the study estimated that U.S. merchants and commercial banks    

loose 7% of their annual revenues to internal fraud.   

• The median loss in the analyzed cases is 175’000 dollars and one quarter of 

the             cases involved losses of at least one million dollars. 

• The typical fraud case lasted two years from starting the fraudulent behavior 

until its Detection. 

• The most common fraud schemes were corruption (27%) and fraudulent 

billing schemes (24%), while financial statement fraud was the most costly 

category with a median loss of two million dollars. 

• Implementations of anti-fraud controls appear to have measurable impact on 

an       organizations exposure to fraud. 

• Fraud perpetrators often display behavioral traits that serve as indicators of 

possible illegal behavior (e.g. living beyond their apparent means or 

experiencing financial difficulties at the time of fraud). 
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An article in Bankers Hotline (Twaijry, 2009) states that “money laundering gets all 

the publicity, but there are numerous areas where fraud and theft take place in 

financial institutions”. The authors furthermore state that employees steal because 

they “truly believe they won‘t get caught “and “feel overworked and underpaid and 

are out to “get back” the financial institution”. This may gain brisance in times of a 

financial crisis with reputational challenges and job insecurities. 

In their initial paper on the current landscape of internal fraud, the Santa Fe Group 

warns that criminal activity occurring inside financial institutions extends far beyond 

material gain for the individual employee, but may feed activities of fraud rings and 

other criminal groups around the globe.  

 

In their Forensic Fraud Barometer 2009 [Osborne, 2009] KPMG reports that “fraud 

nears record levels in 2008 and worse to come” in the UK with “over £1.1bn of fraud 

nationwide, the second highest level in 21 years”. Summarizing these insights, we 

can state that even when ignoring reputational losses (which seems to be the case in 

the reports cited above), internal fraud causes considerable damage. The high level of 

fraud cases revealed by hints indicates that applied monitoring solutions may have 

room for improvement. A fraud which is only revealed after the deceived customer 

complains is a worst case scenario concerning reputation in particular for the banking 

business, which relies highly on customer trust. 

 

2.2.3 Weakness in Internal Controls as a major source for internal fraud 

The Institute of Chartered Accountants of England and Wales (ICAEW), defined 

internal control as the whole system of controls, financial or otherwise, established 

by management in order to carry on the business of an enterprise in an orderly and 

efficient manner, ensure adherence to management policies, safeguard the assets and 

secure as far as possible, the completeness and accuracy of the records. Internal 

controls always work best when they are applied to multiple divisions and deal with 

the interactions between the various business departments. No two systems of 

internal controls are identical, but many core philosophies regarding financial 

integrity and accounting practices have become standard management practices. 
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The KPMG review report on internal controls in banks explained that, a system of 

effective internal controls is a critical component of commercial bank management 

and a foundation for the safe and sound operation of banking organizations. A 

system of strong internal controls can help to ensure that the goals and objectives of a 

banking organization will be met, that the bank will achieve long-term profitability 

targets, and maintain reliable financial and managerial reporting. Such a system can 

also help to ensure that the bank will comply with laws and regulations as well as 

policies, plans, internal rules and procedures, and decrease the risk of unexpected 

losses or damage to the bank’s reputation 

 

The need for the internal control systems in the commercial banks cannot be 

undermined, due to the fact that the banking sector, which has a crucial role to play 

in the economic development of a nation, is now being characterized by macro 

economic instability, slow growth in real economic activities, corruption and the risk 

of fraud. Fraud, which is the major reason for setting up on internal control system, 

has become a great pain in the neck of many commercial banks in Tanzania. It has 

also become an unfortunate staple in Tanzania international reputation. Fraud is 

really eating deep into the Commercial banking system and that any bank with a 

weak internal control system, is dangerously exposed to bank internal fraud. 

The BOT journal reported that cases of attempted fraud and forgery in Commercial 

banks, as at half-year 2010 have surpassed what was recorded for the whole year 

2009. The BOT half-year report for 2009, revealed a total of 241 cases of attempted 

fraud and forgery, involving more than 5.4 billion, $35,406.1, 150 Euros were 

reported as at June, 2009. In 2007,193 cases were reported involving 4.6 billion, 

$1.8 million and 14,389.7 pound sterling. The journal also reported that the 

backward development was attributable to weaknesses in the internal control systems 

of the Commercial banks. This has clearly pointed the picture of how internal fraud 

has penetrated in the financial strength of Tanzania Commercial Banks. 

 

ICAN (2006a, b) categorized controls into three major classifications: 
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Preventive controls: These are controls that predict potential problems before they 

occur and make adjustments. They also prevent an error, omission or malicious act 

from occurring. Examples of preventive controls includes: Using well-designed 

documents to prevent errors. Establishing suitable procedures for authorization of 

transactions. Employ only qualified personnel and the segregation of duties. 

 

Detective controls: These controls are designed to detect and report the occurrence 

of an omission, an error or a malicious act. Examples of detective controls includes: 

duplicate checking of calculations. Periodic performance reporting with variance 

error message over tape labels. Hash totals counter cheques post-due account reports. 

 

Corrective controls: These controls help to minimize the impact of a threat, identify 

the cause of a problem, correct errors arising from the problem. They also correct 

problems discovered by detective controls and modify the processing system (s) to 

minimize future occurrence of the problem. Examples of corrective controls are: 

contingency planning back up procedures rerun procedures Business Continuous 

Management. 

All of these controls are important and must be applied in the day to day banking 

operations. Lack of these controls is the major reasons for internal fraud in 

commercial banks. The Bank of Tanzania training institute in one of its publications 

reported weaknesses in the following banking specific control procedures:  

• Reporting and reviewing reconciliations. 

• Checking the arithmetical accuracy of the records. 

• Controlling applications and environment of computer information 

environment systems, for example, by establishing controls over changes to 

computer programs, access to data files etc. 

• Maintaining and reviewing control accounts and related subsidiary ledgers. 

• Approving and controlling of documents. 

• Comparing internal data with external sources of information. 

• Comparing the results of physical verification of cash, fixed assets, 

investments and inventory with corresponding accounting records. 

• Restricting direct access to assets, records and information. 
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• Comparing and analyzing the financial results with corresponding budgeted 

figures. 

 

The KPMG review report on internal controls in banks also mentioned specific 

internal control procedure to be followed by a bank depends upon the nature and 

complexity of the operations of the Commercial banks. However the report explained 

clearly that lack of the following five general procedures as to be followed by the 

banks are the major sources of internal fraud in commercial banks; 

 

i)  Segregation and Rotation of Duties 

This is the primary control activity to ensure that frauds and errors are prevented or 

detected, as the case may be, in a timely manner. Segregation and rotation of duties 

reduces a person’s opportunity to commit fraud and ensure detection of errors and 

mistakes. For example the official at the cash counter should not be responsible for 

maintaining records about cash receipts and payment. Thus the segregation of duties 

should be amongst the following functions:  

▪ Authorizations of transactions 

▪ Execution of transactions 

▪ Physical custody of related assets 

▪ Maintenance of records, documents etc.  

ii) Authorizations of Transactions 

Banks usually follow a system of approvals and authorization to execute specified 

kind of transactions in accordance with prescribed conditions. Authorization may be 

general applicable to all transactions or specified for a single transaction. Thus it is 

necessary to ensure that the authorizations are made by persons acting within their 

scope of authority. For example management can make a rule that all credit 

transactions over a specified limit should be passed through and authorized by a 

higher level official. Banks usually follow the following procedures for authorization 

purpose: 

  

• The financial and administrative powers of each official/each position are 

fixed and communicated to all persons concerned. 
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• All financial decision at any level are required to be reported to the next 

higher level for confirmation/information. 

• Any deviation from the laid down procedures requires confirmation from/ 

intimation to  higher authorities 

• Branch Managers have to send periodic confirmation to their controlling 

authority on compliance of the laid down systems and procedures. 

iii) Accountability for and Safeguarding of Assets 

The accountability and safeguarding of assets can be ensured by maintaining 

adequate records and limiting access. Access to assets should be limited to 

authorized personnel and there should be documentation for any access or use. 

Access is not limited to physical access but also includes indirect access by way 

preparing documents for their acquisition or disposal. Periodic checking of actual 

assets with records also helps to ensure that there has been no fraud, violation etc.   

  iv)    Accounting, information and communication Systems.  

An effective internal control system requires that there are adequate and 

comprehensive internal financial, operational and compliance data, as well as 

external market information about events and conditions that are relevant to decision 

making. Information should be reliable, timely, accessible, and provided in a 

consistent format.  

Accounting System includes a series of tasks and records of an entity by which 

transactions are processed as a means of maintaining financial records. Such systems 

identify, assemble, analyze, calculate, classify, record, summarize and report 

transactions and other events. Management should ensure that the systems maintain 

adequate records and documents. Accounting controls should ensure that the 

transactions are recorded at correctly in relevant accounting periods and classified in 

appropriate heads. As specified in AAS6 internal controls relating to the accounting 

system are concerned with achieving the following objectives:  

 

• Transactions are executed in accordance with management's general or 

specific authorization. 

• All transactions and other events are promptly recorded in the correct 

amount, in the appropriate accounts and in the proper accounting period so as 
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to permit preparation of financial statements in accordance with the 

applicable accounting standards, other recognized accounting policies and 

practices and relevant statutory requirements, if any, and to maintain 

accountability for assets. 

• Assets and records are safeguarded from unauthorized access, use or 

disposition. Recorded assets are compared with the existing assets at 

reasonable intervals and appropriate action is taken with regard to any 

differences. 

 

• Banks usually follow the following procedures to achieve these objectives: 

• All records are maintained in the prescribed books and registers only which 

ensure that all requisite particulars of a transaction are adequately recorded. 

• Each Branch is assigned a unique code number which is required to be 

specified in all the important documents 

• All books are balanced periodically and confirmed by an official. 

• All inter office transactions are reconciled within a specified time-frame. 

• Information and communication systems enable all personnel to understand 

their roles in the control system, how their roles relate to others, and their 

accountability. Information systems produce reports on operations, finance, 

and compliance that enable management and the board to run the bank. 

Communication systems impart information throughout the bank and to 

external parties such as regulators, examiners, shareholders, and customers. 

i) Monitoring Activities.  

The overall effectiveness of the banks internal controls should be monitored on an 

ongoing basis. Management should ensure that the internal control systems are 

functioning properly and are suitable in light of changing circumstances this 

assessment should be on an ongoing basis to institute preventive and corrective 

measures in a timely manner. Monitoring can be done both internally and externally. 

Internal monitoring or self-assessment is done by delegating review functions to the 

staff at different levels.  
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Monitoring activities are integrated as a part of daily activities as well as undertaken 

as specific periodic evaluations. Management should ensure segregation of 

monitoring and operating duties of bank personnel for a fair evaluation. The 

frequency depends upon the risks involved and the nature of changes occurring in the 

operating environment. However, Banks should not depend only on self-assessment 

for its internal control evaluation. Independent Checks conducted by external entities 

on the banks internal control system is imperative for a fair review of the internal 

control systems.  Independent checks involve a periodic or regular review of 

functioning of the system by independent persons to ascertain whether the control 

procedures are being performed properly.  

Banks usually have an elaborate, well-organised system of internal audit which is 

carried on by a separate department in the bank or by firms of chartered accountants. 

The usual forms of internal audit carried on are revenue audit, branch inspection, 

head office inspection and concurrent audit. Banks also have their own vigilance 

department to investigate matters relating to fraud, misappropriation etc. 

Additionally, there are also periodic RBI inspections. All these activities help the 

management to ensure that the banks operations are running properly in the manner 

as to achieve its objectives. The statutory auditor depends upon the findings from 

these independent checks to evaluate the efficacy of internal control  

 

The prevention and detection of frauds are basically the responsibility of the 

management, through the establishment of effective and efficient internal control 

system. The functions of fraud prevention, detection and control are interwoven, as 

the three works together to eliminate fraud and fraudulent tendencies. The 

knowledge of the possible causes of a disease will assist a medical doctor to give 

adequate prescription and panacea, for the prevention and cure of the disease. 

 

Similarly, it is pertinent for the commercial banks to follow preventive, detective and 

curative measures to control fraud in the banking sector.Therefore adequate internal 

control system should be put in place by commercial banks so as to ensure that the 

bank’s assets are safeguarded, of which cash is one. This would go a long way in 

reducing and curbing fraud in commercial banks. Also proper attention should be 
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paid to cash as from the findings, it is observed that cash is the most vulnerable asset 

to theft, as it can be seen that cash accounted 64.52% of fraud committed in banks. 

The study also reveals that cashiers are the major culprits in perpetrating fraud, 

hence, their recruitment must be thorough, proper guarantee should be requested 

from the applicant, before given the post of a casher. Banks should also arrange for 

cash in transit insurance cover in order to prevent the risk of loss of any cash in 

transit. 

 

According to Albrecht (2006), the symptoms of poor internal controls increase the 

likelihood of fraud activities. Internal control symptoms include a poor control 

environment, lack of segregation of duties, lack of physical safeguards, lack of 

independent checks, lack of proper authorizations, lack of proper documents and 

records, the overriding of existing controls, and an inadequate accounting system. 

Bologna (2007) cites the environmental factors that enhance the probability of 

embezzlement, they are: inadequate rewards; inadequate internal controls; no 

separation of duties or audit trails; ambiguity in job roles, duties, responsibilities, and 

areas of accountability; failure to counsel and take administrative action when 

performance levels or personal behavior fall below acceptable levels; inadequate 

operational review; lack of timely or periodic review, inspections, and follow-up to 

assure compliance with company goals, priorities, policies, procedures, and 

governmental regulations and failure to monitor and enforce policies on honesty and 

loyalty. 

 

Smith (2009) offered a typology of individuals who embezzle. He indicated that 

embezzlers are “opportunist’s type”, who quickly detects the lack of weakness in 

internal control and seizes the opportunity to use the deficiency to his benefit. To 

deter embezzlement he recommended the following measures:- 

• Institute strong internal control policies, which reduce the opportunity of 

crime. 

• Conduct an aggressive and thorough background check prior to employment. 

 



24 

 

Haugen and Selin (2009) discussed the value of internal controls. Internal control 

system has four broad objectives: to safeguard assets of the firm, to ensure the 

accuracy and reliability of accounting records and information, to promote efficiency 

in firm’s operations and to measure compliance with management prescribed policies 

and procedures.  

 

Sharma and Brahma (2009) have emphasized on Banker’s responsibility on frauds. 

They indicated that bank frauds could crop up in all spheres of bank’s dealing, like 

cheque frauds, deposit account frauds, purchase bill fraud, hypothecation fraud, loan 

fraud, frauds in foreign exchange transactions and inter-branch account.  

Harris and William (2010) examined the reasons for loan frauds in banks and 

emphasized on due diligence program. This is a proactive approach, with each 

business line within the institution establishing policies and procedures for 

conducting due diligence investigations for both new and existing customers .They 

indicated that lack of an effective internal audit staff at the company, frequent 

turnover of management or directors, appointment of unqualified persons in key 

audit or finance posts, customer’s reluctance to provide requested information or 

financial statements and fictitious or conflicting data provided by the customers are 

the main reasons for loan frauds.Fraud thrives when conditions are right. A "fraud-

friendly environment" is characterized by lax corporate culture on the enforcement of 

internal controls; deficient and/or absence of requisite risk controls, staff apathy and 

overconfidence. 

 

Beirstaker, Brody, Pacini (2010) proposed numerous fraud protection and detection 

techniques. These various techniques include fraud policies, telephone hotlines, 

employee reference checks, fraud vulnerability reviews, vendor contract reviews and 

sanctions, analytical reviews (financial ratio analysis), password protection, 

firewalls, digital analysis and other forms of software technology, and discovery 

sampling. 

 

Bhasin (2011) examined the reasons for cheques frauds, the magnitude of frauds in 

Indian banks, and the manner, in which the expertise of internal auditors can be 
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integrated, in order to detect and prevent frauds in banks. He emphasized that though 

the head of the branch holds the responsibility for ensuring adherence to prescribed 

systems and procedures, the bank's internal auditors also occupy a special position in 

the detection and prevention of frauds. In addition to considering the common types 

of fraud „signals', auditors can take several proactive' steps to combat frauds. 

Checking frauds requires training, account screening, signature verification and 

information sharing with regulators and local authorities. One important challenge 

for banks, therefore, is the examination of new technology applications for control 

and security issues.Ganesh and Raghurama (2012) believe that training improves the 

capabilities of employees by enhancing their skills, knowledge and commitment 

towards their work.  

 

The controversy is still raging over who are the main architects of the rapidly 

increasing incidence of organized criminal activity involving financial institutions in 

Tanzania. For their part, the banks have distanced themselves away from the 

malfeasance, categorically saying they are the victims rather than organizers of the 

mayhem! 

 

2.2.4        The Understaffing as the other source of internal fraud 

The 2012 BOT report on fraud stated that, most Commercial banks experience 

periods of economic down time. During these times, lots of commercial banks cut 

back on staffing to save funds and stay in business. Unfortunately, prolonged 

understaffing can lead to a variety of issues that can greatly harm the business. Bank 

managers should be conscious of the problems that occur when the workforce is 

reduced so they can weigh the pros and cons of keeping their enterprise short-staffed. 

 

It has been noticed that most of the fraudulent transactions occur in areas where the 

staff are insufficient. This is because few workers can perform multiple tasks which 

were supposed to be done by a team of several people’s. The audit report of the BOT 

revealed that most of the commercial banks in Tanzania face this problem and that is 

the major cause of fraudulent incidences. The report stated that, in a certain branch of 
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a commercial bank here in Tanzania, they found one staff issuing the PIN mailer and 

the same person issuing the ATM card which is totally not allowed as one may create 

several “fake ATM cards. 

 

The report also showed a shocked incidence whereby they found one branch 

accountant in a certain remote branch of a commercial bank, holding keys such as 

strong room keys, vault tellers keys and the keys for banking hall just because there 

is no one else who can hold these keys. This is not allowed as per banking rules and 

regulations since these keys are supposed to be held by different people to avoid the 

opportunity of one being tempted to commit fraud. 

In NBC in its Fraud Register, several cases have been reported in branches where 

staffs are not enough. Most of the remote branches have the understaffing problem. 

You may find that in the branches where the number of staff is supposed to be 30 

you may only find 20-25 staff. And most of the fraudulent cases have been reported 

from these branches. 

 

In branches where bank tellers are not sufficient they always end theirs days work 

with cash shortages and over’s. A case was reported in certain branch here in town 

whereby the teller used to take money from customers during working hours and 

lend to other customers and return them during close of business hours. This 

happened because there were shortages of supervisors who are supposed to do 

physical and online check  up for all money held by tellers. It has been observed that, 

always mistakes increase if the company remains short-staffed for an extended 

period. Bankers are going to tire under the extra burdens put upon them, and fatigue 

causes errors. Management has to work more closely with their staff and set up an 

effective quality-check system to catch problems before they reach the sales floors. If 

this does not happen, fraudsters will take advantage of this situation and fulfill their 

 

2.2.5             Other Causes for Internal Fraud 

There are other causes for Internal fraud these include law pay packages and other 

remuneration such as overtime and other allowances. The financial junction journal 
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reveled that business today is very competitive, and employees often stressed, as a 

result, they have a feeling of being overworked, underpaid, and unappreciated. If 

employees are also struggling with serious personal problems, their motivation to 

commit fraud is very high.  

 

The Forensic Manager at NBC in his report agreed that most of the victims in 

internal fraud cases are coming from departments were they are paid low. He agreed 

that a low salary is the other cause for bank clerks to commit fraud. He went further 

and reveled that most of the recommendations from investigators mentioned the law 

pay packages as the other major source for employees to commit fraud and they 

strongly recommended for salary review in most of the department of the bank. 

The other source for internal fraud is the weakness in personnel and recruitment 

policies. The report from Tanzania Bankers Association showed that Most of the 

Commercial Banks are not doing the so called Screening process which is very vital 

in the process of recruitment and selection. Now days Financial Institutions are 

obliged to comply with the BOT regulation of the screening process whereby this is 

process of  going through the profile and details  of all staff before offering them 

contracts to work with the bank just to make sure they are not blacklisted in any 

institution. The process also involve even taking the finger prints and do the 

countercheck at the Police just to be sure that they do not have criminal records. The 

TBA annually report showed that some of the Commercial banks do not comply with 

this BOT regulation as the result they end up employing people who have fraud 

record and even blacklisted. 

 

The chairman of the Tanzania Bank of Association also mentioned that other 

Commercial banks are not doing the Effective internal Audit and that due to these 

fraudsters are getting opportunities to commit fraud. The Effective internal audit if 

conducted properly will point out areas of weakness and suggest the proper measures 

to be taken against those weaknesses. There are many other reasons for employee 

fraud, the more common being revenge, overwhelming personal debt, and substance 

abuse. 
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2.3     The Extent of Internal Fraud in Commercial Banks in Tanzania 

In recent times, Tanzania's financial sector in general, and the banking industry in 

particular, has been hit hard by a series of seemingly coordinated financial swindles 

that have resulted in huge losses of bank deposits. This is usually done by mysterious 

breaching of weak spots in the extant banking systems. In its inquiries, Business 

Times learned that quite a good number of suspects in many court cases that involve 

financial finagling are banking employees. Some reports say hundreds of bank 

employees have been expelled in recent months on grounds of somehow being 

involved in fraudulent activities at their workplaces 

 

However, the outgoing chairman of the Tanzania Bankers Association, Ben 

Christiaensen, says bank employees should not be fingered as the organizers of the 

financial crimes, since not a single one of them has been convicted in any court of 

law for such an offence! (Twaijry, 2009) 

 

TBA is an umbrella organization of the banking sector in Tanzania, while 

Christiansen is a former chief executive officer of the National Micro-finance Bank 

(NMB).Speaking in Dar es Salaam on Wednesday during the Association's 14th 

annual general meeting; Christiansen said financial crimes organizers always use the 

weakest point(s) of the banking systems to achieve their ignoble mission.  

However, this has been graphically described by analysts as a case of the bankers 

washing their hands of what must be an ignominious matter. The general perception, 

they claim, is that there definitely are some bank employees who are the main 

architects of the phenomenally successful financial crimes in general and baking 

frauds in particular. 

 

Pressed further on the issue, the executive director of the Bankers Association, 

Paschal Kamuzora stated that the bankers themselves have already embarked upon 

measures to tackle the problem. For starters, TBA members have been required to 

form Crime Committees at the firm level to deal with the matter. He also admitted to 

the increasing internal fraud, saying the issue was under the spotlight of banking 
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operations. "We should not use fire brigade (tactics) to deal with this problem; but 

we also do not need to stay silent," Kamuzora said. 

 

In the event, Kamuzora (2007) revealed that the banking sector has also  formed a 

Committee involving the Judiciary, criminal investigation authorities and the 

Association to determine the root cause of the problem. However, he noted that the 

main challenge in the fight against internal fraud is undue delays in adjudicating 

upon cases within the extant judiciary systems. "We have requested the Judiciary to 

explore ways and means of clearing up outstanding cases involving organized 

financial crimes, as they are taking too long to resolve," he said in an interview. 

 

The newly-elected TBA chairman, Mafuru, (2012), said the incidence of internal 

fraud is among the issues that would be on the Association's agenda for Year-

2011.He said that the main issues that TBA will be dealing with in 2011 include 

proposals to have a common currency within the East African Community; 

establishment of a Credit Reference Bureau; anti-money laundering, and overall 

banking sector operations. Judging from recent experience, it is becoming 

increasingly evident that Tanzania's banking sub-sector is finding it difficult to tackle 

the problem head-on and, as such, it will take a long time to root out serious financial 

fraud. A source in the banking industry revealed that the increasing swindling in 

local banking systems is caused by some banks migrating into offering exotic 

banking services without first taking the requisite precautionary measures against 

related risks. 

 

According to Mafuru, the main architects of fraud – and banking theft in particular 

include staff members of IT systems administration who access banks savers; 

officials of the bidders who are commissioned to install IT systems and facilities 

within banks; banks tellers, and senior officers of various bank departments. “Most 

of the banks were driven by market forces to adopt new technologies in offering 

services without taking any precautions,” said one banker. “Some did this only 

because fellow banks across the street did so!” 
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The United Bank of Africa chief operating officer, Imo Etuk, told Business Times 

recently that the issue of internal fraud – especially during this time when banks are 

trying to convert their services onto clients' finger tips – was a major challenge to the 

sector.“While the banking sector is trying to mitigate any attempts at fraudulent 

activities, fraudsters also become more sophisticated.” Etuk stated. In that regard, he 

challenged banking sector operators to increase their oversights on their banking 

systems, as well as create mechanisms that would deter attempts at stealing or other 

illegal transactions. But, fraud mitigations have become difficult to effectuate, giving 

room for fraudsters and unfaithful banking officials to transfer billions smoothly into 

their own personal coffers. 

However, Business Times failed to establish exactly how much such fraudulent 

activities have cost the banks in a given period of time. When contacted on this, 

Tanzania Bankers Association officials were not able to come out with an answer, 

ostensibly because there are not any compiled loss figures! To a large extent, 

banking fraud and other theft is now considered a 'thunderstorm' which is about to 

blow across the national economy. Its effects would be a major setback not only for 

depositors, but also for bank shareholders. 

 

During a seminar which was prepared by TBA on combating financial crimes in 

banking held in Dar es Salaam in July 2012, it was noted that internal fraud 

incidence had increased not only in the number of attempts, but also in sophistication 

and the amounts of money involved! “Banks have opted to confront the vice 

individually, with mixed degrees of success,” said the TBA chairman in his foreword 

at the opening of the July event. “Experience shows that the banking sector is better 

off taking a concerted approach in tackling the problem. It appears fraudsters operate 

as syndicates in collusion with coerced staff, active participation of compromised 

staff, or passive Support of unwitting staff. The majority of banks are impacted by 

employee-related frauds, although it bears mentioning that these acts are committed 

by a very small minority of employees within banks. 

Once these syndicates attain their objectives, they have been known to use the  ill-

gotten gains to engage in other illegal ventures – and, therefore, further fuel crime in 

the society at the workshop which was prepared by TBA, on prevention and 
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detection of bank frauds held on Friday 15th July 2005 at the Dar es salaam 

international conference centre, ppf tower,ohio/garden, Dar es salaam they declared 

that Fraud is now one of the major challenges facing all banks both at individual 

level and industry wide level. 

 

One of the key, among many of the TBA association s objectives, is to take measures 

deemed desirable to further the interests of the banking industry in Tanzania. It is on 

these premises, as it will be seen shortly, prompted formation of a TBA sub- 

committee to focus on Security, frauds and forgeries. While appreciating 

technological advancements and the level of sophistication on which banks operate 

today, in most cases these advancements run ahead of internal controls that would 

cover against such technological driven risks. This advancement and technological 

innovations pose higher risks to the banking industry increasing vulnerability to 

frauds and forgeries. 

 

It is against this background that TBA realized the need to have a Standing 

Committee to handle and provide advice to the Association on matters pertaining to 

frauds and forgeries. To ensure crystallization of this goal, a committee of five 

members was appointed by TBA to work on the framework for the establishment of 

the standing Committee. The deliverables of the committee were to come up with the 

Terms of Reference and Modus Operandi of the Committee. 

Key objectives of the Standing Committee on bank frauds include: 

a) To minimize the level of frauds and forgeries in the industry through 

sharing of information and experiences; 

b) To reduce the risks on frauds and forgeries; 

c) To develop common strategies on how best banks can combat incidents of 

frauds and forgeries; 

d) To promote risk management and compliance with internal procedures 

geared to minimize fraud risk exposures within member banks 

e) To advise the Association on the necessary changes required in the laws and 

regulations governing the banking industry 
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2.4         The BOT Corporate Fraud and Forensic Policy 

In its circular No.808/2007 bank of Tanzania issued the fraud and forensic policy to 

be applied by the financial institutions in Tanzania. The circular explained that Fraud 

(internal and external) causes significant damage to customers, firms and society as 

whole. Many financial institutions suffer losses as a result of fraud. Financial 

institutions has to create an ethical business environment, to adopt preventative 

measures against financial crime and in the case of a fraud event, to have a 

contingency or response plan which sets out what needs to be done, when and by 

whom. This policy supports the fraud element of the Financial Crime Principle Risk 

Policy; and also is aligned to the World Bank Risk Control Framework for the Fraud 

element of Financial Crime as well as the EAC Financial Crime, Risk Control 

Framework and Policies. 

 

This policy sets out the Procedures for the management of fraud, theft, corruption 

and related criminal activities, it also provide details of specific requirements and 

responsibilities for the detection, prevention, management and reporting of internal 

and external fraud and to make sure that the financial institutions supports and fosters 

a culture of zero tolerance to Fraud in all their activities 

The primary purpose of this Policy is to: 

• Assist commercial banks in combating and managing fraud loss 

performance in linewith the set risk appetite and budget by establishing an 

effective  Fraud and Forensic Policy, consistent approach to the reporting, 

management, categorization  measurement of fraud; 

• Minimize the opportunities available to commit fraud and increase the 

likelihood of catching fraudsters by establishing detection and prevention 

strategies that identify fraud and improve controls; 

• Promote a proactive fraud prevention culture including fraud awareness and 

training for bank officials and customers, and the proactive recovery of 

funds involved in fraud. 

• Ensure that commercial bank complies with applicable legislation. 
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This policy applies to all commercial banks employees, including employees of any 

subsidiary in which these banks have a controlling interest, as well as agency 

workers, consultants and contractors, irrespective of their location, function, grade or 

standing. The policy does not apply to any entity in which commercial banks have 

any interest and which is a non-consolidated entity or to any employee of any such 

entity. For any business areas that are domiciled in Tanzania, where local legislation 

is more stringent, local requirements will apply in addition to this policy. Also the 

policy has application in respect of all allegations, attempts and incidents of fraud 

impacting or having a potential to impact on commercial banks. 

The ownership of this policy was vested in Management. Management is responsible 

for the implementation of, and adherence to, the policy in their respective business 

areas. Managers are to ensure that employees are made aware of, and receive 

appropriate training and education with regard to this policy. 

Management is to ensure that appropriate controls are implemented in their banks to 

detect and prevent fraud. Each bank is responsible for the identification, assessment 

and control of the fraud risks to which their systems, products and customers are 

exposed 

2.5        The Commercial Banks Fraud and Corruption Summit EAC, 2012  

 “The commercial banks average loses approximately 7% of all revenues to fraud 

each year. If you find this to be a surprising statistic you probably do not have 

adequate fraud prevention and detection measures in place,” (ACFE).  

In business terms, this percentage is very big considering that many commercial 

banks in Africa rarely attain 5% of their annual revenue as gross profits – implying 

that most of the company’s profits are lost to fraud! And then we wonder why our 

economies never grow!  

 

Fraud and Corruption limit an organization’s ability to manage, grow and succeed. 

Corporations cannot remain healthy and remain competitive if fraud and corruption 

continue to go undetected.  

Now that Fraud and Corruption is becoming increasingly complicated and difficult to 

handle, there is considerable demand on Directors and Managers of Finance and 
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Accounts, Internal Audit, Fraud Risk, Prevention, Investigations, Security, Risk 

Compliance, Governance and Anti-corruption Leaders to detect, deter, control, 

investigate and combat fraud and corruption effectively.  

These professionals are operating in an environment characterized by:  

➢ Devastating financial losses  

➢ Lack of appropriate controls to face fraud, corruption and money laundering  

➢ Lack of convergence of compliances of anti-fraud, anti-corruption and anti-

money laundering programs  

➢ Lack of adequate risk assessment to address fraud challenges in the digital 

environment  

➢ Poor audit trail to prevent, deter, control, detect and investigate fraud and 

corruption  

➢ Lax or insufficient laws and standards to prevent and combat fraud and 

corruption  

 

The commercial banks Fraud and Corruption Summit East African 2012 explored 

means of fighting corruption and fraud in order to promote transparency and strong 

governance commercial banks in East Africa. The Summit tackled a variety of means 

of dealing with fraud and corruption. It also explored current landscapes, emerging 

trends and governance. Participants heard practical details about detecting, deterring, 

controlling, investigating and combating fraud and corruption. Details about cyber 

crime, forensics and recovery, counterfeit, illicit trade, and security were also 

discussed.  

 

2.6           Empirical literature review  

Several studies have been conducted concerning the influence of internal fraud to the 

performance of commercial banks. Study done by Kosmas Njanike,Thulani Dube 

and Edwin Mashayanye  (2009) on The Effectiveness of Forensic Auditing in 

Detecting, Investigating, and Preventing Bank Frauds explained that there are at least 

thirteen types of fraud which are mostly affecting the banking sector. Among these, 

computer, accounting, RTGS, cheque and credit card frauds are prevalent in almost 
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every banking institution accounting for 80% of the losses in banks. Computer fraud 

and accounting fraud pose a big challenge to the forensic auditor because of the 

complexity of the crimes, particularly where the computer software or system is 

manipulated.  

 

The study done by Njoroge, on the Effect of Fraud on the Performance of the 

Banking Industry revealed that fraud is the main causes of bank distress in the 

banking industry. Similarly, the capital bases of the bank have been affected as a 

result of fraud and the liquidity position of the bank has also being affected. In 

considering the result of the study it is obvious that fraud affects the bank to the 

extent that they constitute risky variables between the bank and the growth expansion 

development but fraud is a problem which negatively affects banking performances 

thus inhibiting economic development. 

 

The study also explained that Fraud is controversial general issue, which is a serious 

and diverse attachment to effort towards the development and progress of any 

establishment. The researcher concluded that Fraud includes deception, bribery, 

forgery, extortion, corruptions, theft, conspiracy, embezzlement, misappropriation, 

false representation, concealment by bad faith, dishonesty, unfairness, unfaithfulness, 

perfidy, and the likes. In all cases, it involves a person or persons in any position and 

it is always aimed at receiving financial benefit either immediately or in future. It 

spoils, taints, deprives, destroys or degenerates a hitherto legally thriving system. 

 

Another study on the Fraud Control Techniques in Commercial Banks by Tony 

Akinola, explained that, financial institutions are losing more money now than at any 

other time in the past to fraudsters. The study revealed that there exists a significant 

relationship between fraud control measures effectiveness and fraud rate in 

Commercial Banks. It was equally discovered that there exists a significant 

relationship between fraud rate and fraud control circumvention. The study also 

revealed that there exists a significant relationship between Insiders/Outsiders 

collusion and fraud rate in banking sector. The fear of financial criminals has no 

doubt eroded the confidence in the banking industry and in the country's financial 



36 

 

system as a whole as those who have been defrauded in the process of financial 

transaction now feel skeptical in dealing with banks. While the banking industry 

spends huge sums of money, time and manpower's in combating this economic 

menace, criminals are constantly busy in obscure comers working tireless searching 

for alternatives dimensions to obtain monies from banks through unauthorized/illegal 

access to bank's assets and liabilities. 

 

In a study prepared by Asukwo (2009), financial systems were identified as being 

amenable to manipulation fraudsters. Various components were found to be both 

characteristic and predisposing. The authors highlighted many factors which seem to 

be of particular importance. They are, not necessarily in order of precedence: 

 

Poor Internal Control: Inadequate internal control and checks usually creates a 

loophole for fraudulent staff, customers and non-customers to perpetrate frauds. 

Therefore to reduce or eliminate frauds, there is a need to always have effective 

audits, security systems and eve observant surveillance staff at all times during and 

after bank official operating hours. 

  

❖ Greed: Greed refers to an inner drive by which individuals acquire financial 

gains far beyond their income and immediate or long-term needs. It is usually driven 

by a morbid desire to get rich quick in order to live a life of opulence and extravagant 

splendor. Greed has in many cases been regarded as the single most important cause 

of fraud in the banking sector. 

 

❖ Inadequate Staffing: A poorly staffed bank will usually have a problem of 

work planning and assignment of duties. The bank that is flooded with incompetent 

and inexperienced staff will of a necessity have to struggle with the problem of 

training and supervision of its officers.  

❖ Poor Book-keeping: Inability to maintain appropriate books of accounts 

together with failure to reconcile the various accounts of the bank on daily, weekly or 

monthly basis more often than not will attract fraud. This loophole can very easily be 

exploited by bank staff that is fraudulent. 
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Inadequate Training and Re-Training: Lack of adequate training and retraining of 

human resources both on the practical and theoretical aspects of banking activities 

and operations more often than not leads to poor performance. Such inefficient 

performance creates a loophole which can very easily be exploited by fraudsters.  

 

 

A simple research conducted by the Risk department in NBC showed that the big 

loss experienced by NBC for the last quarter in 2012 is due to many reasons but 

mostly the internal fraud where by the non performing loans which created huge 

impairment was due to bank officers who brought unfaithfully customers to the 

bank.KPMG audit firm conducted two successive independent audits; they were able 

to detect the big amount of fraud. This raised so many questions on the competency 

of the internal auditors.  

 

2.7  Conceptual Framework 

 

As mentioned earlier internal fraud occurs when a member of staff dishonestly 

makes false representation or wrongfully fails to disclose information or abuses a 

position of trust for personal gain or causes loss to others. Also the fraud triangle 

explain the causes of fraud as opportunity, motivation/pressure and 

integrity/rationalization and that all internal fraud in the platform of those 

environment. 

 

A system of effective internal control is a critical component of Commercial banks 

management and foundation for the safe and sound operation of banking 

organizations. As mentioned earlier, weakness in internal control in commercial 

banks is the major source for internal fraud. Hence is the duty of the commercial 

banks in Tanzania to put forward the preventive controls, detective controls and 

corrective controls so as to safeguard their assets against fraud. However the overall 

effectiveness of the banks internal controls should be monitored on an ongoing basis. 

On top of that commercial banks are advised not to depend only on self-assessment 
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for its internal controls evaluation. Also independent checks conducted by external 

entities on the banks internal system are imperative for a fair review of internal 

control systems. 

 

The commercial banks should also be very careful of the other sources of internal 

fraud such as understaffing as it has been noticed that most of the fraudulent 

transactions occur in areas the staff are insufficient. The effective audit if conducted 

properly will point out areas of weakness and suggest the proper measures to be 

taken against those weaknesses. 

Also the Commercial banks should consider law pay package and other remuneration 

such as overtime and other allowances as another source for internal fraud. The 

stressed, overworked, underpaid and unappreciated staff will always be tempted in 

fraudulent activities as mentioned earlier. 
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Figure 2.2 Internal Fraud Sources, Impacts and Solutions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Author’s own Construction, 2013 

 

2.8    Research Gap 

From the empirical literature it is evident that a good number of Researches have 

been done. However there is no documented evident which show that the same 

research have been done where this research was done. Therefore findings from this 

study confirm the same. Case study design provides flexibility during data collection 

i.e a researcher is able to use different data collection methods such as internet, 

observation and documentary review during data collection this result into collection 

of valid and reliable data. 

 

Case study design enables the researcher to study a particular issue in deep and 

extensively. This result into collection of authentic data. 
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CHAPTER THREE 

RESEARCH METHODOLOGY 

3.0 Introduction. 

This chapter represents how research was designed and how the actual field work 

that was carried out. It also discusses the types of data which were used and their 

sources. 

 

3.1. Research Design 

Research design is the plan for conducting research, Kothari (2004). It is the 

arrangement of condition for collecting and analyzing data in the manner that 

combine the relevance to the research purposes. This research used the case study 

which is NBC Bank. 

 

3.1.1.   Exploratory Research Design 

Exploratory research design is suitable for exploratory studies whose main emphasis 

is to formulate a problem for more precise investigation or developing a working 

hypothesis from an operational point of view. The major emphasis is on the 

discovery of ideas and insight; as such the research design appropriate for such 

studies must be flexible enough to provide opportunity for considering different 

aspects of a problem under study (Saunders et al, 2000) 

 

3.1.2.   Descriptive Research Design 

In descriptive research design, the major emphasis is on determining the frequency 

with which something occurs or the extent to which two variables vary. It is typically 

guided by an initial hypothesis (Churchill, 1996). Descriptive studies are also 

concerned with specific predictions, narrations of facts and characteristics 

concerning individuals, groups or situation (Kothari, 2002). 
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3.1.3.     Causal Research Design 

Causal research design is suitable for studies whose major emphasis is on 

determining causal and effect relationship. Causal studies typically take the form of 

experiments, since experiments are best suited to determine cause and effect 

(Churchill, 1996). Descriptive studies are not only restricted to facts findings, but 

may often result in the formulation of important principles of knowledge and 

solution to significant problems.  

 

This study employed descriptive research design. As Kothari (2002) puts it “in 

descriptive studies, the researcher must be able to define clearly as to what he want 

to measure and must find adequate methods for measuring it. This included a 

collection of information from respondents on their knowledge and opinions in 

relation to the influence of internal fraud to the performance of Tanzania 

Commercial banks and analysis of the data. 

 

The researcher employed descriptive case study design in order to gain rich 

understanding of the context of the research, developing skills of evaluating data and 

synthesizing ideas, it also help the researcher to produce accurate representation of 

the target population. The research strategy was cross sectional, that is, a snapshot, 

taken at a particular point in time. 

 

3.2.      Study Area 

The study population covered bank officers from fraud and investigation               

department, branch managers and bank clerks who are witnessing fraudulent                 

activities happening in various section and department of the bank and also to get 

more information of the way internal fraud influence the performance of the 

commercial banks in Tanzania so as the researcher can fulfill her objectives. 

 

3.3       Research Approach 

According to Saunders et al. (2007), research approach can be divided into two 

categories: deductive approach and inductive approach. A deductive approach is 
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concerned with developing a hypothesis (or hypotheses) based on existing theory, 

and then designing a research strategy to test the hypothesis” (Wilson, 2010), 

therefore for the purpose of this research deductive approach was followed. 

3.4.       Study Population  

A population is a complete collection of data which contains all subject of interest to 

be studied and properties to be analyzed, but also it involves a group of individuals 

who have one or more common characteristic that are of interest to the 

researcher.(Best et al,2008),. It is a larger group of people from which the sample is 

taken.   

 

3.5.        Sample Size and Sampling Technique 

The sample comprised of 20 investigators, 5 Managers and 25 Bank Clerks. This 

gave the researcher a total of 10 respondents who will be enough as a sample size 

staff to represent the population 

 

 Figure 3.1 Summary of the Sample of the Study 
Customer Type No. of Respondents Percentage 

Investigators 20 40 

Branch Managers 05 10 

Bank Clerks 25 50 

Total 50 100 

   

Source, Research data, 2013 

  

3.5.1        Sampling Technique  

The researcher purposively picked respondents from Fraud and investigation 

department and from various branches. A non-probabilistic sampling was used (i.e. 

purposive/judgmental sampling) and stratified sample selection. The researcher 

assumed that all respondents have equal chance to provide information/data. 

 



43 

 

3.5.2         Purposive Sampling 

This type of sampling was used in obtaining list of names of people to be 

interviewed. This method had been used, so that only those respondents who are 

considered capable of providing relevant information were approached for interviews 

and discussion. The main targeted groups for the purposive sampling were members 

of staff of the Forensic Department, Branch Managers and Bank Clerks. 

3.5.3         Stratified Sample Selection 

This involves the division of a population under examination into sub-populations 

that are individually more homogeneous than the total population (strata), each 

stratum being subject to a separate sampling method, which could use random 

sampling techniques. The sample was selected in such a way as to ensure that certain 

subgroups in the population are to be represented in the sample in proportion to their 

number in the population. 

3.6          Sources of Data. 

The study used both primary and secondary data. 

3.6.1        Primary Data. 

Primary sources are original sources from which the researcher directly collects data 

that have not been previously collected. For the purpose of this research, primary 

data were obtained through questionnaire, observation and interview made by the 

researcher with bank staff. 

3.6.2       Secondary Data 

These are sources containing data that have been collected and compiled for another 

purpose. For the purpose of this research, the researcher used several secondary data. 

 

3.7 Data collection instruments 

3.7.1. Questionnaires 

Primary data was collected through administering of questionnaires to the selected 

sample. The selected respondents were given questionnaires through drop and collect 

method. Questionnaires were distributed to the investigators, branch managers and 

bank clerks who are responsible for day to day transactions of the bank. The 
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respondents of the questionnaires were assured that their responses will be treated 

confidentially.  

 

Powell (1991) observed that, exclusive reliance on one method may be bias or distort 

the researcher’s picture of the particular reality she or he is investigating.  

3.7.2       Focused Group Discussion Questions 

Primary data were collected also through administering of Focused group discussion 

sessions held with selected Group of investigators. The selected respondents were 

asked questions by the researcher in face to face discussion. The respondents of the 

focused group discussion session were assured that their responses will be treated 

confidentially. 

 

3.7.3       Documentary Review Schedule/Guide 

The documentary review schedule/guide was used by the researcher as one of the 

method for data collection specifically for secondary data. The guide helped the 

researcher to be more focused in the collection of the secondary data. 

 

3.7.4       Observation Schedule/Guide 

Under this technique, researcher participated in day to day activities of the 

organization I order to get full information in reality on how various works are 

carried out. 

 

3.7.5       Survey 

The researcher visited literatures from different authors to compare what has been 

written with what the researcher observed in the study in regard to the influence of 

internal fraud to the performance of Tanzania commercial banks. 
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3.7.6     Documentation  

The researcher referred to different documents at the place where the study was 

conducted. These documents were sources of information in analyzing the influence 

of internal fraud to the performance of Tanzania commercial banks. 

 

3.8.   Data Management 

A data management is a formal way of handling data both during your research, and 

after the project is completed. The goal of a data management  is to consider the 

many aspects of data management, data preservation, and analysis before the project 

begins; this ensure that data are well-managed in the present, and prepared for 

preservation in the future.  This saves time in the long term because there is no need 

to re-organize, re-format, or try to remember details about data. It also increases 

research efficiency since both the data collector and other researchers will be able to 

understand and use well-annotated data in the future. 

 

3.9    Data Analysis 

According to Saunders, et al. (2009), data analysis is defined as the act of 

transforming raw data, with the aim of extracting useful information and facilitating 

conclusion. This was done with computer packages, whereby the Social Package for 

Social Sciences (SPSS) was used to analyze the collected data. Data was processed, 

interpreted and analyzed by means of categorizing and then summarizing them so to 

bring the clear picture of answers obtained from our questionnaires. After the 

questionnaires are returned, they were edited to ensure legibility and then the data 

were inserted to a data entry screen using Epi-Info, where data was entered. To 

ensure that the data entered are free of errors, they were cleaned before the data are 

transferred to Social Package for Social Sciences (SPSS) descriptive methods for 

analysis into frequencies, percentages, pie charts, line graphs, and bar graphs. 

 

 

 

 

http://en.wikipedia.org/wiki/Data_management
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CHAPTER FOUR 

RESEARCH FINDINGS AND DISCUSSION 

4.0        Introduction 

This chapter provides background characteristics of respondents in terms of their age 

and sex.The second part of the chapter discusses the extent of internal fraud in 

commercial banks in Tanzania while the third part of this chapter discusses the 

efforts taken by the bank to prevent internal fraud. The fourth part discusses the steps 

taken by the bank after detecting internal frauds. Finally the fifth part of the chapter 

discusses the employee’s awareness of internal frauds and its effects. 

 

4.1      Background Characteristics of the Respondents 

4.1.1     Age Characteristics 

The age of the respondents was asked in order to establish whether age has any 

influence on the reply to the question on age. Majority (41%) were found to be 

between 29-39 years of age as shown in figure 4.1.This is an active group who are 

aware of the prevailing economic and social conditions of the country. 

 

Figure 4.1 Age Respondents 

 

 

Source: Study findings, 2013 
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4.1.2   Sex of Respondents 

The sex of respondents was asked in order to establish whether sex has any influence 

on the reply to the question on sex.Majority (60%) were found to be female as shown 

in figure 4.2.It shows that the female are motivated to participate on the several 

studies conducted and have time to challenge the on-going economic crises in the 

country. 

 

Figure 4.2 Sex of Respondents 

 

Source: Study findings, 2013 

 

4.1.3 Category of Respondents 

The study population covered the investigators, branch managers and bank clerks of 

the bank who are responsible in preventing and detecting internal fraud so as to get 

the big picture and more information on the influence of internal fraud to the 

performance of commercial banks in Tanzania so as the researcher could fulfill her 

objectives. The clients of NBC were also asked since they are aware of the prevailing 

internal frauds activities. 
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Out of the 50 respondents chosen, the clients representing 70%, the investigators 

representing 10%, the branch managers representing 10% and bank clerks 

representing 10% as stipulated on the figure 4.3.That figure showed how the bank 

delivers their services and how internal frauds were prevented, detected and reduced 

at NBC Bank and if all clients are aware of internal frauds and how it affects them. 

 

Figure 4.3  Categories of Respondents 

 

 

Source: Study findings, 2013 

 

4.2       The extent of internal fraud in Commercial Banks in    Tanzania 

The objective intended to determine the extent of internal fraud in Commercial 

Banks in Tanzania. Respondents (N=50) provided response and in the first instance 

were asked to tell if internal frauds exists in the commercial banks. Table 4.1 

indicates results. 
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Table 4.1: Responses on existence of internal frauds in Commercial banks 

                                     N=50  

Response Number of Response Percentage 

There are Frauds                        32 64 

No Frauds        10 20 

No Response                               8 16 

Total       50 100 

                        

Source: Research Data, 2013 

 

From table 4.1, 32 respondents explained that internal fraud exists in commercial 

banks and they agreed that it occurs when a member of staff dishonestly makes false 

representation or wrongfully fails to disclose information or abuse a position of trust 

for a personal gain or causes loss to others. One respondent from the group explained 

further that internal fraud is a criminal behavior that generally falls into three 

categories; theft from customers, theft from the firm and abuse of position. 

However the majority of the respondents (up to(90%) agreed that without the right 

and strong internal systems and controls the business can be exposed to  threat from 

within and that a company with weak internal processes and controls will be 

vulnerable to the risk of fraud from within. 

 

Given the various forms or types of internal frauds as stipulated in previous chapters 

i.e. forgeries, unofficial borrowing, defalcation of customers deposits, theft and 

embezzlement, impersonation, manipulation of vouchers, computer frauds, account-

opening frauds, and fraudulent money transfer) it has been explained from the 

respondents  that, obvious the Commercial banks needs to be mindful of its 

vulnerability to the menace. 

 

Definitely the afore mentioned causes of internal frauds and these are opportunity, 

motivation/pressure and integrity/rationalization are proved to be  the major sources 

of internal fraud in Tanzania commercial banks as mentioned by the group of 

respondents and this agrees with Phillip de Andres (2008) who presented the 



50 

 

predominates cross border or the transnational crimes in East Africa and Tanzania 

was mentioned in a number of criminal activities which coincides with the research 

findings such as Association of Certified Fraud Examiners,2008. 

 

Also it is even more alarming to note that the all 20 investigators mentioned the 

importance of screening process which involves the detailed background check up of 

the profile of all employees that joins organizations prior to employment as it will 

reduce to greater extent the fraudulent activities done by staff in the organizations. 

Nevertheless all five branch managers agreed that internal frauds in commercial 

banks is now prominent in Tanzania and that it is disturbing to note that most of the 

internal fraud cases in the commercial banks are not reported in the proper authorities 

such as Police and PCCB and the reason being most of the commercial banks are 

afraid to damage their reputation in the public. 

 

On the other hand 20 bank clerks agreed that the internal fraud is now a big 

challenge to the bank itself but also some of them mentioned the Inadequate staffing 

as the source of internal fraud and that a poorly staffed bank will usually have a 

problem of work planning and assignment of duties. One respondent from that group 

explained specifically that, the bank that is flooded with incompetent and 

inexperienced staff will of a necessity have to struggle with the problem of training 

and supervision of its officers 

 

4.3       Efforts taken by bank in the prevention and detection of internal Fraud   

One of the specific objectives was also to check on the efforts taken by the bank in 

preventing and detecting internal fraud in commercial banks. Respondents were 

asked to tell if there are efforts taken by the bank in the prevention and detection of 

internal fraud. Table 4.2 indicates results. 
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Table 4.2: Responses on efforts taken by the bank in the prevention and 

detection of internal fraud 

Response No. of Respondents Percentage 

There are efforts 30 60 

No efforts 15 30 

No Response 5 10 

Total 50 100 

 

 Source: Research Data, 2013 

The manager of investigators explained that sometimes employees are used by gangs 

of fraudsters who are outside the bank to facilitate their plans. He went further and 

explains that most of the time bank staff are followed by these experienced fraudsters 

and give them deals with promises to pay them huge amount of money and even 

properties such as cars after undertaking the fraudulent activities. 

 

One of the respondent explained also that, each staff member is required to report 

bank transactions that he or she either knows, suspects or should suspects are 

suspicious or unusual. Suspicious transactions are those transactions that are not 

normal to that particular to that particular account or customer and it attract the 

attention of a staff member. It normally deviates from the normal root of operations. 

A response from one person indicated that suspicious and unusual transactions may 

include the forgeries, unofficial borrowing, and defalcation of customer’s deposits, 

theft and embezzlement, impersonation, manipulation of vouchers, computer fraud, 

account-opening fraud and fraudulent money transfers and this agrees with the 

previous explanation of the types of the internal fraud. 

 

Another response from respondents given explained that in its efforts towards 

internal fraud prevention and detection made by the bank is the establishment of 

whistle blowing reporting channels. Here all staff are required to whistle blow any 

real or suspicious transactions through special telephone lines, mobile phone 

numbers and email addresses to the selected persons who will later deal with the 

incidences raised. The information reported are confidential and protected and you 
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are not suppose to disclose your name and even the source where the information has 

come from will not be traced. 

 

He said that, this has helped the bank a lot in uncovering the fraudulent and illegal 

transactions sometimes even before the fraudulent transactions are completed. The 

emphasis on whistle blowing is that the concerns that are raised should be factual (to 

the best of the person’s knowledge) 

One of the branch manager explained that, there are also free telephones and mobile 

lines (contact center) whereby customers and suppliers are advised to report any 

fraudulent incidences either done in their accounts or witnessed by them in any bank 

transactions. 

 

One respondent also mentioned the establishment of “the fraud awareness campaign” 

where by a broadcast has been communicated to all staff to explain the importance of 

abstain from fraudulent or any illegal bank transactions and their damages thereof. 

Also in this campaign fraud champions from every department and branch have 

appointed and their main duty is to give trainings and awareness on fraud issues. 

They also act as ambassadors where by all fraud issues in their respective department 

and branches are reported and handled by them. 

 

He also mentioned the name and shame broadcast which has been established by the 

bank to shame all bank staff in public who has been involved in fraudulent activities. 

He said that, the banners and posters of every kind have been placed in corridors and 

baking halls to alert bank staff, customers and suppliers about the risks of involving 

into the fraudulent activities. 

 

In his response one respondent explained that, the bank has established the so called 

screening process for all employees both temporary and permanent employees before 

offering them contracts to work with the bank. She said that they check the profile 

and records of the proposed staff from their previous employer and even from the 

universities were they have been studying just to make sure they are not victims of 

any illegal activities which could be a risky to the bank. 
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4.4        The Effectiveness of Internal Controls in tackling internal Fraud in  

              Commercial banks  

Several responses were given on the effectiveness of internal controls in tackling 

internal fraud in commercial banks. 

One of the respondents explained that, the bank has many controls which are 

applicable in various department of the bank. He explained further that strong 

internal controls such as preventive controls, defective controls and corrective 

controls are normally applied in the day to day banking operations. She explained 

that preventive controls normally predict potential problems before they occur and 

make adjustments. They prevent an error, omission or malicious act from occurring. 

She mentioned examples of preventive controls which include: Using well-designed 

documents to prevent errors. Establishing suitable procedures for authorization of 

transactions. Employ only qualified personnel and the segregation of duties. 

 

She went further and explained that detective controls are designed to detect and 

report the occurrence of an omission, an error or a malicious act. She also mentioned 

examples of detective controls to include: duplicate checking of calculations, 

periodic performance reporting with variance error message over tape labels and 

hash totals counter cheques post-due account reports. 

 

She also explained the corrective controls that they help to minimize the impact of a 

threat identify the cause of a problem, correct errors arising from the problem. She 

said that they also correct problems discovered by detective controls and modify the 

processing system (s) to minimize future occurrence of the problem. She mentioned 

examples of corrective controls which are: contingency planning back up procedures 

rerun procedures Business Continuous Management. One respondent explained that 

the overall effectiveness of the banks internal controls is monitored on an ongoing 

basis. She explained further that management always ensure that internal control 

system works properly and are suitable in light of changing circumstances and that 

they do assessment on an ongoing basis to institute preventive and corrective 

measures in a timely manner. 
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Another respondent also narrated that, the bank pay proper attention on the high risk 

department such as cash and that there are very strong internal controls to be 

followed as it has been observed that cash is the most vulnerable asset to theft and 

fraud. She mentioned some of the strong controls applicable in the cash department 

which include; dual controls, proper authorizations on transactions and physical 

custody on cash. Another respondent from one of the branch explained that, the bank 

follows the control of approvals and authorization to execute specified kind of 

transactions in accordance with prescribed conditions. He explained further that 

authorization may be general applicable to all transactions on specified for a single 

transaction and that it is necessary to ensure that the authorizations are made by 

persons acting within their scope of authority. 

 

4.5       Employee’s Awareness in Internal Fraud Issues and its effects to the   

             bank 
Another specific objective was also to check on the employee’s awareness in internal 

fraud issues. Respondent were asked to tell if employees are aware of internal fraud 

and its effects to the bank. Table 4.4 indicates results. 

 

Table 4.3: Responses on the employees awareness in internal fraud issues and its  

                  Its effects to the bank 

                                                          N=50 

Response Number of Response Percentage 

They are aware 38 76 

Not aware 12 24 

No Response - - 

Total 50 100 

 

  Source: Research Data, 2013 

 

Response given showed that, 38 respondent agreed that bank staff are very much 

aware of internal fraud and its effect to the bank. One respondent explained further 



55 

 

that, the bank always provide enough trainings and refresher course on the internal 

fraud issues. One respondent mentioned that the bank now have a programme where 

by the new employees are given special training on the prevention and detection of 

the internal fraud. She explained further that they are also given special exam and 

test on the internal fraud and that if you don’t score 80 and above then you are given 

special training until you score 80.She also said that this exam provide an important 

awareness to new employees on the internal fraud issues. 

 

Another respondent also explained that, the NBC intranet which each employee has 

free access now, has circulars, policies and other useful material related to internal 

fraud matters and that it helps employees in increasing their knowledge on internal 

fraud issues. 

One branch manager explained that every branch manager has been appointed as the 

ambassador for fraud matters on his or her branch or department. He said that, their 

duty is to make sure that all employees in their unit reads and understands all the 

circulars and announcements on fraud matters. 

One of the Investigators mentioned that sometimes the bank arrange trainings for 

them even outside the country such as South Africa, Kenya, Mozambique and 

London just to increase their knowledge on internal fraud matters. 
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CHAPTER FIVE 

SUMMARY, CONCLUSION AND RECOMMENDATIONS 

5.0    Introduction 

The chapter provides summary of the study, findings, and conclusion based on the 

study findings. The chapter also provides recommendations for both immediate and 

further studies. 

 

5.1    Summary of the Study 

The study was done at NBC Bank headquarters and 50 respondents participated and 

both purposive and random sampling methods were employed to get a study sample. 

The general objective of the study was to find out the influence of internal fraud to 

the performance of Tanzania Commercial Banks the case of NBC  Bank. 

Specific objective included; to determine the extent of internal fraud in Commercial 

Banks in Tanzania, to investigate efforts taken by the Commercial banks in 

preventing and detecting   internal fraud, to determine the effectiveness of internal 

controls in tackling internal fraud in commercial banks in Tanzania, to determine 

employee’s awareness in Internal Fraud issues in Commercial banks In Tanzania. 

Case study design and deductive approach method were used during the study where 

by data collection instruments used included; Questionnaires, Focused group 

discussion question, documentary review guide/schedule and observation 

schedule/guide  

 

5.2   Summary of the Findings 

Findings indicate that speed of internal fraud in the bank is high. In this case some of 

the internal controls which are applicable in high risky areas are not effective enough 

to prevent fraudulent activities to occur .The findings also indicated that the rate of 

internal fraud in Commercial banks is being facilitated by other factors such as 

understaffing, low pay packages and ineffective internal audit. Findings also indicate 

that the bank needs to add more efforts in training and refresher courses to all 

employees of the fraud issues and its effects to the bank. 
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5.3      Conclusion 

The study concludes that internal fraud is now growing and widely spread in 

commercial banks in Tanzania the response from respondents thus stated. 

It is further concluded that various efforts have been identified to combat internal 

fraud such as adaptation of fraud and anti-bribery policies, screen process for all 

employees both temporary and permanent employees before offering them contracts 

to work with the banks, establishment of good reporting mechanisms for all 

fraudulent transactions to the relevant authorities and provide training and guidance 

to their personnel relating to procedures and control of internal fraud. 

 

The study also concluded that the commercial banks in Tanzania have put in place 

several measures to make sure that internal fraud are prevented and also immediately 

detected after being conducted so as to minimize or even eradicate the negative 

effects brought by internal fraud activities in the bank and nation at large. These 

measures include establishment of whistle blowing reporting channels where by 

anyone can report the internal fraud transactions via special emails addresses, 

telephone or mobile lines and that the information reported will be confidential. 

Another measure established is the fraud awareness campaign just to make all 

employees aware of the fraud issues and appropriate procedure to follow 

immediately after detecting it. There are also the adaptation of the zero tolerance 

policy to all fraud activities in all business departments and units. Sometimes the 

proceed that have been obtained from fraudulent activities which might including  

properties and equipment might be frozen or sanctioned just to wait the rulings from 

Law enforcements agencies. 

 

It has been also concluded that employees are well aware of the whole issue of 

internal fraud and its effects specifically the negative effects. They are also aware 

that fraudulent activities threaten the safety and security of the people, the bank and 

state at large. Sometimes even innocent employees are held guilty or even fired from 

work this is because most of the banking transactions are done on team work basis 

and a single transaction can completed by several employees such as maker, 

supervisor and manager. Sometimes it becomes difficult to determine the criminals 
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from fraudulent transactions that have been done by a team since sometimes they 

stole and uses the user identity and password of their follow workers. 

It is also concluded that internal fraud creates and impedes the government ability to 

make appropriate economic and fiscal decisions just to mention a few. If left 

undetected internal fraud can erode the integrity of a nation’s financial institution. 

 

5.4 Recommendations 

With reference to the findings of the study it is recommended that; 

a) Financial institutions should make sure that they hire enough and competent 

staff as it has been shown from the study that many of the internal fraud are 

happening in the places where there are understaffing. In most of the 

branches number of staff is less than the requirement. They must also supply 

enough equipment such as computers, telephones, tables and chairs etc, as 

they sometimes give room for the fraudsters to fulfill their plans as it has 

been mentioned in the afore chapters that one of the variables which can 

cause people to commit fraud is “opportunity” 

 

b) Strong internal controls and processes should be put in place by Financial 

institutions as the weakness in internal controls and processes will be 

vulnerable to the risk of fraud within which might even involve trusted 

members of staff. Snap check should be effectively conducted to manage the 

safe keeping of cash and other important assents of the bank and confidential 

documents. 

 

c) Financial institutions should provide training and refresher courses to 

employees, suppliers and even customers on the awareness on the fraud, 

corruption, bribery and money laundering issues as some of them are not 

aware and also the bank market is fluctuating and employees tend to shift 

from one bank to another often. 
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d) The Government should adopt clear policies to address economic and 

financial crimes including internal fraud. The authorities and institutions 

dealing with these problems (e.g Ministries, Tanzania departments, police, 

PCCB, courts and financial institution) should be strengthened through the 

allocation of sufficient of sufficient resources in terms of finance, equipment 

and competent-trained personnel. It is the primary responsibility of the 

government to provide assistance when the government cannot do so 

 

e) Financial institutions should work close with security department such as 

police to show genuine commitment to people dealing with fraud crimes in 

financial institutions. The substantive and procedural laws should be enacted 

to effectively deal with these offences. This should be enhanced by thorough 

investigation, arrest and prosecution of all persons regardless of their 

positions or status who are suspected of committing offences that are related 

with fraud in banking institutions. 

 

f) Effective policies should be translated into concrete legislation dealing with 

economic and financial crimes. The current laws should be reviewed, revised 

and where necessary be repealed. New and comprehensive laws to address 

fraud and related crimes should be harmonized and co-ordinated by the 

various authorities and institutions that deal with these problems and should 

conform to the relevant international legal instruments. 

 

g) The commercial banks in Tanzania should also cooperate in wars on fighting 

against fraud. Sharing the policies, procedures and processes on solving these 

problems should be enhanced by the Bank of Tanzania which acts as the 

regulatory authority for financial institutions. The fight against frauds and 

related crimes in commercial banks will not be successfully executed by the 

financial institutions and BOT alone without the involvement of various 

stakeholders including the private sector, the media, civil society and the 

citizens. These stakeholders should be consulted and should participate in the 
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formulation, implantation, monitoring and evaluation of measures to address 

these problems. 

 

h) Tanzania should enhance its cooperation with regional, continental and global 

bodies in their efforts to combat fraud in financial institutions. The country 

cannot successfully deal with the problem on its own, they have to work 

collectively. 

 

5.5 Areas for further studies 

With practical reference to the organizations under study as well as the literature 

review the research is summarized and discussed below; 

The regulatory body responsible for financial institutions which is BOT should 

effects its supervision in these financial institutions as some of the controls which has 

been laid down by these banks are not strong enough to prevents the fraud activities 

to take place in these financial institutions. Also auditing and formal snap checks are 

not conducted effectively and thus it the duty of the regulatory authority to perform 

its supervisory work effectively. In this area of “the effectiveness of supervision of 

BOT in the financial institutions in Tanzania for sure needs further studies. 
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APPENDIX I: Interview Questions to Investigators 

This questionnaire is designed to assess the influence of the internal fraud to the 

performance of commercial banks in Tanzania, the case of NBC Bank. 

 

The researcher kindly reminds the respondents that the response given by them will 

be used only as an input for the research work. In addition the researcher would like 

to be grateful to the respondents for the sacrifices they paid in completing this 

questionnaire. 

Note: All information, including answers to various questions in this questionnaire 

shall be treated as strictly confidential and solely for academic purposes only. 

Respondents should feel free to express themselves openly. Please do not reveal your 

name in this questionnaire. 

(For the multiple choice questions please tick “v” in the box that matches your 

answer). 

 

1. Gender of respondent (Please mark a tick) 

        Male    (   ) 

        Female    (   ) 

 

2. Age of the respondent 

        Below 25 years                         (   ) 

        Between 26-30 years             (   ) 

        Between 31 – 35                        (   ) 

        Above 35 years                         (   ) 

 

3. Education Qualification (Please tick in the appropriate box provided) 

          Secondary Education  (   ) 

          College / Vocational  (   ) 

          Ordinary Diploma  (   ) 

           Advanced Diploma  (   ) 

           University Degree  (   ) 

 



64 

 

4. How long have you been working with Fraud and Investigation Department? 

           Less than 1 year             (   ) 

           1 – 2 years   (   ) 

           3 – 5 years   (   ) 

           More than 5 years  (   ) 

 

5. (a) Are there Internal Fraud in Commercial Banks in Tanzania? 

       i) There are Internal Fraud           (   ) 

      ii)  No Internal Fraud   (   ) 

      iii) No response                             (   ) 

 

  (b) If the answer is i) then explain to what extent specifically to NBC Bank 

............................................................................................................................... 

…………………………………………………………………………………… 

…………………………………………………………………………………… 

 

6. (a) Are there efforts taken by the bank in the prevention and detection of    

          Internal        Fraud? 

       i)       There are efforts   (   ) 

       ii)      No efforts               (   ) 

      iii)      No Response                       (   ) 

    (b) If the answer is i), then mention which are currently applicable in your Bank 

…………………………………………………………………………………………

…………………………………………………………………………………………

………………………………………………………………………………………… 

 

 

7. Can you please explain the Effectiveness of internal controls and other policies in 

tackling internal fraud in Commercial banks in Tanzania? 

………………………………………………………………………………………… 

……………………………………………………………………………..…………

…………………………………………………………………………….………… 
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8. (a) Are Commercial Banks employees aware of internal fraud issues and its   

        effects to   the bank? 

i) They are aware                       (       ) 

ii) They are not aware                 (       ) 

iii) No response                            (       ) 

(b) If the answer is i), explain the level of employee’s awareness in internal fraud 

issue specifically to your bank 

…………………………………………………………………………………………

………………………………………………………………………………………… 

………………………………………………………………………………………… 

9. (a) Have attended any training on the prevention and tackling internal fraud in 

banks? 

     i)           Yes                                      (       ) 

     ii)           No                                      (        )  

   (b) If the answer is yes, then how does the training help you in tackling internal 

fraud in NBC Bank? 

…………………………………………………………………………………………

…………………………………………………………………………………………

………………………………………………………………………………………… 

 

 

Thank You for Your Kind Response 
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Appendix II: Interview Questions to Branch Managers  

This questionnaire is designed to assess the influence of internal fraud to Tanzania 

commercial banks, the case of NBC Bank. 

The researcher kindly reminds the respondents that the response given by them will 

be used only as an input for the research work. In addition the researcher would like 

to be grateful to the respondents for the sacrifices they paid in completing this 

questionnaire. 

 

Note: All information, including answers to various questions in this questionnaire 

shall be treated as strictly confidential and solely for academic purposes only. 

Respondents should feel free to express themselves openly. Please do not reveal your 

name in this questionnaire. 

(For the multiple choice questions please tick “v” in the box that matches your 

answer). 

 

1. Gender of respondent (Please mark a tick) 

        Male    (   ) 

        Female    (   ) 

 

2. Age of the respondent 

        Below 25 years                         (   ) 

        Between 26-30 years             (   ) 

        Between 31 – 35                        (   ) 

        Above 35 years                         (   ) 

 

3. Education Qualification (Please tick in the appropriate box provided) 

          Secondary Education  (   ) 

          College / Vocational  (   ) 

          Ordinary Diploma  (   ) 

           Advanced Diploma  (   ) 

           University Degree  (   ) 

4. How long have you been working with Fraud and Investigation Department? 
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           Less than 1 year   (   ) 

           1 – 2 years    (   ) 

           3 – 5 years    (   ) 

           More than 5 years   (   ) 

 

5. (a) Are there Internal Fraud in Commercial Banks in Tanzania? 

       i) There are Internal Fraud   (   ) 

      ii)  No Internal Fraud               (   ) 

      iii) No response                              (   ) 

 

  (b) If the answer is i) then explain to what extent specifically to NBC Bank 

............................................................................................................................... 

…………………………………………………………………………………… 

…………………………………………………………………………………… 

 

6. (a) Are there efforts taken by the bank in the prevention and detection of Internal   

Fraud? 

       i)       There are efforts  (   ) 

       ii)      No efforts   (   ) 

      iii)      No response                       (   ) 

    (b) If the answer is yes, then mention which are currently applicable in your Bank 

…………………………………………………………………………………………

…………………………………………………………………………………………

………………………………………………………………………………………. 

 

 

7. Can you please explain the Effectiveness of internal controls and other policies in 

tackling internal fraud in Commercial banks in Tanzania? 

………………………………………………………………………………………… 

……………………………………………………………………………..…………

…………………………………………………………………………….…………… 
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8. (a) Are Commercial Banks employees aware of internal fraud issues and its effects 

to  the bank? 

i) They are aware                       (       ) 

ii) They are not aware                 (       ) 

iii) No response                            (       ) 

(b) If the answer is i), explain the level of employee’s awareness in internal fraud 

issue specifically to your bank 

…………………………………………………………………………………………

………………………………………………………………………………………… 

………………………………………………………………………………………… 

9. (a) Does your bank consider internal fraud as one of the determinant factors that 

affect the performance of commercial banks? 

         Yes    (   ) 

 No    (   ) 

 

 (b) If yes, to what extent does the bank make efforts to deal with this and what are 

the factors that are considered to prevent internal frauds in commercial banks. 

…………………………………………………………………………………………

………………………………………………………………………………… 

10. Do you provide education to bank clerks on the effects of internal fraud? 

          Yes    (   ) 

 No    (   ) 

  

11. What is the effect of internal fraud on the bank performance? 

…………………………………………………………………………………. 

………………………………………………………………………………… 

………………………………………………………………………………… 

 

Thank You for Your Kind Response 
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This questionnaire is designed to assess the influence of internal fraud to the 

performance of Tanzania commercial banks, the case of NBC Bank. 

The researcher kindly reminds the respondents that the response given by them will 

be used only as an input for the research work. In addition the researcher would like 

to be grateful to the respondents for the sacrifices they paid in completing this 

questionnaire. 

Note: All information, including answers to various questions in this questionnaire 

shall be treated as strictly confidential and solely for academic purposes only. 

Respondents should feel free to express themselves openly. Please do not reveal your 

name in this questionnaire. 

 (For the multiple choice questions please tick “v” the box that matches your 

answer). 

 

1. Gender of respondent (Please mark a tick) 

               Male                (   ) 

               Female    (   ) 

2. Age of the respondent 

               Below 25 years                         (   ) 

               Between 26-30 years             (   ) 

               Between 31 – 35                             (   ) 

               Above 35 years              (   ) 

 

3. Education Qualification (Please tick in the appropriate box provided) 

               Secondary Education             (   ) 

               College / Vocational             (   ) 

               Ordinary Diploma                         (   ) 

               Advanced Diploma                         (   ) 

               University Degree                         (   ) 

4. How long have you been working with NBC Bank? 

                Less than 1 year   (   ) 

                1 – 2 years               (   ) 

                3 – 5 years               (   ) 
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                More than 5 years              (   ) 

5. (a) Are there Internal Fraud in Commercial Banks in Tanzania? 

       i) There are Internal Fraud              (   ) 

      ii)  No Internal Fraud               (   ) 

      iii) No response                                         (   ) 

 

  (b) If the answer is i) then explain to what extent specifically to NBC Bank 

............................................................................................................................... 

…………………………………………………………………………………… 

…………………………………………………………………………………… 

 

6. (a) Are there efforts taken by the bank in the prevention and detection of Internal  

Fraud? 

       i)       There are efforts   (   ) 

       ii)      No efforts       (   ) 

      iii)      No response                        (   ) 

    (b) If the answer is yes, then mention which are currently applicable in your Bank 

…………………………………………………………………………………………

…………………………………………………………………………………………

………………………………………………………………………………………… 

 

7. (a) Have you attended any training that is related to prevention and tackling frauds 

in commercial banks? 

                 Yes      (   ) 

                  No      (   ) 

 (b) If yes how does that Training help you in preventing and tackling internal fraud 

in NBC Bank? 

…………………………………………………………………………………… 

…………………………………………………………………………………… 

8. Does the bank consider internal fraud in its normal day to day activities and 

operations? 

                  Yes          (   ) 
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                   No          (   ) 

 

9. What is the effect of internal fraud on the bank performance? 

…………………………………………………………………………………. 

………………………………………………………………………………… 

………………………………………………………………………………… 

 

 

 

 

 

Thank You for Your Kind Response 
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